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Sammanfattning

Trenderna inom automation i eldistributionsnétet blir alltmer kundorienterade: 1)
allt effektivare systemkonfiguration genom utnyttjande av gemensam
hardvaruplattform; 2) flexibla kombinationer av funktioner och utrustning; 3)
kostnadseffektiv implementering av sofistikerade skyddssystem.

Projektet motiveras av att dagens teknik har potentialen att mojliggora denna nya
idé om automationssystem. Projektet undersoker i synnerhet méjligheter att 1)
upphéva den starka kopplingen mellan hardvara och mjukvara och 2)
administrera systemets alla skyddsfunktioner centralt.

Tanken ar att mjukvaruskyddet och kontrollfunktionerna skulle kunna
tillhandahallas av olika leverantdrer oberoende av hardvaran. Hardvaran utgor en
deterministisk exekveringsplattform for sddana funktioner i realtid. Eftersom
funktionerna ar driftskompatibla och portabla skulle de kunna administreras
centralt, vilket minskar arbetet med och kostnaderna f6r konfiguration,
uppgraderingar och underhall.

Eldistributorerna kan dra nytta av ateranvindbarhet och gratis tilldelning av
funktioner liksom av att stationerna far okad funktionalitet och battre kontroll och
underhall till en minskad kostnad.

Syftet med projektet ar att testa den tekniska genomforbarheten genom att: 1)
demonstrera anvandningen av 6ppna standarder och en 6ppen
exekveringsplattform for utveckling av skyddsfunktioner; 2) testa sddana
funktioners prestanda med avseende pa acceptabla reaktionstider; 3) undersdka
metoder fOr verifiering av sadana funktioner och fjarruppgradering.

Projektet har genomforts pa Lulea tekniska universitet i samarbete med IETV AB.
Projektet leds av prof. Valeriy Vyatkin.

Projektets huvudresultat dr det IEC 61499-kompatibla skyddssystem som har
utvecklats och testats; skyddsanordningens reaktionstid var 4 ms i genomsnitt.
Projektet har levererat en rapport om metoder for verifiering och
fjarruppgradering av IEC 61499-kompatibla automationssystem. Resultaten
presenterades vid IEEE Smart Grid Communications Conference 2016 i Australien.

Detta projekt har i viss mening visat mod nog att testa en sadan har idés
genomforbarhet och barkraft. Genom att visa att konceptet ar genomforbart har vi
satt igdng en diskussion inom referensgruppen av industriella partner om foérdelar,
teknisk tillforlitlighet och hot (juridiska fragor om ansvar for fel samt immateriella
réittigheter) med avseende pa mjukvaruskydd och kontrollsystem fran flera
leverantorer.
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Summary

Current trends in the automation of the electrical distribution networks are more
customer oriented: 1) increasing efficiency of system configuration by utilizing
common hardware platform; 2) flexible combinations of functions and equipment;
3) cost effective implementation of sophisticated protection systems.

The project is motivated by potential of current technologies to enable this new
idea of automation systems. In particular, the project investigates possibilities 1) to
decouple tight relation between hardware and software and 2) central
management of all protection functions of the scheme.

The idea is that the software protection and control functions could be provided by
different vendors, independent from the hardware. The hardware provides
deterministic and real-time execution platform for such functions. Being
interoperable and portable, such functions could be managed centrally, reducing
effort and cost of configuration, upgrade and maintenance.

Utilities can gain from re-usability and free allocation of functions and can benefit
from increased functional level of the substations and improved control and
maintenance at reduced cost.

The aim of the project is to test technical feasibility by: 1) demonstrating use of
open standards and execution platform for development of protection functions; 2)
testing performance of such functions for acceptable reaction times; 3) investigate
methods of verification of such functions and remote upgrade.

The project was carried out at Lulea University of Technology in collaboration with
IETV AB. Project is led by prof. Valeriy Vyatkin.

The main result of the project is the developed and tested IEC 61499 compliant
protection scheme; reaction time of the protection device was 4 ms in average.
Project delivered a report on methods of verification and remote upgrade of IEC
61499 compliant automation systems. The results were presented at IEEE Smart
Grid Communications Conference 2016 in Australia.

This project, in some sense, was brave enough to test such idea for feasibility and
performance. Demonstrating feasibility of this concept has triggered a discussion
among the reference group of industrial partners on benefits, technical reliability
and threats (legal issues of liability for faults and intellectual properties) of multi-
vendor soft protection and control systems.
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1 Introduction: protection and control with
open control architecture

The current protection functions are vendor specific and have strong coupling
between software and hardware. The function can be configured only by the
proprietary software tool and can be purchased only with the accompanying
hardware. Figure 1 demonstrates the concept. Function from vendorl is not
portable to the device of vendor2. Similarly, function from vendorl can only be
managed by the software tool provided by vendorl, and same for the vendor2. It is
not hard to see the challenges and limits of current protection systems for dynamic
power distribution networks with highly diverse solutions.

L[R2 [=[@T
IETV IEC 61499
Vendor 1 > Vendor 2
Function 1 W
u t
Direct deployment | | Direct deployment
| |
¥
IETV devi Device I IEC 61499 .
EVICE | | vendar1 vendor 2| | Beckhoff device

Figure 1. Current protection and control schemes: vendor specific functions and tools. Tight coupling between
software and hardware.

Completely new opportunities have opened up with the latest developments in
international standards for interoperable data exchange (such as IEC 61850) in
combination with new automation standard (IEC 61499). For the first time, there is
a possibility of relaxing hardware and software dependency in an automation
system. Thus, the hardware can be supplied by different vendors while the
software (functions) can stay the same for the same application for various
distribution networks.

Thanks to the provisions for hardware independent design, IEC 61499 automation
functions are portable between devices and software environments Error!
Reference source not found. IEC 61499 is an open reference architecture; hence, it
promotes interoperability among different vendors. The compliant device becomes
open to software functions regardless of their origin (vendor).

Flexibility in the design and implementation of P&C systems requires provisions
for open control architecture. The system needs to support

e Portability: software tools can correctly interpret and process library elements
(functions) created and provided by other software tools.

e Configurability: devices and their functions can be configured by different
software tools (i.e. selected, downloaded, parameterized, and connected).

o Interoperability: devices from different vendors operate and interact with each
other via networks fulfilling the functionality of the overall distribution
application.
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|IEC 61499 development environment
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Figure 2. Development of a protection system with IEC 61499 using library of protection functions. Functions
are managed centrally.

Systems designed with IEC 61499 inherit open control architecture. Portability and
configurability are provided by management commands (device management,
application deployment, re-configuration) and XML based schemas (XML DTD,
file exchange format). Interoperability is achieved by utilizing ASN.1 encoding in
the communication.

The project proposes to develop protection functions in IEC 61499 and utilize
benefits of this architecture (Figure 3). The function from vendor1 then could be
executed together with the function form vendor2 on hardware from vendor2.
Thanks to the IEC 61499 management commands, the functions can be managed
by the software tool of any vendor. Figure 4 depicts the concept of flexible, multi-
vendor or vendor agnostic protection scheme. Functionl and function2 can both
co-exist in the same project in the software tool of vendor 2, and both can be
executed on the device of vendor 2.

=) =
IETV IEC 61499
Vendor 1 —— Vendor 2
Function 1
~ t
~
Port into IEC 61499 and ™ : Direct deployment

IEC 61499
vendor 2| | Beckhoff device

Figure 3. Flexible protection schemes: open execution platform and portable software functions.

deploy

Using IEC 61499, one can develop a library of P&C functions that are portable and
can be used to develop schemes for any substation. Figure 2 shows the idea: the
substation automation scheme is developed by selecting P&C functions from the
library and then these functions are distributed across available devices.
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Figure 4. Flexible multi-vendor protection scheme: vendor friendly and platform independent functions, and

open execution platform.

Properties of the IEC 61499 reference architecture allow providers of P&C
applications to deliver library of functions without revealing the actual
implementation. IEC 61499 concept of Service Interface Function Block (SIFB)

enables vendors to protect their copyright and intellectual property (IP). Typically,
vendors of P&C functions and solutions, accomplish this by strong coupling the

software functions with the hardware.

Such flexibility in the software and hardware provides great benefits and efficiency

for protection schemes. However, it poses several challenges.

One of them is the current business models of major vendors, where the value and
IP is strongly connected to the physical hardware which they deliver. Vendors are

hard to convince in benefits of multi-vendor functional flexibility.

The technical challenges are described as follows.

e An open execution platform must deliver real-time deterministic performance,
required by the protection functions.
e Traditional protection systems provide reliable functionality. A challenge is to

achieve same reliability and functional integration in a centrally managed
multi-vendor protection schemes Error! Reference source not found..

e Verification and testing of the open execution platform with functions from
different vendors must be guaranteed.

e Remote upgrade of large fleet of automation devices, while maintaining
acceptable level of security is a challenge.

10
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Deliverables

The scope of the project was 7 months, starting February to September 2016.

The deliverables of the projects are described below.

1.

N oG

o

10.

11.

12.

Use case: protection system for medium voltage Leivoll substation in Norway.
A model of the transformer section of the substation in Matlab Simulink
instead of OpalRT simulator.

Protection scheme developed for the use case, implemented in IEC 61499 in
nxtStudio.

Overcurrent protection function

Differential protection function

Earth protection function

Ported existing IEC 61131 overcurrent protection provided by IETV AB to IEC
61499

All functions above deployed to a single Beckhoff device.

Simulation of system integration. Online co-simulation of Matlab model with
IEC 61499 protection functions.

Performance testing with Omicron device and with the test set up at LTU
(section 4).

Results of 1-7 are documented in a report in a form of paper “Open
Architecture for cost effective Protection Control of Power Distribution
Networks” [1]. The paper is submitted and accepted to Smart Grid
Communication 2016 conference.

Initial findings on 1) methods of verification IEC 61499 protection functions
and 2) remote upgrade in a system with open architecture.

The detailed description of 1-7 is described in the paper [1], that is also attached to
the report.

The main findings of 9 are described below in the sections 5 and 6.

11
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3  Further investigations and findings

3.1 IMPLEMENTATION

The detailed description of implementation and deliverables 1-7 is described in the
paper [1].

As a use case, existing medium voltage Leivoll substation in Norway is selected.
The focus is on the protection for a section of the substation near power
transformer. Figure 5 Figure 5presents the single line diagram of the section. The
incoming line is 130kV. Power transformer 130T1 with 14 MVA capacity steps
down the voltage to level of 6.3 kV. The line is protected for overcurrent,
differential and earth faults.

Incomming 130 kV Line 1 Earth protection
T1UT 130 \ U > 20rms ->
= —C8 130 trip gfault)
+timer
IED1 =~ 130T1F1 =0
Overcurrent proteciton

IED2 |

130T1E Sart & i = K=0.2 Iy =100 A

H Definite time = 0.6 sec
Starttimer (md 4

Timer time F—1

T1IT1 200/5A 1ip delay
T2 minT calculated
Iy 130T1F2
IED3 Differential protection
Differential 130T1
protection 14 MVA ABS(l1 -I1') > lpickup => trip
130/6.3 kv loickup = 1A (definite)
t=5ms

T1IT3
1250/5A

6.3 kv
6.3B3E

Symmetrical load > 100 A

Figure 5. Single line diagram of part of Leivoll substation and its protection scheme.

The entire protection scheme is developed in single software tool — nxtStudio [2].
All three functions are developed as IEC 61499 composite Function Blocks (FB).
Then the protection scheme was developed by instantiating FBs from the library
and configuring their settings and interface.

The overcurrent protection is an existing IP from IETV AB. LTU team has ported
the function to IEC 61499 environment. The interface and pseudo code is depicted
on Figure 6.

12
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EVENT INIT INITO —— EVENT
EVENT REQ Operate EVENT
—
overcurrentvV2_10_1

REAL rMeasuredCurrent operateCB BOOL

REAL rDefiniteTime

REAL rConstant_K

REAL rStartLevel

INT dCFG_CurveType
REAL MinTripTime

if MEASUREDCURRENT > ratedCurrent then
FAULTDETECTED is true;
end
if FAULTDETECTED is true then
case CURVETYPE do
cTypel: Calculate delayTime;
cType2: Calculate delayTime;
cType3: Calculate delayTime;
cTyped: Calculate delayTime;
end
end
start TON_TIMER delayTime;
if TON_TIMER expired then
Send Tripping signal;
end

Figure 6. Overcurrent protection function: interface and pseudo code.

The function is implemented in IEC 61131 ST language. Since IEC 61499 supports
most of the PLC programming languages prescribed in IEC 61131-3, porting from
IEC 61131 to IEC 61499 is relatively straightforward albeit with some challenges
which are not major.

The earth protection function is depicted in Figure 7. Voltage readings are arrived
to the FB with each REQ event. If the line-to-earth voltage exceeds highest rms
value of 20, the FB sends trip signal out.

EVENT —H INIT INITO EVENT
EVENT —1+-{REQ CNF EVENT
EVENT RESET RESET_OUT EVENT
EVENT CLEAR
] 3 —
earth_fault_1_3
REAL voltage trip BOOL

INT :E% pickup_voltage
REAL time:

NT INIT[INITO
START
[RESET] | TIMER 2
REQ AND (volt.
REQ AND volt
TIME Up_2
1 (REQ AND fvol. . lirne2_up [ ]

RESET
RESET |RESET_OUT

RES ET RESET out

Figure 7. Earth protection function: interface and execution control chart.
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The differential protection function is depicted in Figure 8. This function takes in
two analogue values — from T1IT2 and T1IT3.

EVENT ——1 INIT INITO EVENT
EVENT —1+— REQ CNF EVENT
EVENT RESET RESET_OUT EVENT
EVENT CLEAR

differential_protection_1_3

REAL :E:— current trip BOOL
REAL +— current2
REAL pickup_current
REAL time
REG

INIT [INITO differential = pi..
REQ,

\ -
1\

Figure 8. Differential protection function: interface and execution control chart.

As it can be seen, implementation of the protection functions is straightforward
using IEC 61499. All algorithms are written using Structured Text (ST) language of
IEC 61131-3. Developed functions are modular and developed as a library element.
They can be instantiated as necessary. Also, they are portable between different
software tools.

Central management of the protection functions

IEC 61499 provides system level development and centralized management of the
distributed system such as given protection scheme. Figure 9 presents the system
view of the protection scheme with all three functions. These functions can be
deployed to several devices.

The network of FBs representing entire protection scheme is called application in
IEC 61499 reference architecture [3]. An application is a network of function blocks
that completely defines the desired functionality of an automation system, but
does not say anything about number and types of devices on which it will be
executed. Thus, an application is still a machine-independent functionality
description. Application is an abstract definition of the desired behavior of a
system. It defines the function explicitly but its execution semantics cannot be
completely determined before function block instances are associated with
particular resources and devices [3].

14
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Figure 9. Protection scheme involving three functions is managed within one development and configuration
tool.

A system configuration is described in IEC 61499 as a set of devices (instances of
pre-defined devices types) populated by function blocks in one or several
applications, as illustrated in Figure 10. The devices can communicate with each
other over communication networks. Also, the devices are linked with the
controlled process via sensor and actor signals.

-
-

Event Flow
Application [, |
Functi:n Block i%
Network
1

la Flow
Commumc ion network(s)
| I L]
System Device 1” |De ice 2 ‘ Device, Device 4
& ook
Application A
Network d é
: Al £
Devices T
+ I Applicalion B |
Process/Machines
Appl. C
[ | | |
‘ Controlled process |/

Figure 10. IEC 61499 system configuration, mapping and deployment.

Applications are said to be mapped on a particular architecture of devices, as
illustrated by the arrows in Figure 10. This means that the function blocks of the
application are assigned to the resources of the corresponding devices. In this way,
a system configuration is formed [3].

The configuration tool sends corresponding FBs description and their
interconnections to the device using device management commands. The

15 Energiforsk
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application distribution is performed transparently in nxtStudio. The
communication blocks are inserted by the tool in the places where FBs where
separated to be mapped to different device [3].

IEC 61499 devices contain one resource manager - MGR. The central part of device
management is the function block KERNEL, which communicates with a
configuration tool and executes the received management commands.
Management of devices is conducted by sending the device command messages
from the configuration tool. The function block MGR receives the management
commands in XML, and then it processes and executes them and replies to the
command sender with confirmations or error messages. The IEC 61499 standard
does not define the list of management commands. Nonetheless, a compliance profile
was created for tentative use in feasibility demonstrations that contains a concise
set of necessary management commands. These management commands are
described in the section 6.

Thus, central management of protection functions is possible in IEC 61499.
Moreover, it is possible with configuration tools from different vendors
(compliant with IEC 61499 architecture).

3.2 PERFORMANCE

The protection scheme for the transformer section of the Leivoll substation is tested
with the simulation of the system integration. The test setup is shown in the Figure
11 below. All three protection functions are deployed to Beckhoff programmable
automation controller (PAC). Interface between Matlab model and Beckhoff PAC is
via Ethernet network. Instrument transformers send current and voltage samples
from Matlab to Beckhoff PAC via network. Tripping signals from Beckhoff PAC
are sent to Matlab model to the corresponding circuit breaker. Details on this test
are reported in paper [1]. Simulation validates that all three functions can co-exist
in a controlled manner on same execution platform. Functional performance of
protection scheme implemented in IEC 61499 is proved correct. In all three cases,
faults were adequately detected and isolated. Figure 12 shows reaction of the
overcurrent protection in system integration simulation.

Evaluation of the timing performance and its compliance to the industry standards
are described next. Initially the functions were tested with Omicron device; the test
uncovered inefficiency in the implementation of the functions. The functions were
improved and another set of tests were carried out.

Figure 13 shows the test set up. Two Beckhoff PACs were used. Beckhoff PAC1
executes the protection function; Beckhoff PAC2 runs testing application. PAC2
generates analogue signals imitating the current/voltage samples from the
instrumentation transformers. Reaction of the PAC1 is measured using
oscilloscope that is attached to the IOs of PAC1

16
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|EC 61499 PEC functions

Earth protection o =
Overcurrent protection Q 2|2 V ] =T

Differential protection

o !
Beckhoff PLC  Direct 10 connection v ?
[

Figure 11. System integration simulation, where protection functions on a Beckhoff PAC are connected to
simulation of the substation performed in Matlab Simulink.

Circuit breaker operation
T T

Circut breaker 130T1E| |

08 1

016 018 02 022 024 026 028
Three phase current before power transformer, A
T T

1 I
0.16 0.18 02 02z 0.24 026 0.28

Time

Figure 12. Functional validation of overcurrent protection: fault is detected and cleared.

Analogue value — simulation of the current/voltage signal

Beckhoff1
QOvercurrent
protection

Figure 13. Protection function test setup: devicel executing desired function and device2 running testing
application.

Figure 14 shows what was measured with oscilloscope. The focus of the testing is
on t1 — the time between PAC1 receiving analogue signal and setting digital output
to true; the analogue signal goes through the logic of the function and if conditions
are right (<1.5A), protection function sets digital output to true (tripping signal).
Time #2 is the time that takes for PAC2 to react on the tripping signal.

The focus of the testing is on t1- reaction time of the protection function (PAC1).
This time shows how long it takes for the nxtRuntime (execution container for IEC
61499 functions) to process analogue inputs, execute protection function and write
to digital output. Time 13 is the pulse time to keep tripping signal steady to avoid
jitter.

17 Energiforsk
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Figure 14. Execution trace of the protection function: generated analogue signal and triggered digital output as
a reaction. Functions are tested one at a time.

In order to achieve accurate results, each function was tested separately one at a
time. Each function was executed on Beckhoff PAC providing corresponding
inputs.

For overcurrent protection function, the following configuration was selected.
Constant K=0.2, Ipickup =1.5 A, Tacfinite = 600 ms for I>2A, Curve type 4. The cycle time
of the updating IOs was selected to be 1 ms.

The result of the testing is summarized in Table 1 and corresponding curve is
depicted in Figure 15.

Table 1. Reaction times of overcurrent protection function: implemented with IEC 61499 in nxtStudio and
standard times accepted by industry.

Reaction time, (t1) s
Current, Measured time (IEC Calculated time (IEC Expected reaction
A 61499 device, R1) 61499 function, R2) (R1-R2) time
1.4 - - - -
1.5 1.93 1.91 0.02 2
1.6 1.77 1.68 0.01 1.8
1.7 1.53 1.51 0.02 1.6
1.8 1.41 1.39 0.01 1.5
1.9 1.31 1.3 0.01 1.4
2.0 0.6 0.6 0 0.6

As seen from the test results, the performance of the overcurrent protection is
within the accepted bounds. However, the deviation of the device reaction time
from the calculated time is between 10 ms - 20 ms. The calculated time is the time
that is calculated by the protection functions based on the curve time and the level
of the current. This delay in the reaction time depends not only on the execution
time of the function, but also on the time spent processing analogue IOs. This delay
can be explained and described in the Observation section below.

In case of the earth protection function, the performance can be further improved.
The configuration of the function is selected to be Vpickup =20 rms. The cycle time of
the IOs was selected to be 1 ms.
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Figure 15. Time-current curve of developed overcurrent protection.

The reaction time of the earth protection should be as small as possible, since there
is no timer on the detection of the faulty conditions. We tested a single earth
protection IEC 61499 function block of Beckhoff PAC. The result is the reaction
time of the earth protection

t1=16 ms in average.
This reaction time can be further reduced, as described in Observation section.

For the differential protection function, also the performance could be further
improved. The pickup current is Iiduy=1A. The cycle time of IOs is selected to be 1
ms. With testing a single differential protection function block in the device, the
average reaction time was

t1=4 ms, with the smallest observation of 4 ms.

The results are promising. Research group and software vendor are working
together to test further and improve the reaction time.

The reaction time is not the result of limitations of IEC 61499 per se, but realization
of this standard in the software tool and a device (runtime). This is discussed
below.

Observations

1. The reaction time of the IEC 61499 application is influenced by the structure of
the developed code (software): number of IOs used, type of IOs used, program
modularity, reusability of basic function blocks etc.).

2. The reaction time is heavily dependent on the realization of the IEC 61499
reference architecture by the software. The selected software tool - nxtStudio
(nxtControl), has demonstrated some constraints in the time necessary to
process analogue inputs by the underlying runtime. These are discussed
below. With the correct approach to the implementation, the reaction time of
the functions can be dramatically improved as discussed in item 5.

3. The longer the IO cycle time, the longer the delay in the reaction time from the
calculated time. The smallest average reaction time achieved is 4 ms.
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There is clamp induced delay in the processing of IOs. Clamp delays of digital
IOs are smaller than analogue IOs. So if take only digital IOa, the execution
time of the device includes application delay + worst-case digital clamp delay +
time needed for processing + time for the hardware clam itself. These all adds
up to the device execution time of more than 3 cycle times. To guarantee cycle
times less than 5 ms, the underlying operating system must be hard real time.
This is not possible on a general purpose operating system. However, the
clamp induced delays can be reduced. This is discussed in item 5.

The processing of the analogue values usually involves more work than
processing of digital values, and therefore software might not process
analogue values every cycle. Then the digital output is sent on the next bus
cycle. This is consistent with our results. LTU is working together with the IEC
61499 tool vendor nxtControl towards improving performance of the functions
implemented with nxtStudio and running on nxtRuntime on Beckhoff
controller.

Another action that is panned is to test IEC 61499 protection functions on an
alternative vendor — 4DIAC. This vendor has different method of accessing
analogue IOs and execution semantics. This IEC 61499 implementation is
adopted by NOJA Power LTD for their automatic recloser RC10.
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4 Verification

Real time performance of the program is the ability of the execution semantics to
meet real-time constraints. The real time performance in industrial automation
systems largely depends on the capabilities of the hardware device.

Determinism is a property of the program, where given a set of initial states and a
sequence of input values, it should be possible to accurately predict the system
output after a specific time period and this could be repeated with the same
outcome.

Both real-time properties and determinism of the software program depends on
the execution semantics of the underlying programming paradigm. The real-time
reaction also depends on the hardware as mentioned above.

IEC 61499 has several different realizations that resulted in several execution
semantics, where same program will have slightly different behavior and
properties.

Moreover, some of IEC 61499 realizations can be easier or harder to verify for
deterministic behavior and can offer real-time performance of various degrees.

To estimate complexity, maintainability and testability of software, one needs to
use well defined software metrics. Some initial work has been done on
determining metrics for IEC 61499 software in [4].

In this project, protection functions were developed in nxtStudio software tool that
is based on sequential execution semantics of IEC 61499.

4.1 EXECUTION SEMANTICS OF IEC 61499

The execution of events as prescribed by the IEC 61499 standard implies that only
one function block can be active at every moment of time. This definition leaves
room for interpretation which has led to two main execution models: sequential and
cyclic [3].

The IEC 61499 integrated development environments (IDE) that follows the
sequential execution model are NxtStudio and 4DIAC-IDE. The idea of sequential
execution is that the sequence of emitted events is preserved and it is stored in a
global event queue [3]. The order of execution of function blocks (FB) are based on
this order of events, meaning once a FB has finished its single run, the next FB to be
executed is the recipient of the emitted event in the top of the event queue.

Cyclic execution is based on the legacy PLC-based automation systems where
function blocks are invoked periodically in a cyclic manner, regardless of the order
of the emitted events [3]. This execution model is implemented in the ISaGRAF IDE
and its motivation was to provide backward compatibility with legacy PLC
system. The limitation of this approach is, at a single scan cycle, it is possible that
more than one event inputs of a FB are energized. This is problematic since there is
no way to determine the order of arrival of these energized events. This limitation
can be mitigated by only invoking energized events from the previous scan cycle.
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Parallel execution model is explored recently with the growing popularity of multi-
core processors [3]. The idea of parallel execution is that several FBs can be
executed at a given time provided that the concurrent FBs do not interfere during
execution. This, of course, violates the provision that only one FB can be executed
at a given time. However, this requirement was conceived on the notion of single-
core processors. Parallel execution can provide fastest reaction time since FBs can
run in parallel. One implementation of a synchronous parallel execution is presented
in [5] with the notion of ticks which equates to one transition in an execution
control chart (ECC) of a basic FB. Comparatively, an asynchronous parallel approach
has also been proposed which assumes a tick equates to a single run of any FB.

Another realization of IEC 61499 that aims at achieving determinism is time-
triggered discrete-event model [6]. This implementation retains the features of event-
driven system, but the processing of events is based on time and priority. This
implementation of IEC 61499 is of interest due to its promise in determinism. This
approach is interesting and promising for implementation of deterministic
programs and worth exploring for future work.

4.2 VERIFICATION OF IEC 61499 PROGRAMS

IEC 61499 is an open reference architecture for distributed industrial automation,
and therefore programs developed with this architecture has to satisfy
requirements for determinism and real-time performance. There is a large research
community that investigates verification of the IEC 61499 programs. There are a
number of verification and validation techniques.

Simulation is a method for validation. In a closed loop simulation, control and plant
are simulated in parallel [7-10]. The controller is tested not only against known and
expected inputs and events in the plant model, but also in the presence of plant
dynamics. Plant dynamics can exhibit unexpected behavior as a response to the
sequence of actions carried out by the controller. Therefore, the controller is tested
in close to realistic settings, which is an advantage. The system can be validated
with hardware in the loop (HiL), software in the loop (SiL); and sometimes with
the communication system in the loop (either model or real) [1-9, 11, 12].

Formal methods are used for verification of the controller. Formal verification is a
process to check whether program satisfy certain requirements. Both the system
and the requirements (properties) are mathematically described, i.e. formally
represented. Then the properties of the program could be mathematically proven.
It is needed if one has to do more rigorous analysis and definite proof as compared
to traditional manual empirical testing. Formal models are used in formal
verification. Formal verification has been applied de-facto to any hardware design
since the FDIV bug discovered in Intel chips [13]. Formal verification of software is
challenging and been in the research domain for decades. It is applied in software,
embedded systems, industrial automation and automotive industry. Model-checking
is one such formal verification approach introduced in early 1980s by Clarke and
Emerson [14].

Formal modeling of IEC 61499 has more than a decade long history [15, 16]. There
are two basic approaches: 1) a direct representation of FB in a language supported
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by a model-checking tool and 2) modeling of FB using an intermediate formal
model and its subsequent translation to a language supported by a tool. So far
there is no systematic approach to constructing models of FBs. In particular, there
is no comprehensive pass-through formalization of FB models, that can reflect the
system hierarchy, composite FB, algorithms and execution of FB models.

In contrast, using an intermediate formal model is a widely reported in literature:
net condition/event systems (NCES) as the intermediate representation [17]; a
method of modeling NCES in SMV [18]. The main drawbacks are limitations of
model-checking tools, insufficient performance or limited support of arithmetic
operations. From that perspective, the SMV approach promises some
breakthroughs [19]. It should also be noted that the SMV system has been used
quite successfully in the industry, e.g. in the verification of the function blocks of
the IEC 61131-3 standard [20]. An automatic SMV model generation from IEC
61499 FB is used in [21, 22, 23].
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5 Asset management (remote upgrade,
dynamic reconfiguration)

There has been a growing trend to extend the accessibility of field devices remotely
for commissioning and maintenance. This section provides a discussion on the
potential of remote upgrade or reconfiguration of protection and control system
compliant with IEC 61499.

IEC 61499 provides a framework for dynamic reconfiguration of automation systems
which can be applied for the purpose of remote upgrade.

Dynamic reconfiguration is enabled by IEC 61499 management services which
resides in the IEC 61499 control system in each control devices. Each “management
service FB” has a standard interface according to the IEC 61499 compliance profile
[24] and can be communicated to via the Ethernet communication protocol.
Therefore, it is possible to remotely communicate with the field devices to
reconfigure or update the existing controller application.

The framework for IEC 61499 management service is shown in Figure 16. On an
IEC 61499 device, there can be several resources. In Figure 16, the main IEC 61499
control system resides in Resource 1 while the Management FB resides in the MGR
Resource, awaiting management commands from a remote source. On a remote PC,
a practitioner is able to issue standard management commands through a remote
PC to the Management FB. The Management FB will process the incoming
commands. For example, creating a new FB “TCTR2” in Figure 16. The
standardized list of management services as prescribed by the IEC 61499 standard
[25] are as follows:

CREATE: Creating a new FBType instance, data/event connections

DELETE: Deleting an existing FBType instance, data/event connections
START: Starting an FBType instance or application

STOP: Stopping an FBType instance or application

KILL: Stopping an FBType instance

QUERY: Querying various aspects of an application such as datatypes, FBType
instances and connections etc

AR e

~

READ: Reading parameter values
8.  WRITE: Writing parameter values
9. RESET: Resetting FBType instances

This standardized list of management services allows practitioners to make
modifications or reconfigure control systems remotely.

There is existing work in the research community which utilizes the management
services to dynamically reconfigure automation systems. In [26, 27], IEC 61499 is
used to overcome challenges of applying online changes for distributed automation
systems in an effort to downtimeless reconfiguration. The proposed approach is to use
synchronised clocks for remote configuration of automation systems using the
management service commands. In [28], management services is used to
dynamically reconfigure communication gateways in distributed embedded control
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systems. Online reconfiguration is beneficial as it allows practitioners to modify a
small part of the system remotely.

Compte:

Commands
Create
Delete
Start
Stop
Kill
Query
Read
Write
Reset

Figure 16. Reconfiguration with device IEC 61499 management service commands.

In [29], IEC 61499 management services are used to instantiate new FB software on
the run, to match new drill head hardware in a drill station on a manufacturing
line. In [30], dynamic reconfiguration for the HMI is applied to plug-and-play
application in a smart grid scenario. Management service commands are used to
automatically create HMI components for the Renewable Energy Resources (RER)
when connected to a smart grid. In [31], management service commands are
introduced for the online re-configuration of IEDs. This work illustrates how
automation systems can be re-configured when the presence of new RER devices
are added to the grid. In [32], dynamic reconfiguration is explored in automatic
migration of FBs between field devices by the use of management services. This
work presents the idea of pausing and resuming of FB software during FB
migration and seamless integration of the migrated FBs in the field device.

From the lists of existing research works, it is evident that dynamic reconfiguration
using the management service commands from IEC 61499 is possible and actively
researched in relation to its application in both the manufacturing and the smart
grid automation domains.

Dynamic reconfiguration creates a pathway for applying the same methodology to
remote upgrading applications. There are advantages and limitations:

Advantages

1.  There is already an infrastructure in place in IEC 61499 supporting remote
upgrade with the management service commands.

2. The standard set of management service commands are adequate for making
basic modifications to the automation system remotely.

3. The viability of utilizing the management services commands for modifying
existing control systems or upgrading on field devices are evident in existing
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research works for remote dynamic reconfiguration of IEC 61499 automation
systems. The same methodology can be applied to remote upgrade IEC 61499
systems.

Limitations

1. Itis not possible to modify the entire system at once. The components of the
automation system such as the FBs, logical connections between the FBs etc. need
to be instantiated individually. This invites the possibility of errors as the number
of components which need to be dynamically instantiated increases. However, this
limitation can be mitigated.

2. Only FB types which are already defined in the library of the field device can
be instantiated.

Regarding the limitation of 2, there are attempts of overcoming this limitation by
extending the existing set of the management service commands creating the
possibility to dynamically create FBTypes via the management service commands
[26]. This means it is possible to create new FB types and other aspects of an IEC
61499 system allowing greater flexibility in re-configuring and updating the
existing IEC 61499 control system in the field devices.
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6 Conclusion

The project was aimed at investigating technical feasibility of open execution
platform where functions from different vendors can be managed centrally.

The idea is that the software protection and control functions could be provided by
different vendors, independent from the hardware. The hardware provides
deterministic and real-time execution platform for such functions. Being
interoperable and portable, such functions could be managed centrally, reducing
effort and cost of configuration, upgrade and maintenance.

This project was, in some sense, brave enough to test such idea for feasibility and
performance. Although the project achieved good results proving the possibility of
such protection and control systems, it has triggered many questions and concerns
both in the technical reliability of such systems, legal issues of liability for faults
and intellectual property.

The main results of the project are 1) developed and tested IEC 61499 compliant
protection scheme; 2) paper published to IEEE Smart Grid Communications
Conference; 3) discussion and findings on verification and remote upgrade of IEC
61499 compliant automation systems; 4) triggered a discussion in the participating
industrial partners on possibility, feasibility, benefits, challenges and threats of
multi-vendor soft protection and control systems.

Cost-effective and possible industrialization potential

Software cost is taking up an increasing portion of the automation systems in
manufacturing and production. Similar trend is noticeable in substation protection
and control. Software development, testing, maintenance, upgrade and
configuration requires an increasing effort and contributes to increasing cost.
Utilities have to manage substations with technologies from 30 years up to the
present. During this time software has evolved into countless versions, supporting
additional and new functions and platforms. Moreover, vendors have seized to
exists, merged with others or discontinued the products. The cost of maintenance,
configuration and upgrade of software is increasing.

Managing software is one part of the challenge. Problem of scaling and changing
the power networks imposes many questions such as cost-efficiency, future proof
and flexibility (among others). Considering technological changes, dynamics in the
business of hardware/software vendors, utilities will benefit from flexible vendozr-
agnostic schemes. In the last decade cost of ruggedized hardware has been coming
down, while providing increase in performance and communication capabilities.
Now, opportunity has risen to test potential of such ideas.

The new “soft protection” or “multi-vendor” protection aim at reducing effort in
configuration, increase functional flexibility, increase re-use of software and
hardware, and in general increase digitalization level of substations.

Being interoperable and portable, such functions could be managed centrally,
reducing effort and cost of configuration, upgrade and maintenance. To give an
example, the flexibility of such schemes eases its engineering: easy to add/realize
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new functionalities and special algorithms; simplified configuration and upgrade;
possibility of free allocation of functions; possibility to run several functions on one
hardware; possibility of central management of functions, even when deployed to
different devices; easy to export data for further analysis and etc.

In this project, we demonstrated the use of IEC 61499 open reference architecture.
As IEC 61499 software functions can be developed and deployed across multiple
platforms, control engineers can finally obtain portability. Not only that the
software functions can be developed within a single controller, but given freedom
of function allocation and deployment an entire control and protection network
can be developed. [34]

Utilities can gain from re-usability and free allocation of functions and can benefit
from increased functional level of the substations and improved control and
maintenance at reduced cost.

The possibility to buy equipment form different vendors leads to increased
competition and market price.

Industrialization potential.

The presented idea of “cost effective automation” is based on technology that can
provide portability, re-configurability and interoperability of the software
functions. We proposed an approach that utilizes open standard to the
development of software functions. This standard is IEC 61499. The
interoperability can come with such protocols as IEC 61850, that provides
standardized interface to IOs and protocol for fast and reliable communication.

IEC 61499 is gaining industrial recognition fast. There are several vendors that
support IEC 61499 as part of their commercial product. To mention a few:
nxtControl, Advantech, WAGQO, tcs, and NOJA power.

NOJA power has launched the first commercial automatic recloser (RC10) that
comes with IEC 61499 support [34]. Thanks to IEC 61499 compliance, RC10 is
portable with other devices which supports the standard. Integration into complex
control systems, substation design or PLC plant automation is now utterly
conceivable.

“The level of portability and interoperability between multiple intelligent network
devices unlocks a far greater scope of control and design capability for engineers in
the field. With such a clearly defined standard, integration of IEC 61499 based
automation is greatly simplified across complex networks of control” says NOJA
Power Group Managing Director Neil O’Sullivan [34].

The available support and research into IEC 61499 both in academia and industry,
promotes wide adoption of the technology [34].

In October 2016, within Horizon 2020 initiative, a European IEC 61499 Competence
Center has been established [35] with partners from industry and universities. The
Center has a mission of Technology Transfer from research to industry. “The
Center is the aggregation point of the technologies need to deploy within the
market an interoperable platform for cyber-physical systems” [35].
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Compliance profile of IEC 61499 ensures portability and interoperability of the
software functions. Such functions can be developed using tool from any vendor
that supports IEC 61499. Then this function can be imported and added to any
protection and control systems. The vendor can have full control of the code of the
software, and can block the access to it protecting its intellectual property (IP). IEC
61499 has provisions for protecting IP.

IEC 61499 provide transparency in function allocation and deployment. It provides
mechanisms that make it easy for an engineer to handle large distributed software
applications, maintain and upgrade the software components.

There are several free tools (some are open source) that are available: 4DIAC,
FBDK, Fbench and etc. NxtControl has free license tool that has only one limitation
— will not allow to deploy to hardware (for that a license is required).

IEC 61499 has shown reasonable performance that is within the acceptable limits
for protection system. IEC 61499 has well understood and studied execution
models (as described in the report).

The challenges of the proposed idea are in provisions for flexibility, more
specifically:

e determinism of the code for a particular hardware (when freely allocated);
e performance of freely allocated functions on a hardware (reaction time);

These are well known challenges and are being heavily researched in real-time
systems domain.

With the wider application and development and strong demand as it seen now,
the concept of “soft protection” or “multi-vendor protection” has reasonable
potential for industrial adoption. Interest shown by industrial partners, e.g. ABB,
Vattenfall and IETV, demonstrates realistic vision and practicality of this approach.
Moreover, with IEC 61499 and such protocols as IEC 61850, gaining momentum,
and with support of large vendors e.g. NOJA power, the idea of flexible cost-
effective automation systems is within the grasp.

Reference group comments

During the project reference group was formed for assessing projects results and
giving directions. The group consisted from Svensk Energi, Ellevio, Svenska
Kraftnat, ABB, Vattenfall, Goterborg Energi, Lulea Energi and IETV AB.

During reference group meeting the project triggered following comments.

e Legal issues of multi-vendor automation

e Deterministic behavior: 1) How to trace whose fault it is in a open execution
platform where functions from different vendor are executed? 2) how to
guarantee determinism of an open execution platform?

e Remote upgrade: 1) feasibility in a multi-vendor system? 2) how to test that
function works remotely?

e How is the CPU load estimated beforehand in an arbitrary IE C61499
environment? How to predict performance of the open execution platform
when executing new function from another vendor? We must know the
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functions will not overload and hence delay or malfunction in the new HW
environment.

There is a possibility now to add inter-substation protection algorithms not
possible before.

In a system, capable of running multiple vendors' software in real time, would
have to have generous performance/capacity margins and a very regimented
set of services to ensure that functions were implemented in compatible and
sociable ways.

How to protect IP in a hardware independent way?

Next steps of the research

The comments of the reference group raise big research questions and motivate the
future research. Below are the research directions in a near future.

1.

Improve reaction time of the protection functions with nxtControl

Implement and test these functions in 4DIAC.

Test these functions with NOJA SGA software and their recloser that is
compliant with IEC 61499. With three IEC 61499 compliant software tools
provided by three different vendors (nxtControl, 4DIAC, NOJA SGA), test the
concept where functions can be directly imported to the different tools without
exposing their implementation (IP).

Continue work on verification of deterministic behavior and real-time
performance of the IEC 16499 application. Also, work on methods to trace the
execution of each FB to facilitate determinism in multi-vendor open execution
platform.

Work on the use case to handle complete scope of substation automation: both
protection functions from one vendor and control functions for a breaker from
another vendor in a substation automation environment.
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COST EFFECTIVE AUTOMATION

The main result of the project is demonstration of protection scheme with
open control architecture. Functions overcurrent, earth and differential were
developed using IEC 61499 open reference architecture to demonstrate feasi-
bility of these functions to be portable and configurable. Developed functions
were managed from the single configuration tool using management com-
mands. Thanks to IEC 61499 hardware abstraction, the scheme was developed
in platform independent way. These three functions can be deployed to a single
device or to three devices (one functions per device). The devices should be
compliant with IEC 61499. The project tested performance of protection func-
tions developed with IEC 61499 and executed on Beckhoff device.

This result demonstrated the possibility of 1) decoupling software and hard-
ware; 2) free allocation of functions to any hardware; 3) central management of
the functions; 4) vendor interoperability, portability and configurability of the
protection scheme.

Utilities can gain from re-usability and free allocation of functions and can
benefit from increased functional level of the substations and improved control
and maintenance at reduced cost.

However, deterministic behavior and real-time execution of such systems with
open architecture is still an open question and is the next step of this research.

Energiforsk is the Swedish Energy Research Centre - an industrially owned body
dedicated to meeting the common energy challenges faced by industries, authorities
and society. Our vision is to be hub of Swedish energy research and our mission is to
make the world of energy smarter!
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