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Forord

Det hir nitverket ger kraftbranschens intressenter en mdjlighet att dra
nytta av erfarenheter och att ta emot nyheter for att utveckla graden av
automation i eldistributionsnatet.

Projektet IEC61850 Niitverk 2020 genomfor moten mellan anvandare, kunder och
hogskolor for att 6ka informationsutbytet och samforstandet kring utvecklingen av
natbolagens infrastruktur. Deltagarna representerar natagare, produktleverantorer,
systemintegratdrer, underhallsentreprendrer och hogskolan.

Natverket ar ett forum for informationsspridning om IEC61850, CIGRE-arbeten
och andra relaterade fragor och ger de svenska deltagarna en bra input i sitt arbete.

Projektet ingdr i programmet Elnétens digitalisering och IT-sdkerhet.
Projektledaren Florin Stelea pa Sweco Energuide har tillsammans med Elin
Rubensson, Sweco Energuide, genomfort projektet.

Programstyrelsen som initierat, f6ljt upp och godként projektet, bestar av foljande
ledamoter:

e Kiristina Nilsson, Ellevio ordforande

e Arne Berlin, Vattenfall Eldistribution

e Hampus Bergquist, Svenska kraftnat

e Ferruccio Vuinovich, Goteborg Energi

e Teddy Hjelm, Gavle Energi (Elinorr)

e Torbjorn Solver, Mélarenergi vice ordforande
e Magnus Sjunnesson, Oresundskraft

e Adam Nilsson, Jamtkraft

e Magnus Brodin, Skellefted Kraft

e Johan Ornberg, Umea Energi Elnit

e Peter Ols, Tekniska Verken i Linkoping

e Jesper Bjarvall, Karlskoga Energi

e Peter Addicksson, HEM

e Malin Wallenberg, VB Energi

e (Claes Wedén, Hitachi ABB Power Grids

e Katarina Porath, ABB

e Bjorn Allebrand, Trafikverket

e  Patrik Bjornstrém, Sveriges Ingenjorer (Miljofonden)
e Matz Tapper, Energiforetagen Sverige

Foljande bolag har deltagit som intressenter till projektet. Energiforsk framfor ett
stort tack till samtliga bolag for vardefulla insatser.

Ellevio, Vattenfall Eldistribution, Goteborg Energi, Malarenergi Elnat,
Oresundskraft Elnat, Tekniska Verken i Linkoping, Skellefted Kraft Elndt, Umea
Energi Elnat, Jamtkraft Elndt, Eskilstuna Strangnas Energi & Miljo, Karlstads El-



IEC 61850 NATVERKSTRAFF 2020

och Stadsnét, Boras Elnét, Halmstad Energi och Miljo Nat, Lulea Energi Elnat,
Borlange Energi, Nacka Energi, Vasterbergslagens Elnit, PiteEnergi, Sodra
Hallands Kraftforening, Karlskoga Elnat, Svenska kraftndt, Sveriges ingenjorer
(Miljofonden), Trafikverket, Forumet Swedish Smartgrid, Teknikforetagen,
Huawei Sverige, Exeri, Evado, Hitachi Power Grids, ABB, Elinorr ekonomisk
forening; Bergs Tingslags Elektriska, Blasjon Nat, Dala Energi Elnat, Elektra Nat,
Gavle Energi, Hamra Besparingsskog, Hofors Elverk, Harjeans Nat, Hirnésand
Elnét, Ljusdal Elnat, Malungs Elnédt, Sandviken Energi Nat, Sundsvall Elnat,
Soderhamn Elnit, Asele Elnit, Arsunda Kraft & Belysningsforening och Ovik
Energi Nat.

Stockholm i januari 2021
Susanne Stjernfeldt

Energiforsk AB
Programomréde Elnat, Vindkraft och Solel
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Sammanfattning

IEC 61850 nitverket representerar ett sitt for intresserade representanter
fran energibranschen att utbyta erfarenheter och ta emot nyheter inom
rubricerat omrade. Deltagandet riktar sig till energibolagens
bestillarrepresentanter, leverantorers representanter samt till
akademiska miljo. Natverket triffas normalt tva ganger per ar.

Projektet fungerar d@ven som ett forum for informationsspridning om utvecklingen
av IEC 61850 och relaterade standardiseringsarbete inom TK57 och dven inom
CIGRE. Genom natverket far de svenska deltagarna i IEC och CIGRE bra
mojligheter till input till sitt arbete.

Under aret har nédtverket genomfdrt tva natverkstréffar:

1. 2020-05-24 digitalt via Teams med 40 deltagare
2. 2019-11-26/27 digitalt via Teams med som flest 47 deltagare

Genom dessa tréffar har branschens representanter fatt med sig nyttig kunskap,
vilken kan anvindas i investeringsprojekten av kontrollanlaggningar for ett battre
samforstand mellan Bestéllare och Entreprendr.

Det som varit tydligt under aret dr att standarden har etablerat sig, och att det
maérks dven i Sverige; vissa ndtbolag har integrerat detta i deras verksamhet som
faststélld norm for deras genomforande av stationsprojekt — se t.ex. Svenska
kraftnéat, Vattenfall Eldistribution och Ellevio.

Andra energibolag till exempel E.ON har initierat processen for integrering av IEC
61850 som norm for deras stationsprojekt. Standarden &r dven de facto accepterat
dven hos andra regionala/lokala nédtbolag, som norm for uppbyggnation av
stationer med bussbaseradekommunikation.

I princip har standarden vuxit starkt i Sverige och den ar accepterat sine die som
16sning for kommunikation i region- och lokalnétstationer. Flera entreprendrer
som agerar pa marknaden kan offerera 16sningar baserade pa standarden IEC
61850.

Tidigare har standarden mest implementerats inom ett omrade som traditionellt
har kallats for skydds- och kontrollanldggning i stillverksapplikationer, idag blir
den alltmer en gemensam del av en strategisk utveckling av nédtbolags
infrastruktur. Standarden anvénds nufortiden f6r modellering av anldggningar
dven inom fornybara energikallor sasom vattenkraft, vindkraft, sol etc. Operativ
integration av standarden ar ett av de gemensamma diskussionsimnena som
técker stationernas hela livscykel.

Under 2020 har diskussionen inom IEC 61850-nétverket, utover fokus pa
standarden sjélv och dess anvandaromraden, inklusive kommunikationslosningar
pa stationsniva, utvidgats till att inkludera effekterna av standarden vid projektets
genomforande, dokumentation, forvaltning, underhall-, service-, och
felsokningshantering.
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Modellering av anldggningarna baserad pa den informationsmodell som IEC 61850
foreslar har varit ett extremt aktuellt &mne i samband med nya Gverstatliga
regleringsmodeller och behovet f6r uppbyggnad av gemensamma referenser.
Natverket har idag ménga medlemmar som inte representerar det traditionella
skydd- och kontrollomrédet da standarden har utvecklats till att ticka andra
omraden. Det mérks att mindre nétédgare investerar i kunskapen om IEC 61850.

Det framfors under vara moten ett stort tack till Energiforsk som mojliggor detta
forum. Har kanner vi oss som kollegor dér vi frén olika bolag kan tréffas och delge
varandra synpunkter bade positiva och negativa, som i slutinden ger méjligheter
till att vi alla blir mera kostnadseffektiva i vara olika ataganden.

All information fran vara traffar finns sparade pa Energiforsk projektplats
https://energiforsk.primeq.se i mappen "Natverk IEC 61850”.


https://energiforsk.primeq.se/
https://energiforsk.primeq.se/
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Summary

This is a forum for energy industry representatives who have an interest
regarding protection, automation and controls systems, including even
communications, and their applications within energy sector, based on
IEC 61850 standard. It represents a forum where people can share
experiences and ideas as well as receive news from the area.

The forum is open for members from:

e Power utility companies
e Vendors and producers of IEC 61850 compliant equipment
e Academics

The forum meets twice a year. A goal for the forum is also to spread the
information about how the standardization about IEC 61850 develops. In such
way, the Swedish delegates within IEC and CIGRE have an opportunity to receive
good feedback for the work in the related working groups.

During 2020, two meetings have been held:

1. 2020-05-24, 40 delagates connected via remote video/audio link
2. 2019-11-26/27, 47 delagates connected via remote video/audio link

During the meeting, the delegates have received valuable information, which can
be used in investment projects for protection, automation and control systems, and
enables a better cooperation between purchaser and vendors.

It is worthy to note during this year 2020, that the implementation of the standard
is significantly becoming a technical requirement for the new installations within
several utilities across Sweden — see Svenska kraftnat, Vattenfall Eldistribution and
Ellevio - something that denotes the standards steady march forward even in
Sweden. Earlier, the standard has mostly been discussed within the area of
protection- and control, nowadays it becomes more and more a common part of
the utility’s strategies for actual and future developments of their infrastructure.
The standard is used nowadays for system modeling even in areas of renewable
energy resources as hydropower, wind power, solar energy, etc. Operational
integration of the standard is one of the common subjects of discussion, looking
over the entire lifecycle of the stations. During 2019, the discussion within the IEC
61850-network gathering, besides the focus on the standard itself and its domains
of application including communication solutions at station level, has widened to
include impact of the standard during project execution, assets documentation,
maintenance and service management. Systems representation based on the
information models which IEC 61850 propose has been an extremely actual subject
of attention, in relation with the transfrontier regulative transactions and the need
to build up common reference models. It is noted that investment of knowledge
within IEC 61850 is widening noticeably, even among local grid owners and
utilities.
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Once again, big thanks to Energiforsk who gives us the opportunity for having this
forum and thanks to SWECO as well for facilitating us in arranging the network
meeting.

In this forum, we can all feel that we are colleagues, even though we are from
different companies. We can share experiences and ideas, both positive and
negative. All this information gives us, at the end, possibilities for having cost
effective investment projects.

All information from our meetings are available on Energiforsk projectplace
https://energiforsk.primeq.se in the structure” Natverk IEC 61850”.


https://energiforsk.primeq.se/
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Natverkstraff-1 2020

Tid: 2020-05-29, k1. 09:00 — 15:30.
Plats: Digital natverkstraff - Teams
Ordfoérande och protokollférare: Florin Stelea och Elin Rubensson

39 deltagare representerade foljande foretag: ABB, AFRY, Copadata, Ellevio, K3,
Megger Sweden, Omexom, Oresundkraft AB, Siemens, Svenska Kraftnit, Svea
Power, Sweco, Uniper Energy, Vattenfall, Vattenfall Services Nordic och KTH.

Agenda:

1.

Inledning; Uppstart av natverkstraff och deltagarpresentation

Presentation 1 — Lagesrapport fran IEC TC57 WG18, IEC61850 for
vattenkraftstationer samt status f6r pagaende projekt inom IEC TC57: IEC
61850-90-18 Alarm Handling — Erik Wejander, Svk. Se presentation i Bilaga 1
Presentation 2 — Status for standardiseringsarbete inom TC57 WG10 IEC61850 -
Johan Sélj, Abb och Florin Stelea, SWECO. Se presentation i Bilaga 2
Presentation 3 — Update on the TC95/WG2 work for the technical report
“Guidelines for requirements and tests protection functions with digital input
and outputs” — Andrea Bonetti (Megger) och Volker Leitoff (RTE France). Se
presentation i Bilaga 3

Presentation 4 — IEC61850-projekt — Nicholas Honeth, KTH.

Presentation 5 — Implementering av centraliserat kontroll- och skyddsystem i
stationsprojekt baserat pa IEC61850 — Mats Uppgard, ABB Se presentation i
Bilaga 4

Gemensamma diskussioner och avslut; fragestund och diskussion.
Aterkoppling fran medlemmarna.

10
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2 Natverkstraff-11 2020

Tid: 2020-11-26, k1. 09:00 - 12:00, 2020-11-27, k1 09:00-12:00
Plats: Digital natverkstraff - Teams
Ordfoérande och protokollférare: Florin Stelea och Elin Rubensson

39 deltagare representerade foljande foretag: ABB, Afry, Copadata, Fingrid,
Tillquist, K3, Megger Sweden, Omexom, Oresundkraft AB, Siemens, Svenska
Kraftnat, Enel Green Power Italien, Ellevio, Netcontrol, Fortum, Sweco, Uniper
Energy, Vattenfall, Vattenfall Services Nordic och KTH.

Agenda:

1. Inledning
Presentation 1 — Svk experience from FAT testing with IEC61850, Florin Stelea,
Sweco. Se presentation i Bilaga 5

3. Presentation 2 — Enel Green Power IEC 61850 Data Model: project
presentation, Giuseppe Rigadello, Enel. Se presentation i Bilaga 6

4. Workshop — Smarta elnét

5. Presentation 3 — Update om TC95 (Measuring relays and protection
equipment) WG2 och MT4 aktiviteter, Andrea Bonetti, Megger. Se presentation
i Bilaga 7

6. Presentation 4 — Teknisk broschyr om IEC 61850 User Expectations and
Stakeholders Intertactions (Patrik Lindblad, Fingrid). Se presentation i Bilaga 8

7. Gemensamma diskussioner och avslut; fragestund och diskussion.
Aterkoppling fran medlemmarna.

11
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3 Kontaktlista

Natverket haller projektets filarkiv pa Energiforsks Novell® Filr uppdaterat. Dar
samlar vi alla dokument frdn genomférda traffar, samt ett register 6ver

medlemmarna.

Natverket har idag 166 registrerade medlemmar. Se medlemslista i Bilaga 11.

12 Energiforsk
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4 Utfort arbete vid traffen och mellan
natverkstraffar

4.1 SUMMERING AV GENOMFORD NATVERKSTRAFF 1

4.1.1 FORSTA NATVERKSTRAFFEN - 2020-05-29, kl. 09:00 — 15:30

Elin Rubensson och Florin Stelea fran Sweco dppnade traffen och hilsade alla
varmt vialkomna till arets forsta Energiforsk IEC 61850-natverkstraff. Traffen holls
digitalt via Teams den 29/5-20 klockan 09:00-15:30. Forsta inledande halvtimmen
dgnades at att alla deltagare fick presentera sig sjalva och beratta om tidigare
erfarenheter kopplat till IEC61850. Som flest var det 40 deltagare samtidigt pa
tréffen. Det uppskattades att traffen holls digitalt da flexibiliteten gjorde att fler
kunde deltaga. Det var en del nya deltagare med frén olika bolag.

Erik Wejander presenterade bakgrund om TC57, kommittén som utvecklar de
gemensamma delarna av standarden IEC 61850. WG 18 utvecklar IEC 61850
specifikt mot vattenkraft och stora termiska kraftverk. Arbetsgruppen har
deltagare fran hela vérlden och det har varit utmanande under pandemin att inte
kunna tréffas fysiskt. Senaste tillfdllet gruppen traffades var i slutet pa oktober
forra aret, sedan dess har det varit 4 dagars webmoten. Erik presenterande vad
som gjordes senast pa motet i Stockholm den 29/10/-2019, dar 13 deltagare fran
hela virden deltog. Det var fokus pa modellering av vattenkraftprocessen och
namngivning for datamodeller. Det finns ett stort intresse senaste aren
internationellt for att bygga modeller och strukturera data for statistik,
underhallssystem mm. Mindre intresse for sjdlva kommunikationen, tex att skicka
”signaler” med GOOSE. Detta har paverkat arbetet i IEC 61850-standardeseringen
och det finns nu stod for SCL:Process och SCL:Function element. Detta finns
definierat i IEC61850 del 6. Erik berattar ocksa att en ny del, 10-RDS-PS Power
systems dr pa gang, det ger koderna for kraftsystemspecifika system och
funktioner. Erik presenterade sedan mer ingaende om SCL:Process-modell och hur
det ska modelleras for vattenkraft. Erik presenterade ocksa att arbetsgruppen
borjat titta pa uppdatering av NameSpace f6r IEC61850 -7-410 som ar
datamodellen, som har varit utskickat for kommentarer och manga forbéattringar
forvantas. Arbete kopplat till Alarm Handling presenterades, dar WG18
samarbetar med TC88 JWG25 (Wind Power) och tar fram stdd for larmhantering.
Erik avslutar sin presentation med att svara pa fragor fran medlemmarna.

Florin presenterar 6vergripande arbetet i WG17 som arbetar med datamodeller pa
distributionssidan for bland annat microgrid och automatisering. WG17 har bland
annat en rapport pa gang kopplat till energilagring (90-9), en teknisk rapport
relaterat till microgrid (90-23) forvantas ocksa att startas. Det pagér en diskussion
att WG17 skall kolla mer pa energibranschen, relaterat till granssnittet mot
distribuerade energikallor (90-27).

Johan presenterar UCA-uppdatering som anordnar interoperabilitetstester
vartannat ar. Dessa halls i samband med WG10-moéten och brukar ha hogt

13
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deltagande. Senast har det varit fokus pa “sample values” och tidssynk. Johan
presenterar utmaningar och problem kopplat till begransningar i standarder.

Florin presenterar kort status for JWG25. Edition 3 av standarden fér utveckling
kopplat till SCL-engineering finns nu registrerad som ”technical specification”.

WG10:s arbeten presenteras mer ingédende av Johan, t.ex TF 6-2 arbetar med ett
gemensamt sprak for att beskriva HMI:er dér en andra draft ar slappt. 7-5
presenteras och ar tankt som en forklaring pa hur det ar tankt att befintliga delar
av standarden skall anvéndas och ar doménoberoende. Dér har forsta draften
slappts. Fler Task Forces presenteras. Presentationen avslutas med att ga igenom
status for pagaende publiceringar.

Andrea presenterar statusarbetet som pagar hos TC95 - WG2 kring en teknisk
rapport som beskriver hur man tillampar IEC 61850 {6r skyddsfunktioner.
Arbetsgruppen hade sitt forsta méte i Paris 2017. I gruppen ar det 32 personer,
men aktiva deltagare ar ungefar 10-15 frdn manga delar av vérlden.
Arbetsgruppen har publicerat en artikel som heter ”Standardisation challanges for
digital inputs and outputs of protection functions in IEC 60255 series”. Innehallet i
dokumentet presenteras av Andrea och avslutas med fragor fran medlemmarna.

Nicholas presenterar ett arbete som gjordes pa uppdrag av Trafikverket. Av
sekretesskal beskrivs presentationen inte i rapporten, och delas inte heller med
medlemmarna efter traffen, enligt Nicholas 6nskemal.

Mats presenterade smart substation control and protection SSC600-systemet.
Produkten ar till stor del framtagen for att onskemal inkommit frén branschens
anvandare och kunder. Den centraliserade 16sningen har funnits i ungefar ett ar.

Huvudteknologin med den centraliserande 16sningen ar att det finns en industriell
dator som samlar upp analoga och binédra signaler (métdata) och skoter
skyddsfunktionaliteten i SSC-datorn, och distribuerar tillbaka till exempel
trippsignaler till varje fack. Skyddsfunktionerna baseras pa samma funktioner som
finns i standardreldaskydden (hos ABB). Mats presenterar ocksd en merging unit
SMU615, som ofta anvands tillsammans med SSC:n. Presentationen avslutas med
att Mats visar hur det ser ut ndr man konfigurerar enheten i PCM.

Efter samtliga presentationer var det 6ppet for fragor, diskussioner och att dela
erfarenheter med varandra.

Tréffen avslutades med en menti-undersokning/utvardering dér deltagarna fick
svara pa tva fragor. Detta for att hoja kvalitén pa traffarna och kunna tillgodose
onskemal fran deltagare, bade gillande traffarnas uppléagg och vilka @mnen de
onskar héra mer om.

Aterkoppling fran menti-undersdkning visade att flera deltagare dnskade att
tréffen skulle delas upp pa tva dagar for storre flexibilitet att kunna deltaga, samt
att det kan vara utmanande att halla fokus en hel dag digitalt.

14
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Deltagarna fick ocksa svara pa vad som gor att de kommer deltaga framover,
nedan listas nagra svar:

e Deltagande fran Universitet

e  Status for projekt

e Presentation fran Anders Moberg Svk:s erfarenhet med FAT / SAT for IEC
61850 stations kontrollanldggningar.

e Genomgang av riktlinjer

e Intressanta diskussioner

e Braagenda och bra presentationer

e Vattenkraft

e Erfarenheter

Deltagarna fick utover ovan svara pa fragan “hur ofta anvander ni IEC61850 i era
projekt eller dagliga verksamhet?” Svaret pa fragan var att mer dn halften av
deltagarna gor det dagligen, och resterande gor det ndgon gang i ménaden.

4.2 SUMMERING AV GENOMFORD NATVERKSTRAFF 2

4.2.1 ANDRA NATVERKSTRAFFEN - 2020-11-26/27, kl. 09:00-12:00

Elin Rubensson och Florin Stelea fran Sweco dppnade traffen och hélsade alla
varmt valkomna till arets andra Energiforsk IEC 61850-natverkstraff. Traffen holls
digitalt uppdelat pa tva dagar via Teams den 26-27/11-2020 klockan 09:00-12:00.
Aven andra tréffen lockade manga intressenter och nya deltagare. Som flest var det
47 deltagare samtidigt pa tréaffen. Det uppskattades att traffen holls digitalt och
uppdelat pa tva dagar da flexibiliteten gjorde att fler kunde deltaga.

Florin presenterade hur Svk (Svenska kraftnat) anvander IEC 61850 i deras
stationer som de bygger just nu. Florin berattar att Svk inte exempelvis anvander
IEC 61850 for skydd- och kontrollsignaler och heller inte f6r TPE (teleprotection
equipment). Processen for design basis och design review hos Svk presenteras for
deltagarna. Erfarenheter fran FAT-tester presenterades. Under FAT-tester deltar
Svk for att sikerstdlla resultat och kontrollera att kraven ar uppfyllda. Kunskapen
om IEC 61850 okar, bade hos Svk och entreprenorer, dock saknas ofta djupare
detaljkunskap kring utrustning fran olika leverantorer hos entreprendrerna. Att fa
stdd fran leverantdrer av utrustning under FAT-test kan ibland ta lang tid. Florin
gick ocksa igenom Svk:s checklista for kontroll/granskning av SCD-filer.

Giuseppe borjade med att presentera Enel Green Power och kom sedan in pa Enels
arbete kring utveckling av en datamodell for fornybar generering. Arbetet startade
fran behovet att 6ka interoperabiliteten mellan enheter och modeller. De utbildade
bland annat tekniker och operatorer om IEC 81346 (RDS-PP) och IEC 61850,
designade nytt automationssystem med IEC 61850 och hade starkt samarbete med
IEC TC57 (framst WG18).

Giuseppe presenterade hur modellen ar uppbyggd i detalj och med beteckningar,
samt hur den ar relaterad till ISO 81346-10 RDS och IEC 61850.
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Deltagarna blev indelade I mindre grupper for att diskutera och dela erfarenheter
kring vad storsta utmaningen med implementering av IEC61850 kopplat till smarta
elndt 4r. Workshopen avslutades med gemensamma diskussioner och reflektioner.

Andrea presenterade uppdateringar fran TC95 och erfarenheter fran deras senaste
mote som holls virtuellt. TC 95 bestar av flera grupper som arbetar med bland
annat skyddsfunktioner med digital input/output, elektriska relder och EMC
(elektromagnetisk kompabilitet). Andrea presenterar mer ingdende vad de olika
grupperna arbetar med just nu. Bland annat arbetar TC95 med att utfora en
revidering av en standard som anvands frekvent, IEC 60255-1 Ed.2. Andrea
presenterade ocksa vilka standarder som har redan blivit publicerade. Bland annat
IEC 60255-181 som behandlar krav for frekvensskydd.

Patrik var med i arbetsgruppen som tog fram CIGRE tekniska broschyren IEC
61850 User Expectations and Stakeholders Intertactions. Han presenterade
arbetsgruppens grundidé, vilka forvantningar som anvéandarna har, gick igenom
vilka parterna dr i anvandandet och utvecklandet av IEC 61850. Fokuset under
presentationen var pa forvantningar frdn anvindarna. Arbetsgruppen hade som
mal med broschyren att identifiera problem, hjdlpa anvandare och ge riktlinjer
kring hur man kan gora saker béttre. Patrik presenterade mer ingadende innehallet i
broschyren om bland annat testning, telekommunikation och dokumentation.

Elin Rubensson och Florin Stelea tackade alla deltagare som medverkat i
natverkstraffen. Andra traffen avslutades med en menti-undersokning/utvardering
dér deltagarna fick svara pa tva fragor. Detta for att hoja kvalitén pa traffarna och
kunna tillgodose dnskemal fran deltagare, bade géllande traffarnas upplagg och
vilka dmnen de 6nskar hora mer om.

Nasta natverkstréaff ar planerad att hallas i maj, varen 2021, digitalt via Teams, med
hansyn till pa rddande omstiandigheter. Vi later samtalen och diskussionerna fran
medlemmarnas erfarenheter ta stor plats som vanligt.

Aterkoppling under avslutningen visade att det var uppskattat att ha tréffen
uppdelad pa tva dagar, {or storre flexibilitet i att kunna deltaga och {or att kunna
halla fokus och vara aktiv nar traffen holls digitalt.

Deltagarna fick aven denna traff svara pa vad de ville hora mer om pé nésta
natverkstraff, samt om det vore intressant information om nya produkter och nya
tjanster fran tillverkare. De flesta deltagare svarade att de gdrna skulle hora mer
om nya tjanster och produkter. Nedan listas ndgra svar pa vad innehallet pa nasta
traff onskas vara:

e Praktiska erfarenheter av projekt och implementering
e Idrifttagning

e SCL-forvaltning

e IPSi61850-natverk

e Overvakning

e Framtidens 61850
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4.2.2 UTFORT ARBETE MELLAN NATVERKSTRAFFAR

En del av arbetet var dedicerat till spridning och popularisering av natverkets
resultat via LinkedIn (https://www.linkedin.com/company/iec61850/), med egna
LinkedIn posteringar, men dven spridning av informationen med hjilp av vanlig e-
post. En hel del av arbetet bestod av att fundera kring attraktiva &mnen f6r
framtida presentationer och halla kontakt med personer som var lampliga for att
presentera. En del av arbetet bestod ocksé av att uppdatera medlemslistan da det
tillkommit manga nya medlemmar, samt att nagra medlemmar &ndrat sin e-post.
Arbete har ocksa gjorts med att starta en Teams-grupp for alla medlemmar dér det
finns majlighet att interagera med varandra och stalla fragor och halla
diskussioner.

Forberedande av allt material for lagring var en del av arbetet som har for resultat
faktumet att alla presentationer ar atkomliga till medlemmarna via Energiforsks
Filr filserver. Aven inspelningar fran bada triffarna finns tillgéngliga for de som
deltog pa traffarna att lyssna pa i efterhand.

4.3 PLANERING AV KOMMANDE NATVERKSTRAFF

Planeringen av kommande traffar involverar, forutom det praktiska och logistiska,
dven att hitta kunniga personer inom nya omraden som har identifierats som
aktuella f6r IEC 61850. I detta forum kan erfarenhet om olika problem, nyheter och
implementeringar diskuteras fran olika perspektiv, allteftersom standarden
utvecklas. Som underlag och planering av nésta arstraff anvands de 6nskemal och
forslag pa amnen som inkom via menti-undersékningarna som bada traffarna
avslutades med.
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5 Framtidsplaner

Intresset for nédtverket och IEC 61850 ar fortsatt starkt. Nésta natverkstraff ar
preliminért planerad till varen 2021, slutet pa maj. Det blir hela tiden fler
tillampningar av standarden och intresset &r stort for detta forum for
kompetensspridning, erfarenhetsaterforing och diskussioner.
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6 Bilagor

6.1 BILAGA 1 - LAGESRAPPORT FRAN IEC TC57 WG18, IEC61850 FOR
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6.3 BILAGA 3 - UPDATE ON THE TC95/WG2 WORK FOR THE TECHNICAL
REPORT “GUIDELINES FOR REQUIREMENTS AND TESTS PROTECTION
FUNCTIONS WITH DIGITAL INPUT AND OUTPUTS”

ENERGIFORSK
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6.5 BILAGA 5 — SVK EXPERIENCE FROM FAT TESTING WITH IEC 61850
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6.7 BILAGA 7 - UPDATE OM TC95 (MEASURING RELAYS AND PROTECTION
EQUIPMENT) WG2 OCH MT4 AKTIVITETER
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6.9 BILAGA 9 — DELTAGARE IEC 61850 NATVERKSTRAFF-I 2020
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Rolf Sievert ABB
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Ake Bostrim Sweco

Muneeb Choudhry Sweco

Maria Fagersund Sweco

Bengt Isaksson Sweco

Daniel Sosten Sweco

Magnus Ohling Sweco

Emil Jansson Sweco

Carl Sandberg Sweco

Daniel Sandberg

‘Andrea Bonetti Megger

Magrus Kristiansson Omexom
‘Anders Oisson Siemens

John Kemmiert Swencka kraftnt
‘Andgers Moberg Swenska kraftnat
Erik Wejander Svenska kraftnat
Jonas Vikkumnd Swenska krafinat
Hampus Bergquist ‘Svenska kraftnat
Assar Svensson Uniper Energy
Patrik Nisson

Tom Gykienstrand Omircron Energy
Nicholas Honeth KTH

Zeljko Tanaskouic Oresundskraft AB
Erol David Vattenfall

Moe Khorami Vattenfall
‘Anders Johnsson Vattenfall

Firas Daraiseh Vattenfall
Christine Korssell Vattanfall

Olov Emas CopaData
Morgan Axberg K3

Johan Fall

Susanne Stiemfeldt Energiforsk
‘Anders Pettersson Vattenfall Services Nordic.
Mats Wahlén Svea Power
Mohammad Yaghoubipoor Ellevic
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6.10 BILAGA 10 — DELTAGARE IEC 61850 NATVERKSTRAFF-II 2020
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Ake Bostrd Sweco
Muneeb Choudhry Sweco
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Anders Moberg Suenska hraftnit
Erik Berpstrom ‘Suenska kraftngt
Jonas Viklund Suenska kraftnat
i ‘Suenska hraftnat
Assar Suensson Uniper
Torbiom Byrk Trafikverket
Fredrik Puhakakka Trafikverket
Tobias Olsson Trafikverket
Tom Omircron
Zeljko Tanaskovic Oresundskraft AB
Vattenfall
Vattenfall
Anders Johnsson Vattertall
Firas Daraiseh Vattentall
Patrik Forsgren Vattentall
Zeljko Tanaskovic Oresundskraft
Morgan Axberg K3
Johan Fall
Susanne Semfeidt Ene
Giuseppe Rigadello Enel Green Power
‘Anders Pettersson Vattenfall Services Nordic
Maria Fagersund Vattentall Services Nordic
Gunnefur Vatterall Services Nordic
Mark Miricia Vattertall Services Nordic
Wu Yiming Vattenfall Services Nordic
Patrik Lindblad Fingrid
Mohammad Yaghoubipoor
Aspeir Asnes.
Kenny Jinsson
Mikael Wikiund
Raolf Sievert
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6.11 BILAGA 11 — MEDLEMMAR IEC 61850 NATVERKET 2020

Sr. # Mamn

Bj6rn Holmen
Claes Weden
Johan Malmstrom
Johan Salj

Lars Frisk

Per Karreby

Roif Sievert

Stig Nasstrém
Sven-Anders Lejdeby
Torbjérn Axblom
‘Gdran Mansson
Daviid Hakansson
(Christer Ekstrom
Olov Emas

Anders Grandell
Daniel Leonardsson
Kristina Nilsson
Nils Magnusson
Pouya Karimi
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Ulf Thomassen
Thomas Korssell
Susanne Stjernfeldt
Christian Nilsson
Nikias Strith

Per Clasén

Per Molin

Ola hvarsson

Stina Albing
Joakim Flodberg
Jan Ostlund

Daniel Nordvall
Mehrdad Kazemtabrizi
Romain Douib
Jan-Erik lohnson
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Marcus Bergman
Markus Johnsson

Ola Jorstad

Pontus Egnell

Magnus Rosenblad
Teddy Hjelm(Styrrerupp)
41 Ferruccio Vuinovich

42 Hans Andersson

43 Giuseppe Rigadello

44  Alexander Orning

45 Terje Brekke

46 Daniel Kobi

47 Jonas Hoflin

48  UIf Lindgwvist

49  Henric lohansson
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Beijer Electronics Automation AB
Boras Elndt

CE Power / Omicron
CopaData

Ellevio AB

Ellevio AB

Ellevio AB

Ellevio AB

Ellevio AB

Ellevio AB

Elstandard
Energiforsk AB

EON Elnat Sverige AB
E ON Elndt Sverige AB
E.ON Elndt Sverige AB
E.ON Elndt Sverige AB
EON EInat Sverige AB
EON Elnat Sverige AB
Eskilstuna Stringnds Energi och Miljé AB
Falu Energi & Vatten
FMTP Power

FMTF Power

FMTP Power

Fortum

Fortum

Fortum

Fortum

Fortum

GE Energy Management
Gavle Energi
Géteborg Energi Nat
Gateborg Energi Nat
HEAS

HEM Nat AB
Hymatek Controls AS
Jamtkraft Elndt AB
Jamtkraft Elnat AB
Jamtkraft Elndt AB
Jankoping Energi
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Det hir ir ett nitverk som ger kraftbranschens intressenter en moijlighet att
dra nytta av erfarenheter relaterat till standardiseringsarbete.

Nitverket sprider ocksd nyheter om IEC61850, CIGRE-arbeten och andra
relaterade fragor som utvecklar graden av automation i eldistributionsnitet
och ger de svenska deltagarna en bra input i sitt arbete.

Nitverket genomfér méten mellan anvindare, kunder och hdgskolor for att
6ka informationsutbytet och samforstdndet kring utvecklingen av nitbolagens
infrastruktur. Deltagarna representerar nitigare, produktleverantorer, system-
integratérer, underhéllsentreprendrer och hégskolan.

Ett nytt steg i energiforskningen

Energiforsk dr en forsknings- och kunskapsorganisation som samlar stora delar av svensk
forskning och utveckling om energi. Mélet ir att Ska effektivitet och nyttiggérande av resultat
infér framtida utmaningar inom energiomradet. Vi verkar inom ett antal forskningsomraden,
och tar fram kunskap om resurseffektiv energi i ett helhetsperspektiv - fran killan, via
omvandling och &verféring till anvindning av energin. www.energiforsk.se
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Förord

Det här nätverket ger kraftbranschens intressenter en möjlighet att dra nytta av erfarenheter och att ta emot nyheter för att utveckla graden av automation i eldistributionsnätet.

Projektet IEC61850 Nätverk 2020 genomför möten mellan användare, kunder och högskolor för att öka informationsutbytet och samförståndet kring utvecklingen av nätbolagens infrastruktur. Deltagarna representerar nätägare, produktleverantörer, systemintegratörer, underhållsentreprenörer och högskolan.

Nätverket är ett forum för informationsspridning om IEC61850, CIGRE-arbeten och andra relaterade frågor och ger de svenska deltagarna en bra input i sitt arbete.

Projektet ingår i programmet Elnätens digitalisering och IT-säkerhet. Projektledaren Florin Stelea på Sweco Energuide har tillsammans med Elin Rubensson, Sweco Energuide, genomfört projektet.

Programstyrelsen som initierat, följt upp och godkänt projektet, består av följande ledamöter: 

· Kristina Nilsson, Ellevio ordförande

· Arne Berlin, Vattenfall Eldistribution

· Hampus Bergquist, Svenska kraftnät

· Ferruccio Vuinovich, Göteborg Energi

· Teddy Hjelm, Gävle Energi (Elinorr)

· Torbjörn Solver, Mälarenergi vice ordförande

· Magnus Sjunnesson, Öresundskraft 

· Adam Nilsson, Jämtkraft 

· Magnus Brodin, Skellefteå Kraft

· Johan Örnberg, Umeå Energi Elnät

· Peter Ols, Tekniska Verken i Linköping

· Jesper Bjärvall, Karlskoga Energi

· Peter Addicksson, HEM

· Malin Wallenberg, VB Energi

· Claes Wedén, Hitachi ABB Power Grids

· Katarina Porath, ABB 

· Björn Ållebrand, Trafikverket

· Patrik Björnström, Sveriges Ingenjörer (Miljöfonden)

· Matz Tapper, Energiföretagen Sverige

Följande bolag har deltagit som intressenter till projektet. Energiforsk framför ett stort tack till samtliga bolag för värdefulla insatser. 

Ellevio, Vattenfall Eldistribution, Göteborg Energi, Mälarenergi Elnät, Öresundskraft Elnät, Tekniska Verken i Linköping, Skellefteå Kraft Elnät, Umeå Energi Elnät, Jämtkraft Elnät, Eskilstuna Strängnäs Energi & Miljö, Karlstads El- och Stadsnät, Borås Elnät, Halmstad Energi och Miljö Nät, Luleå Energi Elnät, Borlänge Energi, Nacka Energi, Västerbergslagens Elnät, PiteEnergi, Södra Hallands Kraftförening, Karlskoga Elnät, Svenska kraftnät, Sveriges ingenjörer (Miljöfonden), Trafikverket, Forumet Swedish Smartgrid, Teknikföretagen, Huawei Sverige, Exeri, Evado, Hitachi Power Grids, ABB, Elinorr ekonomisk förening; Bergs Tingslags Elektriska, Blåsjön Nät, Dala Energi Elnät, Elektra Nät, Gävle Energi, Hamra Besparingsskog, Hofors Elverk, Härjeåns Nät, Härnösand Elnät, Ljusdal Elnät, Malungs Elnät, Sandviken Energi Nät, Sundsvall Elnät, Söderhamn Elnät, Åsele Elnät, Årsunda Kraft & Belysningsförening och Övik Energi Nät. 



Stockholm i januari 2021 

Susanne Stjernfeldt
Energiforsk AB
Programområde Elnät, Vindkraft och Solel 

		

		IEC 61850 Nätverksträff 2020







		

		IEC 61850 Nätverksträff 2020











		3

		









		3

		









Sammanfattning

IEC 61850 nätverket representerar ett sätt för intresserade representanter från energibranschen att utbyta erfarenheter och ta emot nyheter inom rubricerat område. Deltagandet riktar sig till energibolagens beställarrepresentanter, leverantörers representanter samt till akademiska miljö. Nätverket träffas normalt två gånger per år.

Projektet fungerar även som ett forum för informationsspridning om utvecklingen av IEC 61850 och relaterade standardiseringsarbete inom TK57 och även inom CIGRE. Genom nätverket får de svenska deltagarna i IEC och CIGRE bra möjligheter till input till sitt arbete.

Under året har nätverket genomfört två nätverksträffar:

2020-05-24 digitalt via Teams med 40 deltagare

2019-11-26/27 digitalt via Teams med som flest 47 deltagare

Genom dessa träffar har branschens representanter fått med sig nyttig kunskap, vilken kan användas i investeringsprojekten av kontrollanläggningar för ett bättre samförstånd mellan Beställare och Entreprenör.

Det som varit tydligt under året är att standarden har etablerat sig, och att det märks även i Sverige; vissa nätbolag har integrerat detta i deras verksamhet som fastställd norm för deras genomförande av stationsprojekt – se t.ex. Svenska kraftnät, Vattenfall Eldistribution och Ellevio. 

Andra energibolag till exempel E.ON har initierat processen för integrering av IEC 61850 som norm för deras stationsprojekt. Standarden är även de facto accepterat även hos andra regionala/lokala nätbolag, som norm för uppbyggnation av stationer med bussbaseradekommunikation.

I princip har standarden vuxit starkt i Sverige och den är accepterat sine die som lösning för kommunikation i region- och lokalnätstationer. Flera entreprenörer som agerar på marknaden kan offerera lösningar baserade på standarden IEC 61850.

Tidigare har standarden mest implementerats inom ett område som traditionellt har kallats för skydds- och kontrollanläggning i ställverksapplikationer, idag blir den alltmer en gemensam del av en strategisk utveckling av nätbolags infrastruktur. Standarden används nuförtiden för modellering av anläggningar även inom förnybara energikällor såsom vattenkraft, vindkraft, sol etc. Operativ integration av standarden är ett av de gemensamma diskussionsämnena som täcker stationernas hela livscykel. 

Under 2020 har diskussionen inom IEC 61850-nätverket, utöver fokus på standarden själv och dess användarområden, inklusive kommunikationslösningar på stationsnivå, utvidgats till att inkludera effekterna av standarden vid projektets genomförande, dokumentation, förvaltning, underhåll-, service-, och felsökningshantering. 

Modellering av anläggningarna baserad på den informationsmodell som IEC 61850 föreslår har varit ett extremt aktuellt ämne i samband med nya överstatliga regleringsmodeller och behovet för uppbyggnad av gemensamma referenser. Nätverket har idag många medlemmar som inte representerar det traditionella skydd- och kontrollområdet då standarden har utvecklats till att täcka andra områden. Det märks att mindre nätägare investerar i kunskapen om IEC 61850. 

Det framförs under våra möten ett stort tack till Energiforsk som möjliggör detta forum. Här känner vi oss som kollegor där vi från olika bolag kan träffas och delge varandra synpunkter både positiva och negativa, som i slutänden ger möjligheter till att vi alla blir mera kostnadseffektiva i våra olika åtaganden.

All information från våra träffar finns sparade på Energiforsk projektplats https://energiforsk.primeq.se i mappen ”Nätverk IEC 61850”.
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Summary

This is a forum for energy industry representatives who have an interest regarding protection, automation and controls systems, including even communications, and their applications within energy sector, based on IEC 61850 standard. It represents a forum where people can share experiences and ideas as well as receive news from the area. 

The forum is open for members from:

Power utility companies

Vendors and producers of IEC 61850 compliant equipment

Academics

The forum meets twice a year. A goal for the forum is also to spread the information about how the standardization about IEC 61850 develops. In such way, the Swedish delegates within IEC and CIGRE have an opportunity to receive good feedback for the work in the related working groups.

During 2020, two meetings have been held:

1. 2020-05-24, 40 delagates connected via remote video/audio link

2019-11-26/27, 47 delagates connected via remote video/audio link

During the meeting, the delegates have received valuable information, which can be used in investment projects for protection, automation and control systems, and enables a better cooperation between purchaser and vendors.

It is worthy to note during this year 2020, that the implementation of the standard is significantly becoming a technical requirement for the new installations within several utilities across Sweden – see Svenska kraftnät, Vattenfall Eldistribution and Ellevio - something that denotes the standards steady march forward even in Sweden. Earlier, the standard has mostly been discussed within the area of protection- and control, nowadays it becomes more and more a common part of the utility’s strategies for actual and future developments of their infrastructure. The standard is used nowadays for system modeling even in areas of renewable energy resources as hydropower, wind power, solar energy, etc. Operational integration of the standard is one of the common subjects of discussion, looking over the entire lifecycle of the stations. During 2019, the discussion within the IEC 61850-network gathering, besides the focus on the standard itself and its domains of application including communication solutions at station level, has widened to include impact of the standard during project execution, assets documentation, maintenance and service management. Systems representation based on the information models which IEC 61850 propose has been an extremely actual subject of attention, in relation with the transfrontier regulative transactions and the need to build up common reference models.  It is noted that investment of knowledge within IEC 61850 is widening noticeably, even among local grid owners and utilities.

Once again, big thanks to Energiforsk who gives us the opportunity for having this forum and thanks to SWECO as well for facilitating us in arranging the network meeting.

In this forum, we can all feel that we are colleagues, even though we are from different companies. We can share experiences and ideas, both positive and negative. All this information gives us, at the end, possibilities for having cost effective investment projects. 

All information from our meetings are available on Energiforsk projectplace https://energiforsk.primeq.se in the structure” Nätverk IEC 61850”.
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1 [bookmark: _Ref530041074][bookmark: _Ref530041079][bookmark: _Ref530041086][bookmark: _Toc62481122]Nätverksträff-I 2020

Tid: 2020-05-29, kl. 09:00 – 15:30.
Plats: Digital nätverksträff - Teams 
Ordförande och protokollförare:  Florin Stelea och Elin Rubensson 

39 deltagare representerade följande företag: ABB, AFRY, Copadata, Ellevio, K3, Megger Sweden, Omexom, Öresundkraft AB, Siemens, Svenska Kraftnät, Svea Power, Sweco, Uniper Energy, Vattenfall, Vattenfall Services Nordic och KTH. 

Agenda:

1. Inledning; Uppstart av nätverksträff och deltagarpresentation

[bookmark: _Toc60140208]Presentation 1 – Lägesrapport från IEC TC57 WG18, IEC61850 för vattenkraftstationer samt status för pågående projekt inom IEC TC57: IEC 61850-90-18 Alarm Handling – Erik Wejander, Svk. Se presentation i Bilaga 1 

[bookmark: _Toc60140209]Presentation 2 – Status för standardiseringsarbete inom TC57 WG10 IEC61850 - Johan Sälj, Abb och Florin Stelea, SWECO. Se presentation i Bilaga 2

[bookmark: _Toc60140210]Presentation 3 – Update on the TC95/WG2 work for the technical report “Guidelines for requirements and tests protection functions with digital input and outputs” – Andrea Bonetti (Megger) och Volker Leitoff (RTE France). Se presentation i Bilaga 3

[bookmark: _Toc60140211]Presentation 4 – IEC61850-projekt – Nicholas Honeth, KTH. 

[bookmark: _Toc60140212]Presentation 5 – Implementering av centraliserat kontroll- och skyddsystem i stationsprojekt baserat på IEC61850 – Mats Uppgård, ABB Se presentation i Bilaga 4

Gemensamma diskussioner och avslut; frågestund och diskussion. Återkoppling från medlemmarna.  

2 [bookmark: _Toc62481123]Nätverksträff-II 2020

Tid: 2020-11-26, kl. 09:00 – 12:00, 2020-11-27, kl 09:00-12:00 
Plats: Digital nätverksträff - Teams 
Ordförande och protokollförare:  Florin Stelea och Elin Rubensson 

39 deltagare representerade följande företag: ABB, Afry, Copadata, Fingrid, Tillquist, K3, Megger Sweden, Omexom, Öresundkraft AB, Siemens, Svenska Kraftnät, Enel Green Power Italien, Ellevio, Netcontrol, Fortum, Sweco, Uniper Energy, Vattenfall, Vattenfall Services Nordic och KTH. 

Agenda:

1. Inledning

Presentation 1 – Svk experience from FAT testing with IEC61850, Florin Stelea, Sweco. Se presentation i Bilaga 5

Presentation 2 –  Enel Green Power IEC 61850 Data Model: project presentation, Giuseppe Rigadello, Enel. Se presentation i Bilaga 6

Workshop – Smarta elnät 

Presentation 3 – Update om TC95 (Measuring relays and protection equipment) WG2 och MT4 aktiviteter, Andrea Bonetti, Megger. Se presentation i Bilaga 7

Presentation 4 – Teknisk broschyr om IEC 61850 User Expectations and Stakeholders Intertactions (Patrik Lindblad, Fingrid). Se presentation i Bilaga 8

Gemensamma diskussioner och avslut; frågestund och diskussion. Återkoppling från medlemmarna.  





[bookmark: _Toc62481124]Kontaktlista

Nätverket håller projektets filarkiv på Energiforsks Novell® Filr uppdaterat. Där samlar vi alla dokument från genomförda träffar, samt ett register över medlemmarna.

Nätverket har idag 166 registrerade medlemmar. Se medlemslista i Bilaga 11.

3 [bookmark: _Toc442779717][bookmark: _Toc62481125]Utfört arbete vid träffen och mellan nätverksträffar

[bookmark: _Toc62481126]Summering av genomförd Nätverksträff 1

[bookmark: _Toc62481127]FÖRSTA NÄTVERKSTRÄFFEN - 2020-05-29, kl. 09:00 – 15:30

Elin Rubensson och Florin Stelea från Sweco öppnade träffen och hälsade alla varmt välkomna till årets första Energiforsk IEC 61850-nätverksträff. Träffen hölls digitalt via Teams den 29/5-20 klockan 09:00-15:30. Första inledande halvtimmen ägnades åt att alla deltagare fick presentera sig själva och berätta om tidigare erfarenheter kopplat till IEC61850. Som flest var det 40 deltagare samtidigt på träffen. Det uppskattades att träffen hölls digitalt då flexibiliteten gjorde att fler kunde deltaga. Det var en del nya deltagare med från olika bolag.

Erik Wejander presenterade bakgrund om TC57, kommittén som utvecklar de gemensamma delarna av standarden IEC 61850. WG 18 utvecklar IEC 61850 specifikt mot vattenkraft och stora termiska kraftverk. Arbetsgruppen har deltagare från hela världen och det har varit utmanande under pandemin att inte kunna träffas fysiskt. Senaste tillfället gruppen träffades var i slutet på oktober förra året, sedan dess har det varit 4 dagars webmöten. Erik presenterande vad som gjordes senast på mötet i Stockholm den 29/10/-2019, där 13 deltagare från hela värden deltog. Det var fokus på modellering av vattenkraftprocessen och namngivning för datamodeller. Det finns ett stort intresse senaste åren internationellt för att bygga modeller och strukturera data för statistik, underhållssystem mm. Mindre intresse för själva kommunikationen, tex att skicka ”signaler” med GOOSE. Detta har påverkat arbetet i IEC 61850-standardeseringen och det finns nu stöd för SCL:Process och SCL:Function element. Detta finns definierat i IEC61850 del 6. Erik berättar också att en ny del, 10-RDS-PS Power systems är på gång, det ger koderna för kraftsystemspecifika system och funktioner. Erik presenterade sedan mer ingående om SCL:Process-modell och hur det ska modelleras för vattenkraft. Erik presenterade också att arbetsgruppen börjat titta på uppdatering av NameSpace för IEC61850 -7-410 som är datamodellen, som har varit utskickat för kommentarer och många förbättringar förväntas. Arbete kopplat till Alarm Handling presenterades, där WG18 samarbetar med TC88 JWG25 (Wind Power) och tar fram stöd för larmhantering. Erik avslutar sin presentation med att svara på frågor från medlemmarna.  

Florin presenterar övergripande arbetet i WG17 som arbetar med datamodeller på distributionssidan för bland annat microgrid och automatisering. WG17 har bland annat en rapport på gång kopplat till energilagring (90-9), en teknisk rapport relaterat till microgrid (90-23) förväntas också att startas. Det pågår en diskussion att WG17 skall kolla mer på energibranschen, relaterat till gränssnittet mot distribuerade energikällor (90-27).  

Johan presenterar UCA-uppdatering som anordnar interoperabilitetstester vartannat år. Dessa hålls i samband med WG10-möten och brukar ha högt deltagande. Senast har det varit fokus på ”sample values” och tidssynk. Johan presenterar utmaningar och problem kopplat till begränsningar i standarder. 

Florin presenterar kort status för JWG25. Edition 3 av standarden för utveckling kopplat till SCL-engineering finns nu registrerad som ”technical specification”. 

WG10:s arbeten presenteras mer ingående av Johan, t.ex TF 6-2 arbetar med ett gemensamt språk för att beskriva HMI:er där en andra draft är släppt. 7-5 presenteras och är tänkt som en förklaring på hur det är tänkt att befintliga delar av standarden skall användas och är domänoberoende. Där har första draften släppts. Fler Task Forces presenteras. Presentationen avslutas med att gå igenom status för pågående publiceringar.

Andrea presenterar statusarbetet som pågår hos TC95 - WG2 kring en teknisk rapport som beskriver hur man tillämpar IEC 61850 för skyddsfunktioner. Arbetsgruppen hade sitt första möte i Paris 2017. I gruppen är det 32 personer, men aktiva deltagare är ungefär 10-15 från många delar av världen. Arbetsgruppen har publicerat en artikel som heter ”Standardisation challanges for digital inputs and outputs of protection functions in IEC 60255 series”. Innehållet i dokumentet presenteras av Andrea och avslutas med frågor från medlemmarna. 

Nicholas presenterar ett arbete som gjordes på uppdrag av Trafikverket. Av sekretesskäl beskrivs presentationen inte i rapporten, och delas inte heller med medlemmarna efter träffen, enligt Nicholas önskemål. 

Mats presenterade smart substation control and protection SSC600-systemet. Produkten är till stor del framtagen för att önskemål inkommit från branschens användare och kunder. Den centraliserade lösningen har funnits i ungefär ett år. 

[bookmark: _Toc405482459]Huvudteknologin med den centraliserande lösningen är att det finns en industriell dator som samlar upp analoga och binära signaler (mätdata) och sköter skyddsfunktionaliteten i SSC-datorn, och distribuerar tillbaka till exempel trippsignaler till varje fack. Skyddsfunktionerna baseras på samma funktioner som finns i standardreläskydden (hos ABB). Mats presenterar också en merging unit SMU615, som ofta används tillsammans med SSC:n. Presentationen avslutas med att Mats visar hur det ser ut när man konfigurerar enheten i PCM. 

Efter samtliga presentationer var det öppet för frågor, diskussioner och att dela erfarenheter med varandra. 

Träffen avslutades med en menti-undersökning/utvärdering där deltagarna fick svara på två frågor. Detta för att höja kvalitén på träffarna och kunna tillgodose önskemål från deltagare, både gällande träffarnas upplägg och vilka ämnen de önskar höra mer om. 

Återkoppling från menti-undersökning visade att flera deltagare önskade att träffen skulle delas upp på två dagar för större flexibilitet att kunna deltaga, samt att det kan vara utmanande att hålla fokus en hel dag digitalt. 




Deltagarna fick också svara på vad som gör att de kommer deltaga framöver, nedan listas några svar: 

Deltagande från Universitet 

Status för projekt 

Presentation från Anders Moberg Svk:s erfarenhet med FAT / SAT för IEC 61850 stations kontrollanläggningar.

Genomgång av riktlinjer 

Intressanta diskussioner

Bra agenda och bra presentationer

Vattenkraft

Erfarenheter 

Deltagarna fick utöver ovan svara på frågan ”hur ofta använder ni IEC61850 i era projekt eller dagliga verksamhet?” Svaret på frågan var att mer än hälften av deltagarna gör det dagligen, och resterande gör det någon gång i månaden. 

[bookmark: _Toc62481128]Summering av genomförd Nätverksträff 2

[bookmark: _Toc62481129]ANDRA NÄTVERKSTRÄFFEN - 2020-11-26/27, kl. 09:00-12:00

Elin Rubensson och Florin Stelea från Sweco öppnade träffen och hälsade alla varmt välkomna till årets andra Energiforsk IEC 61850-nätverksträff. Träffen hölls digitalt uppdelat på två dagar via Teams den 26-27/11-2020 klockan 09:00-12:00. Även andra träffen lockade många intressenter och nya deltagare. Som flest var det 47 deltagare samtidigt på träffen. Det uppskattades att träffen hölls digitalt och uppdelat på två dagar då flexibiliteten gjorde att fler kunde deltaga. 

Florin presenterade hur Svk (Svenska kraftnät) använder IEC 61850 i deras stationer som de bygger just nu. Florin berättar att Svk inte exempelvis använder IEC 61850 för skydd- och kontrollsignaler och heller inte för TPE (teleprotection equipment). Processen för design basis och design review hos Svk presenteras för deltagarna. Erfarenheter från FAT-tester presenterades. Under FAT-tester deltar Svk för att säkerställa resultat och kontrollera att kraven är uppfyllda. Kunskapen om IEC 61850 ökar, både hos Svk och entreprenörer, dock saknas ofta djupare detaljkunskap kring utrustning från olika leverantörer hos entreprenörerna. Att få stöd från leverantörer av utrustning under FAT-test kan ibland ta lång tid. Florin gick också igenom Svk:s checklista för kontroll/granskning av SCD-filer. 

Giuseppe började med att presentera Enel Green Power och kom sedan in på Enels arbete kring utveckling av en datamodell för förnybar generering. Arbetet startade från behovet att öka interoperabiliteten mellan enheter och modeller. De utbildade bland annat tekniker och operatörer om IEC 81346 (RDS-PP) och IEC 61850, designade nytt automationssystem med IEC 61850 och hade starkt samarbete med IEC TC57 (främst WG18). 

Giuseppe presenterade hur modellen är uppbyggd i detalj och med beteckningar, samt hur den är relaterad till ISO 81346-10 RDS och IEC 61850.

Deltagarna blev indelade I mindre grupper för att diskutera och dela erfarenheter kring vad största utmaningen med implementering av IEC61850 kopplat till smarta elnät är. Workshopen avslutades med gemensamma diskussioner och reflektioner. 

Andrea presenterade uppdateringar från TC95 och erfarenheter från deras senaste möte som hölls virtuellt. TC 95 består av flera grupper som arbetar med bland annat skyddsfunktioner med digital input/output, elektriska reläer och EMC (elektromagnetisk kompabilitet). Andrea presenterar mer ingående vad de olika grupperna arbetar med just nu. Bland annat arbetar TC95 med att utföra en revidering av en standard som används frekvent, IEC 60255-1 Ed.2. Andrea presenterade också vilka standarder som har redan blivit publicerade. Bland annat IEC 60255-181 som behandlar krav för frekvensskydd. 

Patrik var med i arbetsgruppen som tog fram CIGRE tekniska broschyren IEC 61850 User Expectations and Stakeholders Intertactions. Han presenterade arbetsgruppens grundidé, vilka förväntningar som användarna har, gick igenom vilka parterna är i användandet och utvecklandet av IEC 61850. Fokuset under presentationen var på förväntningar från användarna. Arbetsgruppen hade som mål med broschyren att identifiera problem, hjälpa användare och ge riktlinjer kring hur man kan göra saker bättre. Patrik presenterade mer ingående innehållet i broschyren om bland annat testning, telekommunikation och dokumentation. 

Elin Rubensson och Florin Stelea tackade alla deltagare som medverkat i nätverksträffen. Andra träffen avslutades med en menti-undersökning/utvärdering där deltagarna fick svara på två frågor. Detta för att höja kvalitén på träffarna och kunna tillgodose önskemål från deltagare, både gällande träffarnas upplägg och vilka ämnen de önskar höra mer om. 

Nästa nätverksträff är planerad att hållas i maj, våren 2021, digitalt via Teams, med hänsyn till på rådande omständigheter. Vi låter samtalen och diskussionerna från medlemmarnas erfarenheter ta stor plats som vanligt. 

Återkoppling under avslutningen visade att det var uppskattat att ha träffen uppdelad på två dagar, för större flexibilitet i att kunna deltaga och för att kunna hålla fokus och vara aktiv när träffen hölls digitalt.

Deltagarna fick även denna träff svara på vad de ville höra mer om på nästa nätverksträff, samt om det vore intressant information om nya produkter och nya tjänster från tillverkare. De flesta deltagare svarade att de gärna skulle höra mer om nya tjänster och produkter. Nedan listas några svar på vad innehållet på nästa träff önskas vara: 

Praktiska erfarenheter av projekt och implementering

Idrifttagning

SCL-förvaltning

IPS i 61850-nätverk

Övervakning

Framtidens 61850

[bookmark: _Toc62481130]UTFÖRT ARBETE MELLAN NÄTVERKSTRÄFFAR

En del av arbetet var dedicerat till spridning och popularisering av nätverkets resultat via LinkedIn (https://www.linkedin.com/company/iec61850/), med egna LinkedIn posteringar, men även spridning av informationen med hjälp av vanlig e-post. En hel del av arbetet bestod av att fundera kring attraktiva ämnen för framtida presentationer och hålla kontakt med personer som var lämpliga för att presentera. En del av arbetet bestod också av att uppdatera medlemslistan då det tillkommit många nya medlemmar, samt att några medlemmar ändrat sin e-post. Arbete har också gjorts med att starta en Teams-grupp för alla medlemmar där det finns möjlighet att interagera med varandra och ställa frågor och hålla diskussioner. 

Förberedande av allt material för lagring var en del av arbetet som har för resultat faktumet att alla presentationer är åtkomliga till medlemmarna via Energiforsks Filr filserver. Även inspelningar från båda träffarna finns tillgängliga för de som deltog på träffarna att lyssna på i efterhand. 

[bookmark: _Toc62481131]Planering av kommande nätverksträff 

Planeringen av kommande träffar involverar, förutom det praktiska och logistiska, även att hitta kunniga personer inom nya områden som har identifierats som aktuella för IEC 61850. I detta forum kan erfarenhet om olika problem, nyheter och implementeringar diskuteras från olika perspektiv, allteftersom standarden utvecklas. Som underlag och planering av nästa årsträff används de önskemål och förslag på ämnen som inkom via menti-undersökningarna som båda träffarna avslutades med.
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Intresset för nätverket och IEC 61850 är fortsatt starkt. Nästa nätverksträff är preliminärt planerad till våren 2021, slutet på maj. Det blir hela tiden fler tillämpningar av standarden och intresset är stort för detta forum för kompetensspridning, erfarenhetsåterföring och diskussioner. 
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IEC61850 NÄTVERK 2020 
Det här är ett nätverk som ger kraftbranschens intressenter en möjlighet att dra nytta av erfarenheter relaterat till standardiseringsarbete. 

Nätverket sprider också nyheter om IEC61850, CIGRE-arbeten och andra relaterade frågor som utvecklar graden av automation i eldistributionsnätet och ger de svenska deltagarna en bra input i sitt arbete.

Nätverket genomför möten mellan användare, kunder och högskolor för att öka informationsutbytet och samförståndet kring utvecklingen av nätbolagens infrastruktur. Deltagarna representerar nätägare, produktleverantörer, systemintegratörer, underhållsentreprenörer och högskolan. 

		Ett nytt steg i energiforskningen

Energiforsk är en forsknings- och kunskapsorganisation som samlar stora delar av svensk forskning och utveckling om energi. Målet är att öka effektivitet och nyttiggörande av resultat inför framtida utmaningar inom energiområdet. Vi verkar inom ett antal forskningsområden, och tar fram kunskap om resurseffektiv energi i ett helhetsperspektiv – från källan, via omvandling och överföring till användning av energin.  www.energiforsk.se
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IEC TC57 WG18

> |EC TCb&7: Power System Control and Associated Communications.

> Utvecklar de gemensamma delarna av standarden IEC61850, | huvudsak for stéllverk

> Working Group WG18: Hydroelectric Power Plants - Communication For Monitoring And

Control.
> Utvecklar IEC61850 specifikt mot tillampningar inom Vattenkrafft.

> Erik Wejander (Svk) ar ordférande (Convenor) for WG18.

> WG18s senaste fysiskt mote: Stockholm 29/10 — 1/11 2019.
> Darefter 2 st. 4-dagars webmaten:

> "Virtual Montreal” i april,
> Pagaende”Virtual Rome”, 26-29/5.
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Motet i Stockholm 29/10 — 1/11

> 13 deltagare fran hela varlden.

> Motet fokuserade pa modellering av vattenkraftprocessen, och namngivningssystem

for datamodeller.

> Stort intresse internationellt nu for att bygga modeller och strukturera data for statistik,

underhallssystem mm.

> Mindre intresse for sjalva kommunikationen t.ex. att skicka "signaler” med GOOSE.
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Processmodellering enligt IEC61850

>

>

SCL:Process element, och SCL:Function element. Finns definierati IEC61850 del -6.
En SCL:Process kan modelleras mer fritt an en struktur av Logiska Devices (LD).

En hierarki av SCL:Process-element byggs upp som passar med det system man vill modellera.

Processmodellen struktureras och objekten namnges enligt ISO/IEC 81346.

> Ny del -10 RDS-PS Power Systems pa gang! Ger koderna for kraftsystem-specifika system och funktioner.

L Process <type TechnicalSystem=

|||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||







SCL

SCL: Process element

En SCL:Process-modell beskriver
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SCL

En SCL:Process-modell beskriver
samma data som i IED-strukturen.
Fast ej bundet till IED:er.

SCL: Process element
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Vatte N kraft Alpha2.P§1.C1.KB1HGTE Alpha2.P$1.E1.BLA1.BLAT/HLVLA
1""-. /

_ Alphaz.P§1.H1.KAZHGTE1 \ \ Alpha2.P$1.E1.BLA1.BLA2/HLVLA
> Ett kraftverk Alpha2 i Alpha \ voper Apha River ) / -
'._II -
River delas in i system och R Te— ".lL m\x‘ > Alm iPSLELBLM.EILAJ.l‘HL"JLI
namnges enligt ISO/IEC \
81346 RDS-PS. Alphaz.PS1.E1/HRES1 1 I
Spillway Intake Gate Fuse Uﬂy
i Gate 2 : R
Alpha2.CW1.B2/HDAM1 | T ‘ AN
| Alphaz.PS1.A1.KB1/HVLV Vaive Valve ;Ipm 2.cw1.B1 PFIHDAM
> Detta kommer att bli I I
|Gener;ﬂ|—| Turbine | | Turbine |{Generator|
exempel i kommande TR , - —
(] : t
IEC61850-7-510 Modeling AlphaZ PSTATRATZSMCT | J \
‘H'""--.
Concepts and Guidelines Alpha2.PS1.A1.RC1HTUR1 Alpha2.PS1.H2.22/HLVL1

’

= SVENSKA
= KRAFTNAT







Vattenkraft

> Hierarkiskt
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RDS-PS.

> Slash

> Logisk Nod enli
IEC61850. HGTE —

Dam Gate

Alpha2.P81.H1.KA2/HGTE1

Alpha2.P51.H1.KA1HGTE1

Alphaz.CW1.B2/HDAM1

Alphaz.P51.C1.KB1/HGTE

\ \

\ Upper Alpha River A\

-~
-
A Alpha2.P51.E1.BL A1.BLAIHLVL1

Alphaz.P5$1.E1.BLA1L.BLATHLVL

/

Alpha2.P§1.E1.BLA1.BLA2/HLVLA

Y

L
Intake Gate

Spillway
Gate 2

Alpha2.PS1.A1.KB1UHVLV Valve

Fuselnamrl
r \“"‘

Valve Alpha2.CW1.B1.PF1/HDAM1

[ Turt!!ne Gememtnr]

s

; I

AlphaZ PS1T.ATRATZSNCA |
~—

Alpha2.P5$1.A1.RC1HTURY

[\

Alpha2.P§1.H2.77/HLVL1

’

SVENSKA
KRAFTNAT







WG18 Uppdatering av NameSpace -7-410

WG18 har paborjat arbetet med att uppdatera vart NameSpace IEC61850-7-410

Forslag pa omfattning utskickat till NCs for kommentarer. 57/2227/DC. Stangs 2020-07-03.

> A large number of improvements and corrections made to the UML model since the Amendment 1 was published.

> Improvement and corrections of the use of the IEC61850 Control Model in the -7-410 Domain.

> Addition of new Logical Nodes to cover systems and details of the power generation domain previously not modelled in a sufficient way.
> Object names and abbreviations updated according to TC57s naming rules

> Etc.
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Alarm Handling

> WG18 samarbetar med TC88 JWG25 (Wind Power)

> Alarm Handling IEC61850-90-18
> Kommentarer pa DC1 fran NCs mottagna.
> DC2 forbereds.
> DC2 inkluderar WG18s Use Cases baserat pa vattenkraft, bl.a. en ny LN CALG for gruppering av

alarm-objekt.
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Planering framat

> TR IEC61850-7-510 ed.2 Modelling Concepts and Guidelines. Uppdaterad och anpassad for SCL:Process-

modellering:

> DC1 2020-08-31
> DTR for omrostning 2021-01

> IS IEC61850-7-410 ed.3. LNs for Hydro Power.
> Arbete startar direkt efter -7-510 DTR.
> CD 2021-02
> CDV 2021-12

> Regelbunda webmoéten halls 1ggr/man.

> Nasta fysiska maote i april 2021 i Montreal?
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IEC TC57 update
Status in working groups: WG17

WG 17 - Power system intelligent electronic device communication
and associated data models for microgrids, distributed enerqy
resources and distribution automation:

m  7-420is at CDV stage

®  Aims at providing a generic model approach for any energy source

u Provides Monetary GridCode functions that are dictated by regulation. Defines and
proposes standard interfaces for these functions..

u Revise the need for the specific Wind Power CDC

m  90-9is atechnical report that has reached the final publication stage
for storage elements.

m  Microgrid to connect and disconnect to main grid and to run
microgrid in an islanded mode. Should have DC by the end of the
year. 90-23 will be the report.

m  WG17 must start addressing the energy sector - interfacing DERs and
thermal related DERs with the grid. Draft 90-27 is circulating

m  Thereis ajoint WG with WG10 on system management. There needs
to be standard ways of system configuration, firmware updates and
replacing faulty devices

m  7-520is also being worked on for guidance on implementing 7-420. 3







2@ IEC TC57 update

UCA updates

UCA Updates - IOP 2019:

The IOP one-line consisted of 1 substation with 2 voltage levels. Test
cases involved SV, GOOSE, Security, Firewalls

Problems were found in security in areas that have not been tested
before. SCL is still the major problem area. We may have to do some
things with the standard to clarify to reduce SCL errors. SCL
implementations are guided by the standard, but some things are
implemented wrong. Validation tools are getting more mature which
should help

In testing PTP & SV, the requirement in 61869-9 states during a time
resynch, the device needs to jump to the correct time. The test case
skewed the GM clock an hour ahead and then back. All the MUs
jumped as required, but one of the Transparent Clocks did not. 1588
standard does not specify that behavior. C37.238 conformance
testing is going to be added for this case even though it isn’t in the

There was a full test of isolation and maintenance, which worked as designed. Final report

has been posted to the UCA site.







Tae |EC TC57 update
d \Work status in different Joint WG: JWG25

. JWG25 - |EC 61400-25-2 ed 3 Wind power extension :

m  Edition 3 of the standard is being developed.

Adoption of SCL engineering. Registered as a technical spec. IEC 61400-25-71

m  Usethe same tooling for generating the standard. Adoption of UML and auto-

generation. For edition 3, there is a draft available.

m  Revise the need for the specific Wind Power CDC

m A number of alarms and counters are being added for wind power. It
was pointed out it needs to be collaboration between 7-420 and IEC
61400-25-2, especially in the addition of the counters being added as
the needs are similar. These counts belong in the statistics logical
nodes because they can be reset, to take up that CDC in 61850.







IEC TC57 update
Ongoing in WG10: Task Forces: TF 6-2

TF 6-2 — Part 6-2: Configuration description language for

extensions for human machine interfaces

CD circulated 2020/05
A IEC 61850-6-2 ) 7 1EC 61850-6

HMI
Capability

1 Description
(SCL)

HMI
Capability
Description
(GCL/HCL)

Dependency of substation section within SSD/SCD Key Decision: Do
not restrict the use of the substation section, but do not mandate its

use

IED Capability
Description

Name Space Management Key Decision: GCL has a dedicated XML
namespace. HCL has a dedicated XML namespace. Default
namespace for GCD is GCL. Default namespace for HCD is HCL. For
CD2 this will be the assumption.







Tae |EC TC57 update
d Ongoing in WG10: Task Forces: TF 7-5

TF 7-5 - IEC 61850-7-5 ED1 IEC 61850 modeling concepts
®m  to be sent out as CD by the end of February.








IEC TC57 update
Ongoing in WG10: Task Forces: TF 7-6

m TF7-6-IEC61850-7-6 ED1 Part 7-6: Guideline for definition of
Basic Application Profiles (BAPs) using IEC 61850

m  What has been already done:

BAP description

Breaker
Failure

SCL BAP Template Breskertature app1 =seee
BAP Example BF ssd p—T

Manually
instantiate

BAP description SCL BAP Template
Reverse Available in the TR || BAP Example
Blocking ReverseBlocking.ssd

m  Achievments :

SCL BAP Template
BAP Example Feket fester2
Instance.ssd iy feemsr® Jpeciooly feamer

Not realized

Feeder1 Feeder 2 Feeder 1

m  Basic fixes on SCL files of Breaker Failure and of instantiation of
Breaker Failure and Reverse Blocking

m  Proposal of a workflow for declining BAPs until SSD file (formalization of
rules to instantiate BAP templates in SSD file)

m TR published 2019/01 (not SCL related), update CD1 planned for the
end of the year (definition of a workflow for BAP transcription in SCL,
standardization of Machine-Processable formats for BAP)







IEC TC57 update
Document status: publications IEC 61850

IEC TS 61850-1-2 ED1 - Part 1-2:Guideline on extending IEC 61850
m  To be published 2020/07

IEC 61850-4/AMD1 ED2 - Part 4: System and project management

m  FDIS registered. To be published 2020/10
IEC 61850-5/AMD1 ED2 — Part 5: Communication requirements for
functions and device models

m  Translation of CDV.To be published 2021/07
IEC 61850-7-1/AMD1 ED2 — Part 7-1: Basic communication
structure - Principles and models

m  To be published 2020/07





https://www.iec.ch/dyn/www/f?p=103:38:23097293040715::::FSP_ORG_ID,FSP_APEX_PAGE,FSP_PROJECT_ID:1273,23,100139


https://www.iec.ch/dyn/www/f?p=103:38:23097293040715::::FSP_ORG_ID,FSP_APEX_PAGE,FSP_PROJECT_ID:1273,23,101234





IEC TC57 update
Document status: publications IEC 61850

IEC 61850-7-2/AMD1 ED2 — Part 7-2: Basic information and

communication structure - Abstract communication service
interface (ACSI)

Published 2020/02

IEC 61850-7-2:2010+A1:2020 applies to the ACSI communication for utility
automation. The ACSI provides the following abstract communication service
interfaces:

- abstract interface describing communications between a client and a remote
server;

- and abstract interface for fast and reliable system-wide event distribution
between an application in one device and many remote applications in different
devices (publisher/sub-scriber) and for transmission of sampled measured
values (publisher/subscriber).

Major technical changes with regard to the previous edition are as follows:

- data types not required have been removed,

- service tracking for control blocks have been added,

- security issues are solved by the IEC 62351 series,

- service tracking for control blocks have been added,

- the view concept will be according to the new work on role bases access
(RBA),

- security issues are solved by the IEC 62351 series.

This publication is of core relevance for Smart Grid.
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IEC TC57 update
Document status: publications IEC 61850

m |EC 61850-7-3/AMD1 ED2 - Part 7-3: Basic communication
structure - Common data classes

®m  Published 2020/02

m  |EC 61850-7-3:2010+A1:2020 is applicable to the description of device models
and functions of substations and feeder equipment. It specifies constructed
attribute classes and common data classes related to substation applications. In
particular, it specifies common data classes for status information, common
data classes for measured information, common data classes for control,
common data classes for status settings, common data classes for analogue
settings and attribute types used in these common data classes.

®m  This second edition defines new common data classes used for new standards
defining object models for other domains based on IEC 61850 and for the
representation of statistical and historical data.
This publication is of core relevance for Smart Grid.
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IEC TC57 update
Document status: publications IEC 61850

IEC 61850-7-4/AMD1 ED2 — Part 7-4: Basic communication

structure - Compatible logical node classes and data object
classes

Published 2020/02

IEC 61850-7-4:2010+A1:2020 specifies the information model of devices and
functions generally related to common use regarding applications in systems
for power utility automation. It also contains the information model of devices
and function-related applications in substations. In particular, it specifies the
compatible logical node names and data object names for communication
between intelligent electronic devices (IED). This includes the relationship
between logical nodes and data objects.

Major technical changes with regard to the previous edition are as follows:
- corrections and clarifications according to technical issues raised by the
users' community; extensions for new logical nodes for the power quality
domain;

- extensions for the model for statistical and historical statistical data;

- extensions regarding IEC 61850-90-1;

- extensions for new logical nodes for monitoring functions according to IEC
62271;

- new logical nodes from IEC 61850-7-410 and IEC 61850-7-420 of general
interest.

This publication is of core relevance for Smart Grid.
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IEC TC57 update
Document status: publications IEC 61850

IEC 61850-8-1/AMD1 ED2 — Part 8-1: Specific communication

service mapping (SCSM) - Mappings to MMS (ISO 9506-1 and ISO
9506-2) and to ISO/IEC 8802-3

Published 2020/02

IEC 61850-8-1:2011+A1:2020 specifies a method of exchanging time-critical and non-time-
critical data through local-area networks by mapping ACSI to MMS and ISO/IEC 8802-3
frames. Defines a standardized method of using the ISO 9506 services to implement the
exchange of data. For those ACSI services defined in IEC 61850-7-2 that are not mapped to
MMS, this part defines additional protocols. It describes real utility devices with respect to
their external visible data and behaviour using an object oriented approach. The objects are
abstract in nature and may be used to a wide variety of applications. The use of this mapping
goes far beyond the application in the utility communications.

The main changes with respect to the previous edition are listed below:

- the support of gigabit Ethernet,

- the link layer redundancy,

- the extension of the length of the object reference,

- the extension of the reason for inclusion type for comprehensive logging,
- the mapping of the tracking services,

- a second mapping of the objectReference when used in the tracking services, or as linking,
- the extension of the AdditionalCause enumeration,

- the simulation of GOOSE telegram,

- the so-called fixed-length encoded GOOSE,

- the removal of the SCL Control Block.

13
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m  |EC 61850-9-2:2011/AMD1:2020 Ed 2.0- Part 9-2: Specific
communication service mapping (SCSM) - Sampled values over
ISO/IEC 8802-3

®  Published 2020/02

m  |EC 61850-9-2:2011+A1:2020 defines the specific communication service
mapping for the transmission of sampled values according to the abstract
specification in IEC 61850-7-2. The mapping is that of the abstract model on a
mixed stack using direct access to an ISO/IEC 8802-3 link for the transmission
of the samples in combination with IEC 61850-8-1.

m  Main changes with respect to the first edition are:
- addition of an optional link redundancy layer;
- redefinition of "reserved" fields in link layer;
- evolution of USVCB and MSVCB components;
- evolution of encoding for the transmission of the sampled value buffer.
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IEC TR 61850-90-4 ED2 — Part 90-4: Network engineering

guidelines

Published 2020/05

IEC TR 61850-90-4:2020(E), which is a Technical Report, is intended for an
audience familiar with network communication and/or IEC 61850-based systems
and particularly for substation protection and control equipment vendors,
network equipment vendors and system integrators.

This document focuses on engineering a local area network limited to the
requirements of IEC 61850-based substation automation. It outlines the
advantages and disadvantages of different approaches to network topology,
redundancy, clock synchronization, etc. so that the network designer can make
educated decisions. In addition, this document outlines possible improvements
to both substation automation and networking equipment.

This document addresses data transfer over the network in IEC 61850, such as
transmitting tripping commands for protection via GOOSE messages, and in
particular the multicast data transfer of large volumes of sampled values (SV)
from merging units (MUs).

This document considers seamless redundancy to increase the network
availability under failure conditions and the high precision clock

synchronization that is central to the process bus and synchrophasor operation.
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IEC TC57 update
Document status: publications IEC 61850

m  |EC TR 61850-90-4 ED2 — Part 90-4: Network engineering
guidelines

m  This document considers seamless redundancy to increase the
network availability under failure conditions and the high precision
clock synchronization that is central to the process bus and
synchrophasor operation.

m  This document does not address network-based security, which is
the subject of IEC 62351 and IEC 62443.

m  This document does not address technologies for wide area
networks; these are covered by IEC TR 61850-90-12. Guidelines for
communication outside of the substation that uses exclusively the
routable Internet Protocol have been published, especially in
documents IEC TR 61850-90-1 (substation to substation), IEC TR
61850-90-2 (substation to control center) and IEC TR 61850-90-5
(synchrophasor transmission). However, data flows used in
substation-to-substation communication, or substation-to-control
centre communication such as R-GOOSE and R-SV are covered when
they transit over Ethernet links within the substation.
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IEC TR 61850-90-4 ED2 — Part 90-4: Network engineering

guidelines

This document does not dispense the responsible system integrator
from an analysis of the actual application configuration, which is the
base for a dependable system .

This edition includes the following significant technical changes with
respect to the previous edition:

* New object model for bridges and clocks based on UML
autogeneration.

* An example of SCL configuration with a topology

» Extensions to the time distribution and clock

» Extension of the testing
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IEC TR 61850-90-9 ED1 — Part 90-9: Use of IEC 61850 for Electrical
Enerqy Storage Systems

m  To be published 2020/10

IEC TR 61850-90-11 ED1 - Part 90-11: Methodologies for modelling
of logics for IEC 61850 based applications

m  To be published 2020/10

IEC TR 61850-90-12 ED1 - Part 90-12: — Part 90-12: Wide area
network engineering guidelines

m  To be published 2020/09
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IEC TC57 update
Document status: publications CIM related

IEC 61968-5 ED1 — Application integration at electric utilities -
System interfaces for distribution management — Part 5:
Distributed energy optimization

m  To be published 2020/09

IEC 61970-301 ED7 - Energy management system application
program interface (EMS-API) - Part 301: Common information
model (CIM) base

m  To be published 2020/07

19




https://www.iec.ch/dyn/www/f?p=103:38:23097293040715::::FSP_ORG_ID,FSP_APEX_PAGE,FSP_PROJECT_ID:1273,23,100139





IEC TC57 update

Document status: publications cybersecurity

IEC 62351-3:2014+AMD1:2018+AMD2:2020 — Power systems
management and associated information exchange - Data and
communications security - Part 3: Communication network and
system security - Profiles including TCP/IP

m  Published 2020/02

m |[EC 62351-3:2014+A1:2018+A2:2020 specifies how to provide
confidentiality, integrity protection, and message level authentication
for SCADA and telecontrol protocols that make use of TCP/IP as a
message transport layer when cyber-security is required.

m  Although there are many possible solutions to secure TCP/IP, the
particular scope of this part is to provide security between
communicating entities at either end of a TCP/IP connection within
the end communicating entities. This part of IEC 62351 reflects the
security requirements of the IEC power systems management
protocols.
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IEC 62351-4/AMD1 ED1 — Amendment 1 - Power systems
management and associated information exchange - Data and
communications security - Part 4: Profiles including MMS and
derivatives

m  To be published 2020/08

IEC 62351-6 ED1 — Power systems management and associated
information exchange - Data and communications security - Part 6:
Security for IEC 61850

m  To be published 2020/10
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Document status: publications cybersecurity

m  |EC 62351-8:2020 - Power systems management and associated
information exchange - Data and communications security - Part 8:
Role-based access control for power system management

m  To be published 2020/04

m  |[EC 62351-8: 2020 is to facilitate role-based access control (RBAC) for
power system management. RBAC assigns human users, automated
systems, and software applications (collectively called "subjects" in
this document) to specified "roles", and restricts their access to only
those resources, which the security policies identify as necessary for
their roles.

m  RBAC is not a new concept; in fact, it is used by many operating
systems to control access to system resources. Specifically, RBAC
provides an alternative to the all-or-nothing super-user model in
which all subjects have access to all data, including control
commands.

m RBAC is aprimary method to meet the security principle of least
privilege, which states that no subject should be authorized more
permissions than necessary for performing that subject’s task. With
RBAC, authorization is separated from authentication.
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m  |EC 62351-8:2020 - Power systems management and associated
information exchange - Data and communications security - Part 8:
Role-based access control for power system management

m  RBAC enables an organization to subdivide super-user capabilities
and package them into special user accounts termed roles for
assignment to specific individuals according to their associated
duties. This subdivision enables security policies to determine who or
what systems are permitted access to which data in other systems.
RBAC provides thus a means of reallocating system controls as
defined by the organization policy. In particular, RBAC can protect
sensitive system operations from inadvertent (or deliberate) actions
by unauthorized users.

m  Clearly RBAC is not confined to human users though; it applies
equally well to automated systems and software applications, i.e.,
software parts operating independent of user interactions.
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m  |EC 62351-8:2020 - Power systems management and associated
information exchange - Data and communications security - Part 8:
Role-based access control for power system management

m  The following interactions are in scope:
— local (direct wired) access to the object by a human user; by a local
and automated computer agent, or built-in HMI or panel;
— remote (via dial-up or wireless media) access to the object by a
human user;
— remote (via dial-up or wireless media) access to the object by a
remote automated computer agent, e.g. another object at another
substation, a distributed energy resource at an end-user’s facility, or
a control centre application.

m  While this document defines a set of mandatory roles to be
supported, the exchange format for defined specific or custom roles
is also in scope of this document.

Out of scope for this document are all topics which are not directly
related to the definition of roles and access tokens for local and
remote access, especially administrative or organizational tasks.
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J2® Dagordning for Natverkstraff 1 — 29/5 2020, IEC 61850

m 09:00-9:20 Introduktion och deltagarpresentation

m (09:20-9:45 Lagesrapport fran IEC TC57 WG18, IEC61850 for vattenkraftstationer samt status for pagaende
projektinom IEC TC57: IEC61850-90-18 Alarm Handling (Erik Wejander, Svk)

u 09:45-09:55 Paus

L 09:55-10:25 Status for standardiseringsarbete inom TC57 WG10 IEC 61850 (Johan Salj, ABB)

m 10:25-10:55 Svk experience from FAT testing with IEC61850 (Florin Stelea / Anders Moberg , SWECO/Svk)
m 10:55-11:00 Paus

m 11:00-12:00 Update on the TC 95/ WG 2 work for the technical report “GUIDELINES FOR REQUIREMENTS
AND TESTS PROTECTION FUNCTIONS WITH DIGITAL INPUTS AND OUTPUTS” (Andrea Bonetti och
Volker Leitloff- RTE France)

m 12:00-13:00 Lunch
u 13:00-13:50 Trafikverket IEC61850-projekt (Nicholas Honeth, KTH)
m 13:50-14:00 Paus

L 14:00-14:30 Implementering av centraliserat kontroll-och skyddssystem i stationsprojekt baserat pa
IEC61850 (Mats Uppgard, ABB)

°
] 14:30-15:00 Gemensam avslutning och diskussion SWECO ﬁ







AhWG3 2> WG2 Meetings and Experts

First meeting: Paris in May 2017 as TC 95/ Ad Hoc Working Group 3

TC 95 Measuring relays and protection equipment

Ad Hoc Working Group 3 is

today TC 95/WG 2

(Slnce MarCh 2019). Convenor National Member National

Committee Committee
Mr Volker LEITLOFF FR Mr Jean-Sebastien Gagnon CA
National - Mr Zoran Gajic SE
. . Member - i -
7 physical meetings — 8
Mr Marc Achterkamp NL Mr Ahmed Mohamed GE
Mr Andreas Aichhorn AT Mr Markus Schicklgruber AT
Mr C.P. Awasthi IN Mr Xiaozhou Song CN

Dozen Of Web meetlngs In Mr Fred Steinhauser AT
the IaSt feW monthS Of Mir Andrea Bonetl E Mr Frej Suomi Fl

Mr Carl Byman SE

Mr Jorg Blumschein DE

2020 Mr Yi Tang CN
Mr Dehui CHEN CH Mr Dustin Tessier CA
Mr Hao Chen CN Mr Lai ¥u N
Mr Roberto Cimadevilla ES Mr i Yang N
Mr Viadan T. Cvejic RS
Mr Martijn Dallinga NL
Mr Christophe FERRARO FR

WG composition (May, 15t 2020):

« 32 experts, active participation: 10 — 15 experts







188 Paper describing the WG2 work in details

Glasgow, UK,
17 -20 june 2019

pacworld

PROTECTION. AUTOMATION & CONTROL WORLD CONFERENCE

Standardisation Challenges for Digital Inputs and Outputs of Protection
Functions in IEC 60255 series

Volker LEITLOFF *), Hao CHEN, Dehui CHEN, Andrea BONETTI, Lei XU, Ahmed MOHAMED

Rte (FR), State Grid Jiangsu Electric Power Co., Ltd (CN), SGEPRI (CN), Megger Sweden AB (SE),
NR Electric (CN), SSE (UK) on behalf of IEC TC95 ARWG3

*) volker leitioff@rte-france.com

https://www.researchgate.net/publication/334050781_Standardisation_Chall
enges_for_Digital_Inputs_and_Outputs_of Protection Functions_in _IEC 6
0255_series
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Review of avallable standards and standard drafts
|IEC Standards TC 95 - TC 38 EG

IEC 61896-2, -3, -4, -5 IEC 61896-13 | rezr = [ =i~ m |EC 61850 series
e — T s T TS TR TS Communication networks
CT - VT LIy ‘ R ‘ A ESE ‘ ‘ and systems for power
|_| -—_—

utility automation

O

|®  |EC 61869-6:2016

— Instrument transformers —
CIQCk L Part 6: Additional general
LT T requirements for low-
Switch itch ° power instrument
transformers
IEC 61896-7,8

B |EC 61869-9:2016
Instrument transformers —
Part 9: Digital interface for
instrument transformers

IEC 61896-9 IEC 61896-6 [= IEC 61899-13 [CDV2 2019]
_ | k Instrument transformers -
SUbscnbmg il = e 1 Part 13: Stand Alone
Functions = w0 R Merging Unit (SAMU)








138 Functional Protection Chain

— - . - ™

Conventional VT/CT £ 152 PACS communication network F}IEI'-?” 5

IEC61869-2,3,4,5 o = | & & - IEC 61850 ::::Erfﬁce g
[ (eg.-1A-100V) _ % E User specific architecture and characteristics m
= m | &2 62271-3 =3
E LPIT with analog E o 5 m?..—

(]

E - Interfacs (=g 10V) e m =
< IEC 61869-7,-8, -10, e v Protection IED | | Binary Output
= 11, 12 .
= | IEC 60255 | o SCU / BIED
= LPIT with digital Interface series

IEC 61869-7, 8

IEC 62271
IEC 61869 series Scope of TR series
Cptical Fiber —— Copper

IEC 61689 series covers for SV stream
m  Characteristics

m  Accuracy

m  Transfer Function & Filter

Overall performance of a functional protection chain depends on the design the
characteristics of the communication network

®m  Only partially covered by IEC 61850 standards and guidelines or best practices

® no general statements over performance possible

®m Responsibility of the user and/or integrator

No applicable standard for standalone SCU/BIED







IS8 TC95 WG2 Technical Report: Title and Scope

TITLE:

GUIDELINES FOR REQUIREMENTS AND TESTS FORPROTECTION
FUNCIIONS WITH DIGITAL INPUTS AND OUTPUTS

SCOPE:
1 Scope

This Technical Report aims at considering protection functions with digital inputs and output
complying with IEC 61850 and IEC 61869 standards, in particular

e subscribed stream of digital Sampled Values (SV) of the protection function representing
energising inputs instead of analog inputs (cf. Figure 1).
e subscribed GOOSE and/or reports by the protection function (eqg. cb position, cb failure).
¢ published GOOSE messages (e.q. trip orders).
e subscribed time synchronisation.
On this base, this document gives recommendatlons and guudellnes concernlng requnrements

and testlng of protectlon functlons with digital inputs a utputs equirements
isting the protection function. These recommendat:on are au..-mansed in §13.2 and §13 3







Itis a TR... It is not a Standard.. SHALL or SHOULD?

shou|dmust

The TR makes use of many “shall”...

What should | do when | read a “shall”?

will
Mg s'}ual

This Technical Report is intended to serve as base for standards developed by TC 95. For this
reason, the terms “shall” and “should” are used like in a TS or IS, even if no mandatory

requirements can be contained in a TR. It is understood that they do not represent mandatory
requirements raised by this Technical Report.

The use of “shall” and “should” facilitates the understanding of the TR and the discussion of
their proper use is considered to smooth the subsequent development of standards.








198 TC95 WG2 Scope

®m Protection functions with digital inputs and outputs

m Requirements for processing of subscribed data complying with IEC
61850 and IEC 61869 standards.

m  Streams of digital Sampled Values (SV) representing energising inputs of the
protection function.

B GOOSE and/or reports [cb position, cb failure]
m Requirements regarding time synchronisation
m Requirements for IED hosting protection functions

m Qut of scope of WG2

m Analog Process interface
[SAMU, IT, LPIT, MU covered by IEC 61869 series]

m PACS communication network
[IEC 61850 based user defined architecture]
-> impact on overall performance of the functional chain

®m Configuration file (SCL) handling [TC57 WG10 (?)]







158 Many IEC 61850 options are mandatory in the TR

Many options in IEC 61850 are made mandatory in the TR.

IEC 61850
OPTIONAL

i N =&

IEC 61850 Protection
MANDATORY

This why the scope of the document mentions that the TR is applied to
protection functions AND IEDs hosting protection functions

On this base, this document gives recommendations and guidelines concerning requirements
and testing of protection functions with digital inputs and outputs and requirements for the IED

)sting the protection function. These recommendation are summarised in §13.2 and §13.3.








158 Many IEC 61850 options are mandatory in the TR

WHY?

Create a common understanding on expectations, minimize discussions and
iInvestigations on what is implemented what is not for each vendor.

Simplify the technical
specification phase, where less
attention to all the minimum
details needs to be given.

IEC 61850
OPTIONAL

Simpify Top Down SCL
engineering process

IEC 61850 Protection
MANDATORY

Minimize testing at FAT/SAT,
as many features are commonly
understood to be implemented
and are already tested.







analog signal flow & processing time
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GOOSE SV
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Transmitter |

Communication
network

SV/GOOSE

Digitally interfaced Protection Functions

The TR recommends to

The Complete functional chain is not covered
by IED hosting the protection function

=N and

perform a
communication system
network study before
defining the final
architecture of the PACS
communication network.

Draft#11a §6.2
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analog signal flow & processing time

Major points in the TR (at the moment, 05-2020):

GOOSE messages of class P1 implemenetd for protection related signals (cf.
8.4.2.1, V10j — April 2020)

Allow fast repetition of 1 ms for GOOSE (minTime) (cf. 8.4.2.1, V10j — April 2020)

New data requested from manufactured for GOOSE speed (time to "send” and
"time to receive”) to ensure P1 class (3 ms from application to application).
Recommended 1,5 ms for send and 1,5 ms for receive. (cf 9.1.2.2, V10j — April 2020)







1EC Correct Interpretation of SV quality / detailed

d Quality

Major points in the TR (at the moment, 05-2020):

. . ) TC 95, IEC 60255 Series and IEC 61850
Quallty attrIbUte always present In the Characteristic of the analog acquisition chain

. Is it pe
GOOSE/SV messages (Cf 136, VlOJ — How to handie the “quality”? Eﬂou;ff?
April 2020 (recommendation) " GOOSE and SV signals have a uaity >

What to do if the quality is "not good” in
the receiving protection IED?

- Blocking signal {invalid)
= Current or valtage signal (out of range)

All these "application issues” must be
defined and tested!

IEC 61850 says "process as guestionable”...
what does it mean for "us” {eg blockig signal}?

Birwsi & Ve Luiall - ENTPSF DA Progrue Digiabiaryg . 11 i 50 M vk M

Capability/Flexibility to handle Quality Attribute in the applications (some functions
might be blocked and others not on the same receievd data with invalid quality for
example).

For this reason, g and detailedQuality needs to be forwarded from the communication interface of the
IED to each protection function. (8.4.3.2, V10j — April 2020)

—> Left to functional standards to decide the protection behavior upon quality
values)
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Draft#11a §8.3.6.2 & Annex B

Expected behaviour if Quality Attributes of subscribed data are not
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188 Expected behaviour of protection functions

°
Draft#11a
m  Needs to be defined and corresponding tests need to be described for
®  Normal (nominal) operation [relevant functional standard]
®  Abnormal situations [mostly generic requirements laid out in the TR]
SV GOOSE
4 §3.6 Expected behaviour in case of abnormal situation 8.4.3 Expected behaviour in case of abnormal values
8.3.6.1 General 8.4.3.1 General
Imuality Attributes | [6432q Atuibutes |
8.3.6.3 Quality attribute "source” 8.4.3.3 Application based supervision of the GOOSE message at receiving IED
8.3.6.4 Quality attribute "test” 8.4.3.4 Reception of duplicated GOOSE messages
8.3.6.5 Quality attribute "operatorBlocked” I 8.4.3.5 Inconsistent Sequence and State Number I
8.3.6.6 Sample Count 8.4.3.6 Loss of GOOSE
8.3.6.7 Reception of duplicated SV 8.4.3.7 Loss of synchronisation of the IED hosting the protection function

8.3.6.8 Supervision of Sample Count and synchronisation
8.3.6.9 Loss of synchronisation of the IED hosting the protection
4 8.3.6.10 Loss of synchronisation of the Meang Units publishing
I 8.3.6.10.1 Loss of synchronisation detected by the MU I
8.3.6.10.2 Loss of synchronisation not detected by the MU

| 8.3.6.11 Jitter, delayed or missing SV I

8.3.6.12 Robustness to disturbances








138 Testing mechanisms

Test mode / Operator blocked statuses implemented with quality string
manipulation and handling at subscription (cf 7.4, V10j — April 2020)

Implementation of SIM mechanism for GOOSE and SV (cf 7.4, V10j — April 2020)

Requirements for protection

functions/ IEDs:

Have all protection devices in the
substation with the testing related

implemented features, to be able to

perform tests with SIMulation and
Test Mode mechanisms.

All the testing concept is
jeopardized if the mechanisms
are not in place for all the
protection devices/fucntions.

Simulation Bit = true

\ Goose 1

JUULAN AL ALAUIL

Goose 1
Jnmwmmm*
Goose 2

Goose 3

DI TTNTE -

\ i








138 Testing mechanisms

m  Test mode/ Operator blocked

®  |mplementation of SIM
mechanism for GOOSE and SV

Requirements for test devices

It is recommended that test sets publish
messages as default with the SIM flag set to
TRUE. The user has to intentionally set the
SIM flag to FALSE if this is needed.

SIMULATION and TEST FLAGS

"Real” GOOSE A
(Simulation = 0) \

/(s'lr'ﬁulanon =1)
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LPHD.ST.Sim.stVal = FALSE

"Real” GOOSE A
is processed in the IED

Andrea Baneth = Megger Sweden AB = andrea, bonett @megger.com

SIMULATION and TEST FLAGs

ooooooo

"Real" GOOSE A
(Simulation = 0)

/Slmulatron =1)

LPHD.ST.Sim.stVal = TRUE

e GOOSE A

is processed in the IED

Andrea Bonetti = Megger Sweden AB - andrea benetti@megger.com








188 Supervision functions

Presence of supervision Logical Nodes: LGOS, LSVS (cf 7.5, V10j — April 2020)

Supervision function for subscribed GOOSE to support post event analysis
(check that messages arrive with the correct sequence, creation of a log file,
iInformation available for the application) (cf 8.4.3.5, V10j — April 2020)

Supervision function detecting the loss of time synchronisation for the IED (cf.
8.3.6.9 V10j — April 2020)

Supervision for SV receive, latency of the smpcnt O (needs the IED to be also
time synchronized) (cf 8.3.6.8, V10j — April 2020)

Supervision for SV: undetected loss of synch by the MU. = Left to functional
standards to decide if this is required or not) (cf 8.3.6.10.2, V10j — April 2020)

Recommended implementation of "horizontal communication supervision” to
detect "loss of GOOSE" at substation level. The output for this function is
available for the protection application to improve security for protection schemes







IS8 Recommendations for multifunctional IEDs

Presence of Disturbance Recorder (recommended). This means presence of
LNs: RDRE, RADR, RBDR

Note: TR on multifunctional IEDs is intended to provided by TC 95/WG 2 but it has not been planned

yet!

8.5.4 Logical nodes for protection related functions

Logical node IEC | IEEE Description or comments LN LN LN
function | class | Class naming
Disturbance Acquisition functions for voltage and current | RDRE RDRE | Disturbance
recording waveforms from the power process (CTs, recorder
(bay/process VTs), and for position indications of binary function
level: acquisition) inputs. Also calculated values like power and _
calculated binary signals may be recorded by RADR | Disturbance
this function if applicable. recorder
channel
analogue
REDR | Disturbance

recorder
channel binary








SCL Engineering concepts

m |EC 61850 Engineering from ICT, i.e. ~
from SCD file import, with clear reference L___..--‘

to "Input Section” for subscription (cf. 7.1,
V10j — April 2020)

®  Recommendation. Quality attribute
always present in the datasets (especially

for GOOSE)

(The ICT shall give a warning for SCL files with
Data Sets without Quality Attribute) (cf. 8.2.1, V10j
— April 2020)

m  Supported Publish / Subscribe for
GOOSE with explicit or structured
dataset (cf. 9.1.1, V10j — April 2020)

®  Recommended support for
publish/subscribe for fixed length

GOOSE and not fixed length (cf. 9.1.1, V10;
— April 2020)







188 | inks application = IEC 61850 mapping

Many times users have experienced that the protection function is completey dead,
but it seems to receive data. This situation is very difficult to troubleshoot and
pinpoint the reason of the problem, as often there is no indication that the protection
function is blocked (dynamically blocked).

®m  Mirroring to LLNO.blk and LLNO.health = 3 (alarm) of the "dynamic blocking”
status of a protection function (cf. 8.6, V10j — April 2020)

2094

2095
2096
2097

2098

2099
2100
2101
2102

2103
2104

The following use cases are covered by the dynamic blocking of a protection function:

« Application related blocking by an external signal. For example, blocking of an
overcurrent protection to avoid tripping on inrush current when energising a transformer
or blocking due to fuse failure.

« Blocking by a supervision function hosted in the same IED as the protection function.

« Missing input data, e.g. missing or delayed SV, loss of synchronisation depending on
the application (cf. §6.3.6.10), non-nominal quality of subscribed data or lost or
corrupted communication link (cf. §8.3.6). This can be reflected in the value published
for LLNO. health (cf. §8.3.6).

In this case, the protection function the Beh of the function does not change. The blocking of
the function shall be indicated by LLNO.Blk of the Logical Device representing the function.







188 Operating States of Protection Functions

Draft#11a §8.6
Operating Process of Internal Protection Comment
states input data timers & | schemes related
States signals
According to IEC Normal VALID - according to | Function performs as designed
Norm-al 61850-7-4 Table A2 | heration  |process ° i ’
operation
Blocked According to IEC Normal Normal operation Corresponds to “test/blocked”
output 61850-7-4 Table A2 | gneration Physical output or “blocked” of DO Beh
blocked
F 1 Not executed |Reset to Published as valid Corresponds to a dynamic
default with output value set [ blocking of the function.
' to default External application related
. blocking, blocking by
supervision function or
missing input data, etc.
Beh = “on” or “test”
LDprot/LLNO.Blk = TRUE
Function Not executed Not_ q:inva”d Beh = Off _ -
disabled active. laccording toIEC | O Proprietary setting of the
Reset to  |61850-7-4 unction o
default Cf. IEC 61850-7-4 Table A2

Output value set to
default








Ige8l Loss of Synchronisation and Re-
= synchronisation

m  |EC 61869-9 defines behaviour of SV stream synchronisation depending
on synchronisation of the MU

Resynchronization instant

|
® SmpSync v
(Global, Local, not synchronised) SmpSynch  © © o ofeaja & & &N & & & & W
ADC sample instants before IR |
= No ramping to re-synchronise sdasfertheresyne 0 b VYT VT VT T
(cf. 8.3.6.12, V10) — Aprii 2020) 3 8 85lgelzeenree g gy
SmpCnt o O O ojcoojlo o o o o o o O o
o) o o (48] oo o o o o o o o [ - ]
L = N

/
I's
:
Z({

SV frames at the MU output

IEC

Figure 910 — Time adjustment example (6 ASDU example)

m  Requirements for protection functions in TR on this base

m  Functional blocking of protection function requiring global or local synchronisation
depending on SmpSync indication in SV (Draft#11a §8.3.6.10.2)
m  Tests verifying behaviour

L Loss of synchronisation*

| Recovery of synchronisation







158 Merging unit requirements from manufacturers
Draft#11a §5.2

m “Merging unit requirements” from the protection function manufacturer
(cf 12.4.3, V10j — April 2020)

IEC 60255-1xx series already require protection function manufacturers to
specify the CT requirements:

TC 95, IEC 60255 Series and IEC 61850

CT Requirements in today's IEC 60255-1xx series

I
® The 60255-1xx series details how E =LK J (R +R
relay manufacturers shall declare the aireq I o 5"{ ef -f"f?}
requirements for the CT sizing o
Fafl | [ s
0 % reweres %:l“’l:bl'ﬂd
h |
B Users are able to verify that the used —
CTs are ok for the given application, ]
or are able to size them in the initial Fmit 3 Faet 4
project phase (from IEC 60255-121). el | Hi

Fipara F.1 - Feeli poagians io B& coneidered

:::-I.I'\.-'\.lh: LI.-.\:.II.. ENIFERF DA Fragee Dgasiaerg I chets 0SS wewrt @800 a0 FaueEd e







Analog acquisition chain must fit
to protection function

m  Accuracy
m  Sampling frequency

B Transfer function

Analog acquisition
= SAMU + VT/CT
m | PIT with associated MU

Protection function manufacturers
to indicate requirements for
transfer function

u DC coupling

®  Anti-aliasing

u .. in addition to requirements for CT
already given.

(dB)

LPIT overall gain

158 Merging unit requirements from manufacturers

Draft#11a §5.2
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Settings of protection functions

®m  Protection settings: IEC 61850 "parameters” IEC 61850
described by Data Objects, including standard
® NG (integer values) — timers _—settings

m  ASG (analogue values) — thresholds
User

settings
m  Settings: ability to change in runtime

m  proprietary IED configuration tool

B OR use of IEC 61850 services
—Exposition via IEC 61850 required

Manufacturer

m  Challenge: define manufacturer indep settings

basic settings using IEC 61850

m  Most of the user settings can be defined based on
available IEC 61850 Data Objects

®  No need to cover all specific manufacturer parameters

m  User Settings should be covered in IEC 61850 model of
the protection function







1EC Recommendations for protection functional
===d Standards: SPEED UP THE TIME!








1EC Recommendations for protection functional

d standards: SPEED UP THE TIME!

Many times the TR refers to the relevant functional standards, which is a correct

approach.
It will take years before all the protection relevant standards will be updated with the
IEC 61850 requirement IS time gap Is not good for the development of IEC

ided to create one Annex where
rs are listed in a table format for
rotection functions.

the major exp

This table will be a concrete guideline in the meantime and also will facilitate the
work of TC 95/MT4 in updating their functional standards.







188 Recommendations for TC 38, TC 57, TC 17
Draft#11a

IEC 61850 is a multidisciplnary standard. Interoperability is requested for
devices, but it needs to be implemented also among the different Techncial
Committees.

Dialog of TC 95/ WG 2 with TC 57 and TC 38 is continuous.
The TR has also recommendations for those TCs, with reference to protection
applications:

4 13 Conclusions and Recommendations

13.1 General
13.2 Recommendations for a standard covering general requirements of digitally interfaced protection functions TC 95

13.3 Recommendations for the standards concerning protection functions

13.4 Recommendations related to Communication Network Engineering

4 13.5 Recommendations for Merging Units
13.3.1 General

13.5.2 Accuracy Requirements for primary currents and voltages TC 38
13.5.3 Requirements for frequency transfer function

13.5.4 Requirements for time accuracy.

13.5.5 Requirements for time synchronisation
13.6 Requirements for IEC 61850 models and configuration TC 57








T [C95 WG2 Medium term Work program

® Finalise TR
B TR draft has been circulated within TC95 [About 300 comments received]
® DR (NP) circulated summer 2020
m CD & TRin 2021 (?)

B Standards based on TR [to be launched before end of 2020]

m  General requirements for digitally interfaced protection functions

m  Requirements for Binary I/O IED

m  Support for TC 95/MT 4 to draft functional standards for the aspect “digital
interface” [first part concerned is IEC 60255-132 Power Protection]

m Proposals for other TR received
m TR Application guidelines on relay protection functions with digital I/O
m TR Testing technology for process bus testing in a digital substation
m TR for Multifunctional IEDs
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ABB OY DISTRIBUTION SOLUTIONS

Smart substation control and protection SSC600

Presentation







Smart substation control and protection SSC600

Centralized protection and control device:

Station-wide/multi-feeder coverage

— Protection and control functionality centralized in one device in the o

substation
— The ability to view and monitor processes on substation level SSC600
- Centralized access to control and monitoring functionality via a single a

human-machine interface (WebHMI)
— Customization and flexibility with a set of base functionality and optional Centralized protection and control I

— Awide range of functionality from several software packages can be
combined to meet specific power system protection requirements

—eo

— Testing and commissioning is similar to a standard solution, current and

voltage signals can be injected to each SMU or Relion® relay acting as a
merging unit.

application packages
>3

Standardized solutions based on IEC 61850
— Simple and future proof interface between primary and secondary

IEC 61850

equipment Merging units - SMU615

— New solutions to handle existing installed base and multi-vendor
environment/interoperability








Smart substation control and protection SSC600

A brand new way of thinking of protection and control in distribution networks

Smart substation control and protection SSC600

ABB Ability™ smart substation control and protection for electrical
systems, SSC600 incorporates centralized protection, control and
monitoring.

With software based on existing Relion technology it is designed for a
wide range of power distribution protection applications — from basic
feeder protection and control to complex multi-bay substation
applications.

It delivers the flexibility to adapt and modify to changing network
requirements when combined with Relion protection and control devices

Enables visibility to view and monitor processes on substation level from
a centralized point.

Industrial computer technology allows fast utilization of modern high-
performance computing








Smart substation control and protection solution

A brand new way of thinking of protection and control in distribution networks

Substation merging unit SMU615

— One single unit for all measurements and I/0 for single bay,
uses standard wiring and design on bay level

Supports both conventional CT&VT and sensor technology
e 41+ 3U (lo 0,2/1A)

e 3ls+3Us+ 10 (lo 0.2/1A)

Compact and reliable

IP54 on front side, IP20 on read side and connections

8BI + 6BO + 3HSO








SSC600 in outdoor substations

Values to customers

Simple and quick Solutions are pre-designed, pre-tested and assembled at the factory, and shipped in one piece in case of
installation (ease out SSC600 with Gateway panel so it is simple to drop in place and connect cables. Similarly SMU615 cubicles
commissioning time) are easy to installed due to pre-engineered and pre-tested roll out from factory

Reduced copper cabling This solution will reduced copper wiring from outdoor CB, Current Transformer and Voltage Transformers.

Since SMUG615 will be installed in small outdoor cubicle with IP65 protection on CB structure itself just like
our GA solutions. Only FO cable will be required from SMU cubicle to electrical substation.

No need to have separate  SSC600 will act as centralized protection, control & monitoring unit. Hence, there is no need to have per
control & relay panel bay wise control & relay panel. This will reduce substantial cost and reduce foot prints requirement of
— electrical substation.

- Flexibility SSC600 will provide unmatched flexibility for any addition of bays in future (max. up to 20 bays with one
) SSC600 panel solution). Any changes in bay protection functions, control scheme, addition/deletion can
be carried out very easily which will result into quicker deployments of new bay.

Best fit for renewables Renewables like Solar and Wind generally have outdoor Medium Voltage Substation and our SSC600
— solution will provide best fit for these applications, reducing total project time for renewables.
Collaboration SSC600 solution can be easily presented with our door circuit breaks & current transformers (apparatus

offering). This will act as business enabler for apparatus and true Smart Substation solution.








Smart substation control and protection SSC600

Customer values

Innovative application and design

SSC600 offers:

— A new way of protection and control - incorporating the concept of
centralized protection and control.

— New and existing industry leading products and functionality enabled
across a wider field of application, like ABB Ability solutions for power
distribution networks, as well as other related solutions like digital
substations, predictive maintenance, etc.

— All needed protection and control functionality is combined into this
solution for wide application coverage.

— New business model introduces continuous support and digital services
that add value to the entire life-cycle of the substation.

Station-wide/multi-feeder coverage

$5€600 °

IEC 61850

©ABB
June 1, 2020 | Slide6







Smart substation control and protection SSC600
Application coverage overview

SSC600 comes with Base protection Power transformer _ Power quality
a variety of functionality protection Motor pI’OtECtIOI’l measurements
convenient, ready-
made application - Overcurrent - Protection for two - Protection of - Current and voltage
packages which can - Earthfault winding power asynchronous motors e foTe
be combined - Fault recorder transformers - Voltage variation
flexibly to meet - Switchgear control - Voltage unbalance
application-specific - Voltage
requirements. - Frequency
- Logic functions
Thekavailable . Feeder/line Intercor_mectlon On-load tap
?ﬁgfgﬁlgfvis:gpm protection protection changer control Bus protection
applications:
- Extensive earth-fault - Protection of - Position indication - Protection against arc
protection interconnection points - Voltage regulation flash
- Fault locator of distributed - Low impedance based
- Distance protection generation units busbar differential








Smart substation control and protection SSC600
Application packages

Base functionality*

The base functionality is always included and contains
— All basic functionality
» Basic overcurrent and earth-fault protection always included

Extensive logical programming function library

Control

Condition monitoring

Measurements
* Logging (disturbance recorder & fault recorder)
— All supervision and measurement functions

Cable / Line protection package

Advanced feeder protection package

Machine protection package

Power transformer protection package

Single bay special protection package

Multi bay special protection package








Smart substation control and protection SSC600

Software and hardware modularity

Freedom of modification

SSC600 offers:

— Modular software that allows you to create your own, unigue
solution for your specific protection requirements.

— A customer oriented license-based modification concept for
adding software and/or hardware according to user needs
when requirements may change.

— Continuous and easy access to new software development to
support the upgrading or modification of the entire
substation system at any time during its lifecycle for optimal
asset utilization

— Support for modification to be done: at site - by end-users -
without network or cloud access

— The new centralized approach with the advantage of only
having to engineer or modify one device instead of all bay-level
protection and control devices.

Interconnection

ion &.¢9,°
pratection: S8/ & On-load tap
78\, =
o0% = changer control

p
\ /

Machine:c[lé o

protection

Power quality
/ measurements

IHE

*—e g Arc protection

Ava o
Transfo-rmer |]]]I|]|
protection =

Full
modularity

"

Feeder | ‘

protection
Base functionality







Smart substation control and protection SSC600

Web-based Human machine interface (WHMI) — easy operation for the whole substation

Substation level Single Line Diagram (SLD)

SSC600 offers: L e
— Visibility and control of the whole substation via the SLD I
— Secure management of control access
» Control is only allowed from dedicated local interfaces,
» From other interfaces only monitoring is allowed
Q1 Qa Q1 Q! Q1 Q2 Q1 Qa. Q1 <
ADBR







Smart substation control and protection SSC600

Web-based Human machine interface (WHMI) — easy operation for the whole substation

Substation level alarm handling

SSC600 offers:

— Up to 99 virtual alarm LEDs for all kinds of subsation level
alarms

— Centralized alarm center for the substation

Programmable LEDs

GOOSE sending
EOD1 Operate
JO1 Operate
JO2 Operate
JOS Operate
JO6 Operate
J07 Operate
Jo8 Operate
JO9 Operate
110 Operate
J11 Operate

90000000000







Smart substation control and protection SSC600
Web-based Human machine interface (WHMI) — easy operation for the whole substation

: : : : e & =
Settings management in WHMI, grouping of functions R e —— i Search:

SSC600 offers:
— Clear categorization of settings based on application needs
» Easy to manage bay-specific settings from the WHMI

— Synchronization with the application categorization done in
the engineering phase with PCM600

— Grouping based on bays, but allows also for substation level
applications

* Interlocking
* Protection coordination

» Voltage and frequency protection based on voltage levels
and/or substation sections

=3 F
41— ) |ED Configuration

= %3 Application Configuration
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B 03 Measurements
5 B J03_Protection
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Smart substation control and protection SSC600

Station level disturbance recorder

Full visibility to network faults

SSC600 offers:

— Recordings of all received IEC 61850-9-2LE sample streams
with 4 kHz sampling (up to 20 streams)

— Recordings of both phase quantities and phase-to-phase
quantities

— Recordings of up to 512 Boolean signals
— Up to 99 latest records stored in COMTRADE format

Phase currents

Jo7

Jos

J10

B O RN OO








Smart substation control and protection SSC600
System safety

Arc flash protection

Centralized protection

SSC600 offers: and control device
— 3 Arc flash protection function inputs for each bay el

— Light sensing from the merging units — transferred via GOOSE
to SSC600 I tt

— High speed static outputs that will further enhance the GOOSE
performance of the protection scheme








Suggested solution examples

Smart substation control and protection SSC600








Smart substation control and protection SSC600

Suggested example solutions

Technical solution - Integrated / Retrofit

- Solution consisting of a mixture of protection relay(s) with
merging unit functionality and merging units utilized in every
bay/feeder

- Preferred retrofit use case (mix of existing and new) — where
additional or upgrading of functionality is required

- Asingle IEC 61850 network for process and station bus

- System visualization via SSC600 with WebHMI

- Time synchronization via IEEE1588v2 GPS master

- Any capable protection relay can serve as backup time master
- Substation gateway doubles up as HMI

¥ s | s | s |

%% Control Center

I

IEC 61850
Gateway COM600 ®

!

!TH"F SSC600
== &—¢ o !

Primary IEEE 1588 v2

GPS master clock

C]
0
@

Relay as backup
IEEE 1588 v2 master

*— \

Existing installation

o—

New installation







Smart substation control and protection SSC600
Suggested example solutions

Technical solution — Centralized with single SSC600

Solution consisting of a system built with merging units
utilized in every bay/feeder

Preferred new installation use case (all new equipment
installed) — where centralized functionality is required

A single IEC 61850 network for process and station bus
System visualization via SSC600 with WebHMI

Time synchronization via IEEE1588v2 GPS master

Any smart merging unit can serve as backup time master
Substation gateway doubles up as HMI

s | s | s | s |

Control Center

IEC 61850
Gateway COM600 ®

I

”:”: SSC600
= o—o [oC|e—0 "<

Primary IEEE 1588 v2

GPS master clock
I ! | I

MU as backup
IEEE 1588 v2 master

SMU615







Smart substation control and protection SSC600
Suggested example solutions

Technical solution — Centralized with redundant
SSC600

- Solution built with merging units utilized in every bay/feeder and
redundancy with regards to

Redundant SSC600 units with

hot-hot protection standby and,

hot-standby control
Communication based on IEC 61850 PRP (process and station bus)
Time synchronization with

IEEE1588v2 GPS master,

merging unit as backup time master and,

secondary GPS master also possible

- Preferred new installation use case (all new equipment installed) — where
redundant centralized functionality is required

- System visualization via SSC600 with WebHMI
- Substation gateway doubles up as HMI

- Additional feature: COM600S version 5.1 includes ease of use
functionality to enhance redundant SSC600 operation

s | s | s | e

!
Gateway COM600
. A\
= —° |OC | — —

Primary IEEE 1588 v2

GPS master clock T..I

Control Center

— e |THF| ssceoo
o °OET

_
|

SMU615

MU as backup
|EEE 1588 v2 master







Secure device management

Smart substation control and protection SSC600








Smart substation control and protection SSC600

Multiple interfaces for different purposes

Improved security via different interfaces

" 55600 - Parameter Setting |

SSC600 offers:

— Supports for the evolving cyber security standards and
regulations for critical infrastructure

— Support for separating IEC 61850-9-2LE process bus to a
separate network interface

— A separate local interface for single line diagram control

— A separate engineering interface with DCHP

— A separate service interface with its own IP address

— All network capable ports are closable

— All engineering communication is secured (HTTPS & FTPS)
— Four different user management roles

Group / Farameter Name | |IED Value | PC Value | Umit Min ax
IP address 192.168.3.100
Subnet mask 255.255.255.0
v Diefault gateway 152.168.2.1
v Mac address FOH RO HH A, 18 characters
v Lecal port
IP address 192.168.0.254
Mac address FOH R RN, 18 characters
Remote port
Enable False
IP address 192.168.1.254
v Mac address FORHOH WA, 18 characters
o Service port
Enable False
IF address 192.168.3.10 16 characters
Subnet mask 255265 2860 16 characters
Mac address OO OO0, 18 characters
AL HR HB







Smart substation control and protection SSC600
Extended remote update support

Remote update with automatic check and roll-back
SSC600 offers:

— Two Separa‘te firmware partitionsl a||owing for two Separa‘te ' e " T G TR s e e ot
firmware versions el
— Automatic status check during update, with failures automatic
roll-back to the previous version — secure remote update
Qi Q1 Q2 Q1 Qz Q1 Q2 Q1 C








SSC600 digital services

Smart substation control and protection SSC600








Smart substation control and protection SSC600

Digital services

Why digital services?

Shortage of experienced personnel to manage increasingly complex
secondary installations > Additional help is needed from external partners

SSC600 digital services offer:
— Fast and personalized support to minimise process downtime

— Maximize performance and asset lifetime by analysis and supervision of
protection and control assets.

— Saving time and money with scheduled maintenance

— Lowered operational risk as you have access to latest and future
upgrades and updates provided by ABB and extended warranty eligibility
(requires registration of installed devices)

— Additional support for engineering available depending on service
agreement.

— Customized life cycle management services (Service Agreement)

ABB Ability™
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IEC61850 in Svenska kraftnats substations

IEC61850 is used on the station bus:

« For control and supervision.
* Reporting to the station HMI and to the RTU.
« GOOSE is used for interlocking, control and feedback between IEDs.
« GOOSE for triggering of disturbance recorder, and recording of binary signals.
« The IEC61850 station bus is not used for:
> Protection start and trip signals.
> Blocking of protection functions, or blocking of auto reclosing.
> Signals to/from teleprotection equipment (TPE).

» Svk has no practical experience of process bus IEC61850-9-2

= SVENSKA
= KRAFTNAT
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How we work: Design basis

Svk provides:

>

Default list of signals for control, events and alarms (remote and local) for each type of object,

as part of Svenska krafnats Technical Guidelines (TR).
E.g. transformer, line, 0.4 kV supply, ...
This listis in .pdf and excel format.

Functional och technical requirements for the IEC61850 system in text format.
Svk specifies a list of pre-qualified control and protection IEDs.

Specifically for line protection:
Svk provides standard configuration profiles, including pre-defined DataSets,
as basis for the configuration.

Svk always have products from different vendors in each substation:
Equipment from several vendors communicate with each other on the station bus in a typical substation.
ABB, Siemens, GE, KoCoS, ...
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All protection & control terminals are equipped with customized configuration








May 28, 2020 Slide 4

How we work: Design review

>  Specific technical requirements on the SCD file include:

» There must be only one SCD-file for the entire station bus communication.

The SCD file shall be structured according to the substation, and the IEDs shall be named according to our system.

The SCD file shall be complete with all servers and clients.

All GOOSE and reporting shall be included.

+  Design and Design Review:
>  The Contractor’configuration (mapping between IEC61850 (LD/LN.DO.DA) to the specified signals) is also done manually.

> ltis easy to make "copy/paste” mistakes.”

> Design review is mainly done manually.

> ltis hard work to confirm that all required signals are actually included, and correctly mapped.
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The entire station must be described in an unique SCD-file

Also including a fictuous test client and the time synchronization equipment.

Tools give warnings and error messages. Sometimes helpful…









.
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How we work: Design review

« Svk requries that the SCD file is available for design review 4 weeks before FAT.

« The Signal List for signal exchange to dispatch center and to local HMI shall be available for design review 6 weeks before
FAT.

« Established procedure for design review of the IEC61850 SCD-file since 2018.
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Established procedure for design review of the IEC61850 SCD-file since 2018.









Procedure for design review of the IEC61850 SCD-file

Hantering av SCD-fil for stationsbuss enligt IEC61850 i projektfas

2017-12-07, rev 0

2. SCD-fil skapas i det

5.Fulifélj
konfigurering infor
FAToch gor
nédvandiga
uppdateringar av

8.Genomfér FAT
och gér nédvindiga

Svk

dok.granskning i
projektet

kommentar

konfigurationsverktyg N B o uppdateringar av Forts
o Entrepr valt. En kopia av §C°‘f';' 't'eV ';°;’C‘ED 7 sco-il SCD-fil infir SAT. % scoi —> 05
2 filen levereras till SvK via » sco-fl B Lev kopia pa 7
o Alfresco for granskning, A il till Svi waA uppdaterad SCD-fil
S redan tidigt i e till Svk via Alfresco
o konstruktionsstadiet 2Ie senast 4 v. fére SAT
=
5 Processen startar i
O konstruktionsstadiet
'g i ett stationsprojekt
3}, 4. Utfor andringar 7. Utfér dndringar 10. Utfér @ndringar
°>’_° enligt gransknings- SCDifil L enligt gransknings- enligt gransknings-
2] < kommentarer och lev. 4l % kommentarer och lev. kommentarer och lev.
uppdaterad SCD-fil via uppdaterad SCD-fil uppdaterad SCD-fil
Alfresco via Alfresco via Alfresco
A A A
A 4 \ 4 \ 4
N N
3.Ladda SCD-fil i Svk’s . S N
Pty pinione Wit 6. Ladda in SCO-il  Suk's
{Svk’s kopia dr bara 7T oK? ktyg. P OKfér FAT? e,
> i : ) (Svk's kopia & bara 9- Ladda SCDAil i Sukc’s OK for SAT?
P art ument i detta J granskningsverktyg.
skede). arbetsdokument i detta -
ked:
3 skede) GranskaSCD-filen och
Granska och > verifiera att
leverera gransknings- GranskaVSV(ZD-men e anmarkningar fran FAT
kommentarer enligt “verwvf\era att Stgardats.
samma rutin som annan ) anmarkningar fran FAT Gransknings- Gransknings-
Gransknings- atgardats. CemmaTtan > Kementr
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Flödesschema hantering SCD-fil 2018-04-04
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How we work: Free choice

« The contractor can use any system configuration tool and IED configuration tool (program) he wants.
« Svkuse eg. ABB IET600, ITT600, Siemens 61850 system configurator, for the design review.
« Svk has little requriements on the contractors’ engineering process. We evaluate the result only.

« Svk offers no example SCD file, and very limited default mapping of specified signals to IEC61850 SCL.

Result:
* Project specific solutions.
 The IEDs have a lot of private extensions to IEC61850:

* Logical Device UD1 "user defined” etc.

LN GGlO-withnodescripton——————
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Free choice of integration tools with functional reponsability

Quite difficult to understand the mapping via DO, DA in the SCD file via file cross examination.

Consequently, also difficult to verify correctness of DO.DA mapping to event list signals
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Experience: Design review
> |t is necessary to review the SCD file.

> No complete SCD file, and no correctly configured SCD file, has been identified until we started with design review!

> Usually several iterations are necessary to obtain an SCD file of good quality.

> Normally the SCD file is OK and approved before the FAT starts.

i
shutterstock.oom = 1110006203
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Often incomplete SCD file and incorrect configured Scd files has been usually identified during FAT / SAT 

Usually several review iteration are necessary to obtain a Scd file of good quality.
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Experience: FAT testing in the workshop

« The FAT is usually well prepared by the contractor by preFAT-testing and verification.

 The FAT is prepared and performed by the Contractor.
* The planning and FAT test procedures are reviewed by Svk.

*  Svk participates as witness, and to explain requirements and approve results.

+  Control system FAT with IEC61850 has been performed in
Sweden
Lituania

Czech Republic.

Typically

2-4 weeks preFAT by
the Contractor

+

2 weeks FAT with Svk.

v

Svk uses its own computers with e.g. ITT600, and Wireshark to monitor the station bus communication on line.
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But not allways! When it is prepared the tests goes much smoother.

An Svk FAT of a ”normal” station with e.g. 5-6 objects (lines, reactors, etc.) usually take 2 weeks, with 2-4 weeks preFAT by the Contractor prior.









.
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Experience: FAT testing in the workshop

>  Practical experience:
« The contractor relies to a high degree on Svks IEC61850 engineering knowledge.

* Report Control Block settings are checked primarily by Svk.

* As mapping of IEC61850 to the event list signals is done manually signals are usually missing, mixed up or have the incorrect equipment designations.

* Last minute changes are usually made to the SCD prior to FAT.

* Reporting is tricky...

* Itis sometimes hard to know if a client receives its configured IEC61850 reports or if the clients gets its data from polling directly from the data model in the server IED.

« Clients can change over to polling automatically without any error message.

> - Test of report buffering reveals if the proper report is used or not

= SVENSKA
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From Svk normally 1-2 control systems/protection engineers and 1 IT-security/communication systems engineer attend.

The FAT requires substatial preparation by the Svk experts attending in order to support the contractors duting the FAT.

 The SCD file used at FAT is normally not identical to the one submitted to Svk prior to FAT. ilt document
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Experience: FAT testing in the workshop

>  Work arounds in customized logic is usually necessary to get the systems working.

Common example: Signal quality for combined signals.

»  Suppression of states for triggering of alarms eg. time delays.

We sometimes need common remote control of functions implemented in both Main1 and Main2.

> - Customized mapping between the control sequences used with the dispatch center (IEC 60870-5-104 interface) and with the station bus.

*  Flexible and quick tools are used. It is easy to make changes uring FAT.
+ Positive: Errors can be corrected quickly.

»  Draw back: Invites for quick fixes and bad engineering.
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For example with logic introduced in the HMI/RTU IEDs.


One RTU receives 1 control but must in turn control two IEDs in the substation
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Experience: FAT testing in the workshop

>  Corrections in the SCD file is done "on the fly” during FAT.

> No documentation of the changes made.

> Version handling of the SCD file has problems.

>  There are commonly several different SCD-files with the same revision number in circulation.
>  Comments on the SCD file that are to be corrected after FAT are noted in the same FAT punch list

> There is no "red line version” of the SCD-file under work.

> There is only the running version.

= SVENSKA
= KRAFTNAT







May 28, 2020 Slide 13

Experience: Knowledge and Support

> The knowledge in IEC61850 is constantly growing within Svk,

> but also on the Contractors and on the Consultants sides.

> No longer just a few dedicated experts.

> The contractors naturally do not have deep knowledge in equipment from all vendors.

>  Support form the vendors head offices usually take time and cannot be relied on during the FAT. Lok

> The configuration of IEC61850 requires a lot of effort and long nights of work for the contractor.

2101042808
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The possibility to solve problems depend very much on how well the present experts know a specific IED model.
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Svks SCD file design review check list

Our internal review work support document.
Topics:

> Completeness

> Structure and naming.

> Reporting settings.

> Clients

> GOOSE

1 Comple file?
Ed.1 or ed.2 of IEC61850 SCL?

Revision note exists?

All IEDs and clients included?

Naming

IP adresses.

Bufferend / Unbuffered reporting according to specificatoin?
No unused reports shall be incldued.

RCB supports at lest 4 clients?

Clients are defined / tied to RCBs?

GOOSE APP-ID and MAC addresses?

GOOSE DataSet includes only the used data?

= SVENSKA
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Svk recently established an internal SCD design review check list. 
Presenting our standard checkpoints during the review process.
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Recommendations for the future

> Svk recently established an internal SCD design review check list.

> It should be made public.

> Svk can perhaps improve its standard configuration data sets?
> Better use of LD and LNs?

> Better naming.

> Svk can provide better examples and explanations?
> SSD file?

> Example of SCD file?
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Enel Green Power
Data Model

2020-11-26 Hostens natverkstraff IEC61850 — Virtual meeting

GIUSEPPE RIGADELLO

Senior automation expert, CTO, Enyr Srl, Italy
Member of IEC TC57 WG 18 “Hydroelectric power plants —

Communication for monitoring and control”
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Enel Green Power is world leader in renewables er\lel

Green Power

2015 2019

Installed capacity’

Installed capacity

- - Built capacity
Built capacity

EBITDA/CAPEX

EBITDA/CAPEX

1. Including managed capacity by 3.4 GW







Enel Green Power is world leader in renewables C\ r\C\‘

Green Power

“d -
s rechmotogy | | pants
North America I Iltaly

Plants: 101 — . Plants: 606 -]]L, Hydro 28.106 794
Capacity: 5.960 MW m IDeTiA Capacity: 14.050 MW

Plants: 268
Capacity: 7.408 MW I I Romania | Geo 878 38

IQI Mexico ‘K ’ Plants: 12
Plants: 20 ' % Capacity 534 MW @ Wind 12.357 263
Capacity: 2.664 MW Plants: 8 - Morocco ' .
e g Greece-Bulgaria
Capacity: 362 MW pjants: 1
¥ Guatemala .. | Capacity: 13 MW Plants: 59 Solar 4.458 119
Plants: 5 ; Capacity: 503 MW
Capacity: 14MW Colombia ¢ Biomass 61 13
................ - 13 Indla
e s e ants:
B Costa Rica R Plants: 3 Totdk” . 45.895 1.227
Plants: 3 B a Capacity: 172 MW
Capacity: 81 MW I(‘il Peru Brazil - Zambia
Plants: 10
s Plants: 69 Plants: 1
Capacity: 1.104 MW . Capacity: 2.732 MW ‘ Capacity: 34 MW . Australia
. —— .
L Chile ; i _ Argentina ».— South Africa Plants: 2
Plants: 36 1 Plants: 2 Plants: 8 Capacity: 275 MW
Capacity: 4723MW 73, Capacity: 1.328 MW Capacity: 570 MW

1.227 plants 45,9 GW installed 109,8 TWh produced019) 21 Countries

11
Note: 31.12.2019 data including plants managed in BSO. Argentina not including 35 MW of generators Chocon installed in Costanera plant.
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Enel Green Power - Data model project clale)
Objectives Y [}

What?
. Apply RDS-PP & IEC-61850 taxonomy throughout the whole EGP's Perimeter.

working with data and communicating with other systems.

» Boost the interoperability of devices and models thanks to a reference related
to International Standard

How?

0O
@ « To speak a common language that will allow us to gain efficiency when

» Strong interaction with IEC TC57 (WG18 in particular)

» Training technicians and operators on IEC 81346 (RDS-PP) & IEC 61850
* Modeling following the RDS-PP concept all the EGP plants
« Renaming the existing Pl tags
» Designing new automations with IEC 61850 approach (only for Hydro)







Enel Green Power Data Model

‘ J '
3 . |
Designation structure —
1SO 81346-10 RDS (PROCESS SECTION) 61850 (LO OD 0
Process type “Site a9 BL1 BL2 E Logical Node o5
CD (Conj Des) . System, ) ) ) DO DA
Main Area Basic function (optional) Type
subsystem Class Inst

Tag modeling CCHPPPP MO1 MKAOO BJOO1 / MMXU 01 TotW Mag.f MV

HYDRO POWER PLAN ACTIVE POWER Measurement in TOTALREAL  MAGNITUDE (
Description PPPP IN COUNTRY C UNIT1 GENERATOR MEASUREMENT athree-phase POWER FLOATING)

system
CCHPPPP.M01.MKAO00.BJOO1 YI\/I MXUO1.TotW

Tag Name M

LDName (functional naming)

One consistent and common DM for all EGP technologies — Hydro — Wind — Solar — Geothermal

Use of ISO 81346-10 (RDS) and IEC 61850 according Hydro guidelines -7-510 ed. 2

For the moment the activity is more oriented on SCADA and automation tags
No IED configuration nor communication implementations








Enel Data Model — Totalizing approach clalell

Consistency throughout the whole data chain Green Power

Remote
Monitoring Maintenance plan

O&M operators optimization
training
Plant Automated
Management Health Status ~ Other GEN  pistribution
. Hydro Plant Assessment |echnology Grid
Telecontrol p,ta Archive ERP Performance . .
SCADA/PLC Optimization R 7
\ !
Data \1 \ / ANALYTICS . Prescriptive NS
Gathering \ ) maintenance W
Q0 @

O&M PROCESS POWER PLANT
IMPROVEMENT INTEROPERABILITY

POWER PLANT PROCESS
DATA HISTORY

Operational Data Quality
Efficiency
Models Predictive
maintenance

Main Benefit: the standardized data model will propagate
from the heart of the power plants to the end of the data value chain







Enel Data Model — Totalizing approach

Development workflow for modelling

Green Powe
‘ A
telecontrol puiy Archive: e
SCADAfPLC p -
Totalizing avam -
o " ;
POWER PLANT PROCESS / | \ O&M PROCESS POWER PLANT

DATA HISTORY

operational () Data Qualiry

| |
|| ~_
Process Functional U ,
modelling decomposition Ny Renaming
-"mw -

Libraries, Private NS

|
|
vocabularies ‘;" definition
|
|

IEC 61131
implementation

inpnnn 9







Process modelling

Totalizing
|
|
Process Functional
modelling decomposition
Libraries, a Private NS
vocabularies ‘6‘ definition
aannng
IEC 61131

implementation
ngnnnn

(-

Renaming

cnel

Green Power







Process modelling
Plant modelling — Process section

® Huge effort expressed

@ Team established —more than 100
technicians trained and involved

® Relevant tooling provided

HDM have been applied for 13 countries
modeling OVer 600 HPPs (1.200 generation

units) .

This application allowed us to create a wide
range of real use cases leading us to

a strong consolidation of the data model concepts
implementing IEC standard rules up to the real assets

ELECTRICAL
MODELING

Enel Produzione

e—distribuzione r

Nl

HYDRAULIC
MODELING

Green Power

Enel Green Power, Enpl |Green Power
BBA10
AGA10 J—\
—
15 kV
T [@coss
t—
MST10—~ \ ~[@B08g]
L
\l’ QA052
— |
I
0 i BO1
|
— . YN
MSA1(_)j A) sa »\f/ oA
-BFT21 ( BFT10 /
MKAOQQ .
cs Ik | 0,4 kV
MO1 BO2 s+ SA

LNE10
qmac= 1 m'/s
L= 9334' m
it . | LPC10]
L10
44,73 m g %
S 1&?_.. ; MO1
LQD10} - ——}
TERNI
LQC10

L90

1"








Process modelling
Very complex configurations...

CNCl

Green Power

LEYENDA

CoMPUERTA
MOTORIZADA

e
©F | s
O=

ATAGUA

P
S o _k" é._
=
o= - i
-~ -~ — e el -
e S a2 = s -+ 5l -

=L L] -

Mo

=g








Process modelling € CCl

... both in hydraulic schemes... e

LNA20
.

0 L LNB20

- a Pol
108 2 : [Nc20
-[CNE20
B INC2 s

LNC22
-{LNC3T] | Ficss

TunNer2

L1








Process modelling @ clalel

... as well as in electrical diagrams "

ESQUEMA UNIFILAR DE LOS GRUPOS - LINEAS Y SERVICIOS AUXILIARES - CENTRAL








Functional
decomposition

Totalizing
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- .
I Process Functional
modelling decomposition
uaumw
Libraries, 3 Private NS
vocabularies ‘6‘ definition
aannng
IEC 61131

implementation

(-
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Functional decomposition
LN extension and creation in a private NS

The new control systems of Enel's hydroelectric plants are
developed by applying the IEC data model also in the PLC/ DCS.

The information structure reflects the field process

structure, according to constituency principle (s. Modeling
Guidelines in WebModel):

“An LN should be identified by breaking down the application
function to the smallest indivisible part while still fulfilling a specific
purpose or objective”

In case of information which are not present in the core
standards, existing LNs can be extended or even new LN
classes can be created, according to IEC 61850-1-2

l
ILLUSTRATIVE [ [ A

NOT EXHAUSTIVE

Green Power

A A A A A

ats ADA10

.

\QB189 *SWI |\QB289








Functional decomposition CNCI
. . |
Principles according -7-500 Green Power
Please consider the XCBR-SCBR-CSWI-AATS architecture!

The information flow is decomposed on several hierarchical levels:
 Equipment
» Supervision / Control

» Coordination
In case the field is hardwired, an additional layer can be added to model the peripheral interface (1/0),

Device model LNs Controller/logic/conditio

—_— Y ;ﬁ,_

Class LP__ (LPDI, LPAI), ::g; gzg Class X T ios(DPC) ning, measurement ENs OIS
ind2 (sps) |8 7 Class C A

GGIO === e
IOV - M

I Remarks:
LPDLIndx (SPS) PosPct (SAV

LPAIL.Aninx (SAV) - Could be the source information in
case of use Process Bus (intelligent
OpOn (ACT) sensors, s. IEC 63xxx Smart Hydro OpCls (ACT)
Class LP_ _ (LPDO, LPAO), 3.10)
GGIO - Zclassis mte.ndt'ad for complex
systems (excitation, ...)
- Further objects are domain specific
(D___W__))

’

DOs:

InRefx (...)

17







Functional decomposition clalel

Example: Pump control ———
LPDOO1
InRefl Opl (ACT)
InRef2 Op2 (ACT)
InRef3 Op3 (ACT)
InRef4 Op11 (ACT)
InRef5 Op12 (ACT)
To Client
KPMPO1 CPMPO1 ]
(—
LPDIO1 InRefl InRefl Pos (DPS)
Ind1 (SPS) InRef2 InRef2 Op (ACT)
Ind2 (SPS) InRef3 InRef3 Alm (ALM) ——
Ind3 (SPS) InRef4 PosOn (ALM) InRef4 Symbol (ENS)
Ind4 (SPS) InRef5 PosOff (ALM) InRef5
Ind5 (SPS) InRef6 EEWrn1 (ALM) InRef6
EEFIt1 (ALM)
LocKeyAlm (ALM) OpCmd (DPC)
LPDOO1 EEOp (ACT)
InRefl Op1 (ACT)
InRef2 Op2 (ACT) From
InRef3 Op3 (ACT) Client
InRefd Op11 (ACT)
InRef5 Op12 (ACT) CALHO1
3 InRefl
InRef2
InRef3
InRef4
InRef5
HSFOO1 InRef6
StepPo: InRefl Op1 (ACT| InRef7








Private Namespace

Distilling the tag lists...

IEC 61850-7-2 I

Basic DAs
Enumerations
Functional Constraints
Presence Conditions
Constructed Attributes

«@@p CCI

Green Power

e — — —

IEC 61850-7-3 IEC 61850-7-4
CDCs LN Classes
ConstructedAttributes Enumerations
Enumerations Ki-—-  Abbreviations
A E
! Core
ToTTTTT T Process NS ===

taas

]

EDM ! SCL EC 61850
LN Classes </>
Enumerations
Abbreviations DataType

Template
library

EDM Hydro

b= = =

EDM Namespace

LN Classes
Enumerations
Abbreviations

Pivoting the LNs in the functional decomposition...

... using the NS dependencies...

... tooling for creating relevant DataTypeTemplate secti0|119







Get rid of all classical engineering

Structured design of process

Consistent and formal handling of
libraries (DTT) and templates (system

Target: provide Suppliers with a
formal specification in SCL

SCL IEC 61850
</>

Project
specification
file .ssd

Result: Integrated specification and design
Tooling — Full top-down approach (formal specification)

. Yelatel

Green Po

Ver

B sts si- HydroProcess - VO - G:\Shared drives\Projects\2019003 EGP Data Model\IFP_Signal_list_Database\DataModel\HydroDataModel\HydroProcess - [m] X
Project Edit Process Editor Model Operations Libraries Search Run Settings Help
VB ISAA %Ry -i0-F- 0G0~ Bl eB
® Dashboard | 4 sts.scl &) Process Editor &2 = O || [0 Process Library | [] Logical node namespaces &2 = 0 || Properties &2 R 4 v=a0
v 4 ProjectRoot Device mappings ~ < {EDMHydro ~ Property
v 4 CCHPPPP " IHND EDMHydro_HND_auto_2020A v Info
v 4 A0 MMET EDMHydro_MMET_auto_2020A derived
v 4 AEC3T MMTR EDMHydro_MMTR_auto_2020A editable
v 4 BAOOT SFIR EDMHydro_SFIR_auto_2020A last modified
v [ #IMMXUY TISW EDMHydro_TTSW_auto_2020A linked
< Signals XFUS EDMHydro_XFUS_auto_2020A location
+ BCO01 KFAN EDMHydro_KFAN_auto_2020A name
+ 8001 KPMP EDMHydro_KPMP_auto_2020A path
v & QA052 LPHD EDMHydro_LPHD_auto_2020A size
4 XCBR1 XCBR EDMHydro_XCBR_auto_2020A
< QBos9 XSWI EDMHydro_XSWI_auto_2020A
& AEC2H MHAI EDMHydro_MHAI_auto_2020A
& ABS2 MMXU EDMHydro_MMXU_auto_2020A
< AKE1D MMDC EDMHydro_MMDC_auto_2020A
& AKE2I PHIZ EDMHydro_PHIZ_auto_2020A
+ com2t SIMG EDMHydro_SIMG_auto_2020A
+ o1 SPTR EDMHydro_SPTR _auto_2020A
+ Lo TIMP EDMHydro_TTMP_auto_2020A
Lo TPRS EDMHydro_TPRS_auto_2020A
+ L0 TANG EDMHydro_TANG_auto_2020A
v 4 Mol TPOS EDMHydro_TPOS_auto_2020A
4 Ccalo TDST EDMHydro_TDST_auto_2020A |I E ‘I n K’
# CDFI0 TRTN EDMHydro_TRTN_auto_2020A System Tools For IEC 61850
4 CDM10 TLVL EDMHydro_TLVL_auto_2020A v
4 DBBIO v < >
¥ signals 22 »@x."ﬁa‘m - =7
Process Name Plant Main System System Component Function Data
AvAPhs.mag fIMX] CCHPPPP 01 AEC31 BAOOT MMXU

<

>

Search in: Process Name (0). 1 of 1
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Renaming activity — Figures clalel!

Include PI monitoring only!

Green Power

Technology Tags AS-IS “ Tags TO-BE
T]L\ Hydro ~ 30.000 > 700 ~290.000

”'Tv% Geo ~2.000 > 35 ~15.000

Wind ~ 900.000 ~175 ~2.000.000

@ Solar ~100.000 ~90 ~1.500.000
>1.000.000 > 3.800.000
23

Over 900 plants modeled and 1 Min tag renamed







Renaming activity - Libraries

Tooling — Controlled vocabularies

RDS Vocabulary available on a
central repository, with a Web-
based responsive Ul, which can
be integrated into collaborative
platforms (MS Teams) for
extended access to collaborators

Next step: privately web-based
published LN classes

)

Microsoft - ‘
SQL Server B

. Yelatel

Green Power

@ EDM RDS Master x

&

+

Cc @ edm-master.srvO1.enyr.it

EDM RDS Master

Language

EN

Search

Ignore Case
Exact Match

Reveal Results

Type
BL1

Technology

Hydro

_nn - Electrical grid and distribution system
_nn - Electrical auxiliary power supply system
_nn - Control and management systems

_nn - Functional allocation

+ G__nn-Water supply, disposal and treatment

+ L__nn - Steam, water, condensate systems

- M__nn - Systems for conversion of energy

- ME_nn - Hydraulic turbine system

MEANN - Turbine (casing, shatft, runner, draft tube etc.) from excl. turbine inlet or from excl. isolatin,

to incl. turbine outlet or to excl. Isolating valve

MEBNN - Isolating system

MEDnN - Bearing

MED10 - Turbine thrust or combined bearing

MED11 - Turbine combined bearing, thrust part

be6pBEERE

valve

@

= [m] X

m x @ :

asie=NY

cnel

Results








Renaming activity — Central DB
Tooling — Tags repository

+* EDM - PI MAPPER: Admin - o X

lags are parsed and validated T T RS ——S———

‘7\531

centrally into a relational DB, and
’ tag descriptor engunts EDName  COPlant  BLOMainsy BLISys  BL2Basicu OrignSubl LNType  LNinstance DataObjec DOType
H H H v PEETTREEI Acquoria _10GRUPO 1 .. A ITCMONTC11 | THACQR | MO1 MKAOD |BCOOT MU 1 AvaPhs MV
accessed with a dedicated Client Movracas tooaiour: scauoms o caieso e nemoarert [macon [reortaae Jusan T (e s sk
© |MOV1.ACQO_10GRIOMO.. |ACQUORIA _10GRUPPO 1 .. MW |ITCMONTCIT THACGR MO |MKAOD |81001 MMXU O Ttw My
© MOV1.ACQO_10GRIOMO... | ACQUORIA _10 GRUPPO 1 .« MVAR ITCMONTC11 | ITHACQR MO1 MKADO BJO11 MMXU © Totvar MV
© MOVIACQO_10GRIOPN_. |ACQUORIA 10GRUPPO 1 .. MW |TCMONTCIT [THACQR |MO1  |MKAGO |BX00T  |MET  |MMXU OTotw My TV TTED
. © | MOV1.ACQ0_10GR105013 |ACQUORIA _10 GRUPPO 1 . TCMONTC11 |ITHACQR | MO1 DBB10 AUNT ©|lockey AM
. 4 technolog'es managed MOV1.ACQO_10GR10S014 | ACQUORIA _10 GRUPPO 1 ITCMONTC11 | ITHACQR | MO1 D8B10 AUNT 1 synd SPS
© |MOV1.ACQ0_10GR105016 | ACQUORIA _10 GRUPPO 1 . ITCMONTC11 [ THACGR MO |DBB10 AUNT o/sn s
MOV1.ACQO_10GR105025 ACQUORIA _10 GRUPPO 1 - ITCMONTC11 | ITHACQR MO1 DBB10 AUNT 1 Stndstl SPS ISR
MOV1.ACQO_10GR105029 | ACQUORIA _10 GRUPPO 1 .. MCMONTCIT |THACQR | MOT | DBBIO ANT 1 s |ses e
® User auth and roles managed ‘ :
Se au a O eS a a e DESCRIZIONE DESCRIPCION €O PLANT BLO MAINSYS BL1 575 BL2 BASIC FUNC. ORIGIN SUBFUNC. N TYPE LN INSTANCE DATA OBJECT ooNFE DATA ATTRIBUTE

® Different types of activities (projects) oz eSO Comt Sy S Wateii Ororeil (vpe s owaoe oope o -
. . v [TV ata i NIVEL Gnico, ANTES D... | THXCOX | L10 LNATO 8001 s 0 Lev My mag!
Ca n be hand Ied |n One repos“:ory VELOCITA® ACQUA DI MONT... |CONDUCTA DE MONT... ITHXXXX |L10 LPC10 85001 SAW 0 spd MY magf COPY ONLY LN CURRENT
" LIVELLO unico CANALE RESTL... | CANAL DE DEVOLUCIO... | ITHXOX 190 LQAI0  BLOOY S 01 Lev MV mags REF
° P I re n a m i n PRESSIONE OLIO APERTURA ... | DISTRIBUIDOR DE APE... | ITHXOOXX | MO1 MEX12  |8P001 SPRS o Pres MY magf
g APERTURA DISTRIBUTORE TU... | DISTRIBUIDOR DE TUR... |THXOOX | MO1 MEAT2 | QNOOT HIGY 01 PosPct MV magf ey T
. SALTO LORDO (IMPLANTO) | SALTO BRUTO (PLANTA) | ITHXXOX 100 A0 BL901 HNHD 01 Ghd My mag
] N t t d I p t TENSIONE SBARRA 3 (C) TENSION FERROVIAR!... |ITHXOOOC | A1 o3 84001 MMXU (01 APPVPhs | MV magf
eW a u O m a IO n eve O men TEMPERATURA ARIA FREDDA... TEMPERATURA DE AIR... ITHXOOXX | MO1 MKJ10 87022 STMP 01 Tmp MV magf CREATE NEW REF
° EtC TEMPERATURA RAME 2 TRA_. | TEMPERATURA DE CO.. | THXCOX | MO1 MKT10 81002 stMe o1 Tmp My mag!
LU TEMPERATURA RAME 1 TRA.  TEMPERATURA DE CO. ITHOOXX | MO1 BBT11/BF... BTOO1 STMP o Tmp. MV magf
TEMPERATURA FERRO 4 TRA... | TEMPERATURA DE HE... ITHXOOX | MO1 BET12/BF... 61024 stMe o1 Tmp My mag R
TEMPERATURA FERRO x TRA_. TEMPERATURA DE MIE.. ITHXOOX  MO1 BET12/BF... BTO2x STMP 01 Tmp MV mag
TEMPERATURA 1 OLIO TRAS, TEMPERATURA 1 ACEL ITHOOX | MO1 BBT12/BF... BTO91 STMP 01 Tmp. MV magf
TEMPERATURA 2 OLIO TRAS... | TEMPERATURA 2 ACEL. | ITHXOOX | MO1 B6T12/BF... 61092 stMe o1 Tmp My mag! o
LOGOUT

Microsoft?

SQL Server
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Totalizing
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[ | |
[ | ~
Proces_s Functlonal_. U Renaming
I I 1 modelling decomposition U
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Libraries, Private NS
vocabularies definition
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implementation








IEC 61131-3 engineering specification

i N
G CNCl

Test solution requirements Griei Powar
O OEM independent implementation
O Application is structured according SCL Process section " LIED "\
O Process section is structured according RDS-PP |—>| | |
Q Logic modelling according -90-11 ——
O LNodeTypes (outside shells) are defined as Function Blocks |
O LNode instances are called out in the Process structure
O Some ACSI services (not all) are implemented in the outside shell |—\
Q .pld file is integrated into SCL LNode type, with relevant binding [ [
interface
interf: | SO | TS
Q P t blished togeth th LN DO deset t—
rocess structure is published together wi s as nodesets
on an OPC-UA server l_l |
Communication

TODO: IED mapping
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PLC engineering specification clale)
IEC 61131-3 implementation based on IEC 61850 specification ———

39 — Data
75 Plant D Type
ﬂ% structure ﬂ Template
77 ) (including
l l internal logic)

System

Namespace

Definitions 7= System

(Standard/ NED] A A Specification \ Configutation o '
. I > Description Description ngineering
nga;n/g I process
rivate)
HW functions, Map/select IEDs Zlatforcrln m—
configuration (Physical devices) dependent
implementation

Specification .








PLC implementation ale)

Example: Pump control Green Power

CD.M01.MEX10.GP001 o ™ T w-
ctiVal/stVal (etiVal/stval setVal {etival/stVal]
KPMPOL e fenavemd) CPMPO1 A A
EDM_KPMP_mon3_R1_PLD : : H EDM_CPMP_mon1_r1_PLD
CO.MOLMEXIO/CPMPO1.0p  — InRefl —1 |_OpReq(ACT) 0_EEOp - EEOP{ACT) CD.MO1.MEX10/APMPO1.0p1 —F InRefl — 1_OpReglACT) 0_0p f———————— oOplacm)
. ! .
: osesrt 1 1 locSel(SPC)
v OpCmd|oPC) . 1_OpCmd(DPC) N
OpCntRs|INC) 1_OpCntRs{INC}
CD.M01.CCA10.KF101/LPDIOLInd1  —] InRef3 —1 |_LocKeySeSPS) 0_LocKeySel LocKeySel(ALM) OpTMhAS(ING) _|——— |_OpTmhRs(INC) O_FbkStrFail FhkSteFail(ALM)
CD.MO1.CCAI0KFI01/LPDIOLInd2  —] InRefd —F |_RemKeySel(SPS) 0_RemKeySel [——— — RemKeySel(ALM) : O_FbkStopFail —— — FokStopFail(ALM)
O_DsclocKeySel [ — ~ DsclocKeySel(ALM) InRef3 d KPMP_Loc ©_EEOnFail —— —— EEOnFail(ALM)
CD.MO1.CCAI0.KF101/LPDIOL Ind3  — InRefS — |_EEON(SPS) O_EEOn — = EEOn(ALM) InRefd - KPMP_OpCmd O_EEOHFaill - —— EEOffFail(ALM)
CD.MO1.CCAI0.KFI01/LPDIOLIndd  —] InRef6 —F |_EEOHF(SPS) 0_EEOH —— ——— EEOM(ALM) InRefS - KPMP_PosConn ©_UxpStChg —— UxpStChg(ALM)
0_DscEEOn [—— ———DscEEON(ALM) InRef6 : KPMP_EEHealt O_HiopCnt f—— ——— HIDpCAt(ALM)
CD.M01.CCA10.KF101/LPDIOLIndS  —] InRef? — |_EEConn(SPS) O_EECann [——— EECann(ALM) InRef? - 1_Fok 0_HiOpTmh f—— ——HiOpTmh(ALM)
CD.MO01.CCAL0.KF101/LPDIOLId6  —] InRef8 —] |_EEDscon{SPS) 0_EEDscon [—— EEDscon(ALM) CD.MO1.DBF10/CALHO1.RsOp —] InRef8 - |_FailRs O_MxOpTmh f—— ——MuOpTmh(ALM)
CD.M01.CCAI0.KFI101/LPDIOLInd7  —] InRefd —) |_EETest{SPS) O EfTest [ EETest{ALM) v 0_Fail Fail(ALM) [—» caLHO1
0_DscEEConn —— ——DscEECann(ALM) SetHIOpCatiNG) |—
CD.M01.CCAI0.KFI01/LPDIOLINE  —] InRef10—] |_EEWm1{SPS) 0_EEWm1 |—— EEWm1(ALM) [—> }cAmox SetRIOpTmH{ING) |—]
CD.MO1.CCA10.KFIO1/LPDIOLINAS  —] InRef11—} |_EEFR1(SPS) O_EEFIL [—— EEFIL(ALM) [— SetbOaTmHING] |—
StrFallDITms|ING) |—3 0_Lor p————————————————— Loc|5P5)
—1 I_LNCFg{ING) StapFaDITms(NG) [— 0_0pCrtRs) f——————————————————— OpCntRS{INC)
—1 1 DscDITms(ING) 0_Loc Lae(SPS) UrpChg DT ING) |—] O OpTmhRs f—— OpTmhRs{INC)
—1 |_DscEEConnDITms(ING)  ©_OpCrmd OpCmd{DPC) —] 1_LNCEglING) 0_0pCmd f——————————————— 0pCme(DPC) [~ HMI
—{ I_AImArea(String) 0_PasCann PosConn(SPS) — 1_Aimarea(String) o ———— AISPS)
— I EEFRAImPrio{ING} —] FailAImPrio{ING) O_Fetst CASHINS)
0O_EEHealt ECHealt{ENS) CD.M01.MEX10/APMPO1. LocSubFct — LacRef 1_LocRef(SPS)
CD.MD1MEX10.CLOD1/KTNKOL LevSwlol  —] BlkRef1— |_BIkReHALM) 0_8lk BIK(SPS)
OBeh|— BenENs) okl BIKSPS)
BikRef1 O Beht——— Beh(ENS)
— BikRer2 1_BIKReF(SPS) 0_LocSubFet L (PS)
— BikRef3
TPRSO1 — BikRefd
EDM_TPRS_m1v2_r0_PLD
€D.MO1.CCA10.KF101/LPDIOLInd11(NO) —] InReft —] | Inp1{sPs) 0_sw1 Swi{aLm)
€D.MO1.CCA10.KF101/LPDIOL Ind12(NC) —F InRef3 — | Inp3{sPs)

O_Beh Beh[ENS)

(e
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Case 1 — ABB AC800M — Structured global variables ———

(3 HOM_AC800

Editor Edit View Tools Window Help
RN A A AN
Current Value Data Type Attributes Initial Value I/0 Address /O Description Access Variables |Description A
Mo1 BLO_MO1 =
BHA10 BL1_M01_BHA10
CCA10 BL1_M01_CCA10
CCA11 BL1_M01_CCA11
CCK10 BL1_M01_CCK10
CDE10 BL1_M01_CDE10
CDF10 BL1_M01_CDF10
CDM10 BL1_M01_CDM10
5 BS001 BL2_M01_CDM10_E
L BS002 BL2_M01_CDM10_E
3 TVBRO1 [TVBRstr
- SVBRO1 'SVBRstr
@ Beh HDM_ENS_Behavio hidden
B SetHi2 HDM_ASG 'setpoint for Hight threshold {inst}
@ SetHil HDM_ASG 'setpoint for Hight threshold {Inst}
@ HysHilo HDM_ASG Hysteresis for Hight and Low threshold
B Vbr HDM_MV Measured vibration (typically in Hz)
B Hi2 HDM_ALM the measure exceeded level setting ‘SptHi' {inst}
I~ stVal 0 int retain 0 cHDM_AlarmStateKind: 0=NORM; 1=UNACK; 2=ACKED; 3=RN; 4=LunAck; 5=L Ack etc (61850-90-18)
[~ stAm false bool retain 0 /Alarm State
B g HDM_Quality_b hidden Quality of the attribute(s) representing the value of the data
|— FilterTime 0.0 real coldretain
{— subval false bool hidden false \Value used to substitute when subEna is True
|~ subEna false bool hidden false Used to enable substitution
{— blkEna false bool coldretain false Used to block value
- ctival 0 int 0 cHDM_AlarmCtKind: (61850-90-18)
I~  AlmDis false bool retain hidden false IEC61131: Alarm OPC-AE disabled
|~ AlmSev 600 int retain hidden 600 IEC61131: Alarm severity (from 0 to 1000)
{— CondState |2 dint retain hidden 2 IEC61131: AlarmCond Condition State
[~ almArea |1 int retain 1 Alarm group
{— almPrio 10 int retain 10 Priority: 1,2,3:1000; 4:900; 5,6:800; 7:700; 10:600
I~ alminv false bool retain false Inverted Alarm
L FirstUp false bool IEC61131: First Event
1 4 Hit “lanm arm [tha mascira aveaadad laval cattinn ‘St finctl ad
<1 \_Global Variables A Variables /]| < [ b
Row 10, Col 0
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Case 1 — ABB AC800M — Function blocks for LNodes s

Logical Node - KPMP Logical Node - CPMP
LN_CEME_MONO
L
HDM_LX.LN_CEMP
— : — B ) Ezop| .paIEE
100— cfg EEOpOn - C_II3— =g EECpCmf - ‘
100— cfgMonoBilna EEQOpOIZL. )
M01.CCA10.KF002.LPDIOL. Ind0l cfglateh eEFai1l .
M01 [CCAL0 KF0D3 LPDIOL. 2003 cfgEacCaln EELoct FiTaa
M01 .CCA10.KF002 .LEDIOL. Ind04 AlmP-inPail EEFnkSt=Faill. )
M01 .CCA10.KF002 .LEDIOL. Ind0S ]
M01.CCA10.KF002.LPDI0I . Ind0E Rlmh=ea EEFDKStopFaill . .
fng mmes | aeaaaals 7aTod- .« OpR EEOnFaill PaTse)
I-g; fos— almM3€3 | .. 4 . LocRa?f EEQLZFa1lt -
it 7alod- . BlkRas EEUxpStChg) PaTae
mgg‘(;“ﬁk— TtAlm- - - - {7alad- . KPMPLoo EEHiOpCnt) - a2
TROL] 1 KEMEORCmA EEHiOpTmh| FII5E)
P tzue— XKEMPPoaConn EEMOpTmnt .Falsa)
- (EEI59. | Pk
= P PP T 4 {ZXI%%-  RSia
[Eal=d - Invercedil T LEMPio.
. 0— FilterTimell [
1<<MD1 MEX10.GP002 .KEMP01 KEMPio b o o e e e -
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Case 1 — ABB Symphony+ HMI — OPC DA server and HMI tags —

; . =] Real-time summa -
Available Items in Server 'ABB.AC800MC_OpcDaServer.3': -
=1 Applications - @ E x e ?O - ? N o E
= D HDM_AC800 F Index Name Description / | Current Co... Current... Engineering Unit q
-2 Automatismo 574 MO1_MKAOO_FE040_PDISO1 GR1-CAB: PR1 REX640 40: PERDITA ECCITAZIONE 0
573 M01_MKAOO_FE037_PDUPO1 GR1-CAB: PR1 REX640 40: RITORNO DI ENERGIA 0 +
= 575  M01_MKAOO_FE046_PTOCO1 GR1-CAB: PR1 REX640 46: SQUILIBRIO DI CORRENTE GR 0 +
576  M01_MKAOO_FE0S1_PTOCO1 GR1-CAB: PR1 REX640 51: MAX CORRENTE GR 0 +
577 MO1_MKAOO_FE0S9_PTOVO1 GR1-CAB: PR1 REX640 59: MASSIMA TENSIONE GR 0 +
578  MO01_MKAOO_FEO60_PDIFO1 GR1-CAB: PR1 REX640 60: INTERVENTO PROT 60 0
586 MO1_MKA30_FE064_PHIZO1 GR1-CAB: PR1 REX640 64R: INTERVENTO TERRA ROTORE 0
585  MO1_MKA20_FE064_PHIZO1 GR1-CAB: PR1 REX640 64S: INTERVENTO TERRA STATORE 0
601  MO1_MYA10_FEO87_PDIFO1 GR1-CAB: PR1 REX640 87G: DIFFERENZIALE GENERATORE 0
582 MO01_MKAOO_FE902_XMCBO1 GR1-CAB: PR1 REX640 AN: ANOM STOTZ PROTEZ. GR 0
579 MO1_MKAOO_FE086_PTRCO1 GR1-CAB: PR1 REX640 BL: BLOCCO DA PROTEZIONEGR 0
580  MO1_MKAOO_FE094_PTRCO1 GR1-CAB: PR1 REX640 SC: SCATTO DA PROTEZIONEGR 0
581  MO1_MKAOO_FE901_LPHDO1 GR1-CAB: PRLREX640 WN: ANOMAITA DROTEZIONEGR 0
594  M01_MSA10_FEOS0_RBRFO1 GR1-CAB: | MOI-MKA30_FE0GS PHIZOL =
565  MO1_MEX10_QA101_XMCBO1 GR1-CAB: { | General | Process | Alarm process | Alarm Comments | Appication | Totalzers | Output |
458  L90_PEBOO_BL104_TLSWO1 GR1-CAB: | | T2gExtraReferences | OPC | priority | Network [ DI General [ Dt Process [ DI Feedback | -
610  MO01_PEB20_QMO001_KVLVO1 GR1-CAB: | || & OPC =
611  MO1_PEBS0_QMO01_KVLVOL GR1-CAB: Refresh rate 1000
608  MO01_PEB00_GP001_KPMPO1 GR1-CAB: Read Type 120
609  MO01_PEB00_GP002_KPMPO1 GR1-CAB: Program ID ABB.ACB00MC_OpcDaServer.3
566  MO1_MEY10_AG001_RAV_INS_GE GR1-CAB: Computer Name
567  MO1_MEY10_AGOO1_RAV_INS_LT GR1-CAB: Item ID [Applications.GRUPPO1.M01.MKA30.FE064.PHIZ01
568  MO1_MEY10_AGOO1_RAV_INS_SINC  GR1-CAB: Access Path
569  MO1_MEY10_BS100_TGSWO01 GR1-CAB: Program ID (AE) ABB.ACB00MC_OpcAeServer.3
- 462 MO1_CCA10_KF086_RLKRO1 GR1-CAB: Alarm Source MO1_CAB_175
- 602 MO1_MYY10_KF086_RLKRO1 GR1-CAB:
Available Tags 464  MO1_CCA10_KNO86_RLKRO1 GR1-CAB:
% almArea 604  MO1_MYY10_KN086_RLKRO1 GR1-CAB:
@ almIny 463 MO1_CCA10_KF094_RLKRO1 GR1-CAB:
B aimPrio 603  MO1_MYY10_KF094_RLKRO1 GR1-CAB:
— 471 MO1_CCA10_SF001_PCM_RBE1 GR1-CAB:
W5 blkEna 500  MO1_MKC10_QA001_LPHDOL GR1-CAB:
8 ctival 583  MO1_MKA00_QA001_LPHDO1 GR1-CAB:
) Filter Time 496 MO1_CCA11_QA010_LPHDO1 GR1-CAB:
S 487 MO1_CCA11_QA001_LPHDO1 GR1-CAB:
g:ﬁ:’:p 488 MO1_CCA11_QA002_LPHDO1 GR1-CAB: L)
490  MO1_CCA11_QA004_LPHDO1 GR1-CAB: SCATTO INT. SACA ALIM. POMPA OLIOSOD 1 0
WBstyal 491 MO1 CCA11 OAQ0S | PHDO1 GR1-CAR: SCATTO INT. SACA AITM. POMPA OITOSOD 2 0
Ready | Last Update: 22/05/2020 09:16:32 Filter: 1092 / 1092 SERVER1 AB!








PLC implementation
Case 2 — Siemens Simatic S7-1500 — Global variables, FBs

Mogems  MedSca Vauskim esessci Osine  Stumest Yool Fneste ) Totally Integrated As
Sl sevepogeno & X '8 X 02t 5[0 H G Colegecniine LARE x " PORTAL
Dispositivi \ 15
" = B B ™ unsen ok Copa i £ & o come valcr sttt B, (8 i s s 8, =M= =Y Y St 0, EEB oG E = CLANT " A4S

ITHTEST.MD1 3
v o ~ Nome Velorediowic  Ammmnso. Accessbile.. Smi. Visbde . Velore dii. Controllc Commenso S = ~ =
- frp—— oo SRR : | i
& Q@ ¢ gt v B
» 3 PLCPROVE [CPU 1510551 PN) Q Outpat AR E
» {3 WO CeDeSys [CPU 15131 IN] Q ¢ wowt » o 2
* 3 TOCOHOM [CPU 1513 PN] Q v sun -4
i a .- “amor v = = v Araioginput Actuaeie
a .
a .
= oo
< . o min npnsveg |
+ bacco a .
a o7 v 7 7 v
ofa o7 v v v v Inp max g valdeyvel
a *SIENENS_TOV_r) & v v v — Efauk
< Fivert 1np g detadQual
a 081 0B overflow =4 0etadQual ¢
a PI0" FLTERTME — Filertime
< - OfTme 9 q detwdQual TOP10iep g
= £ > nd BTy, prrreTTY OuORerge — Qual outORange
a » v ¥ v T Fmerout ~—
»a o > Dueagsl v v v 001 TP
a . > Dse spc v v ™ 109 0 detadQual ke — 0ET8IQUN1 7
ol . » oy L v v v | ” > 4, mE o8 g i e
- S ale 1 TMPI0Iep.g
#la . > kol v 2 2 — e (et rce e
a . = Titolo del blocco:
< . v v v - PR
a . v v v w81002
s N v v v Segmento 1:
a . v 7 7 w01 v p—
€6 bmamen Ja . v v v waw0r
Q . v v v swor*
a . v v v ™
orc uA a . v 7 7 PR
e . wei2
a . v 7 7 SEMENS_STMP_142_r1_AM"
wla . v v v '™ [T —
« = EXTERNALLOT
«la . SENENS_ALMLY v v v wotng
a . SHEMENS ALY v v v < — Teme_ O
wla . NN AL v v v -
= M AN A" - 2 7 o \
v T a3 > I S . =
Q Progeioth | " Infoemarioni 1) | % Diagrestica








PLC implementation
Case 2 — Siemens Simatic WinCC Advanced

1, Siemens - CEY Projech NIMCOMACO

3 Y sveprogemo & Xt

Dispositivi

- wKo
W A59ug ruso dapeinno
o Dispositr & ey
» 3 PLCPROVE [CPU 1510551 PN)
» L3 WO CeleSys [ 15131 IN]
» [ TRICO-HOM [CPU 15131 PN]
= 3 TR0 M [SMATIC P statien]

» &

» [ Lingee B Rzone
» ‘) Accessi oskne

» [ Card Readerimemona L2

G Semers
| recosen e 15131 7w

W RN STOP
N R
L B

x

LEPE X "

q Setniual
1-oveton [
2-outomange [l

” PROVA TTMP10 B T

[ AUARMEOy [ AlARMEWe | [ ALLARMECHFal | [ ALLAAME Chécec |

O | [B] wow O[T wow 0)(0] xow OffT| wow O
Coato

7 acked 6 norm 6 norm 6 noem

w0 | || | | S
owen [ | IS || A || N~ || .
e || N (|

199 aase

ChForc

26/05/20 113:59:43.606

Temmpo Stalo  Testo
m

I | (7) BAONE (THTEST 191 MKA10,8T001,TTMP10.0s - OUER RANGE TEMPERATURA O PROUA (pestione) 75/05/2020 11:59:73]

«Pp CCI

Green Power

-8 X

Totally Integrated Automation
— PORTAL

Q Progeieth | *Yinformazioni | % Diagrostica

SIEMENS |







IEC 61131-3 engineering alel
PoC — CoDeSys solution on TwinCAT — Global Variables and types |

P - B
File Edit Project Build Debug TwinCAT TwinSAFE PLC  Team Tool Scope Analyze Window Help Lorenzo Bretto -
o - B - QMW Release - TwinCATRT (x64) - A
Build 4024.0 (Loaded) - #|| | = Ta B ro_Process - -
~ @ X CCHPPPP [Onlin Toolbox
Hydro_Process.HydroProcess.CCHPPPP
Prepared value Address 4 General

L] EDMHydro_ENG_SP_CalclntervalKind_auto 4 T = REE
L] EDMHydro_ENG_SP_CalcMethodKind_auto_2020A (FB) in this group. Drag an item
L] EDMHydro_ENG_SP_CalcModeKind_autc ) onto this text to add it to
&] EDMHydro_§ mc P FaultMeasuredilu ‘pemnd,au(ojf‘lw M01_CCA10 iz
(FB) MO1_CDM10
MO01_DBF10
MO1_MEB20
MO01_MEDOO
MO01_MED10
MED20 M01_MED20
MEV10 MO1_MEV10
MEV20 MO1_MEV20
MEW10 M01_MEW10
MEW20 MO1_MEW20
MEX10 MO1_MEX10
MEY10 MO1_MEY10
MKA00 MO1_MKAOD
MKA20 MO1_MKA20
MKA30 MO1_MKA30
MKA40 MO1_MKA40
MO01_MKC10
MO01_MKDOO
MO1_MKD20
MO1_MKD20_BQOO1
MO01_MKD20_BS001
L] EDMHydro_KPMP_auto_2020A (FB) M01_MKD20_BS011
&) EDMHydro_LPHD_auto_2! ) MO1_MKD20_BS901
MO1_MKD20_BT001
EDMHydro_STMP_auto_2020A

&] EDMHydro_ENG_SP_STot
] EDMHydro_ENS_BehaviourModeKind_auto_2020A (FB)

&) EDMHydro_ENS_SwitchingCapabilityKind_auto_2
4 B EnumTypes

;; EUMH:,um,u
$2 EDMHydro_HealthKind_auto_20

£ EDMHydro_POWSwitchingCapabilityKind_auto_202(

$2 EDMHydro_STotalCalcMethodKind_auto, ENUM)
B GVis

&8 cCHPPPP

feeeeeeeeeeeeeeeeeeee

My
cdcName STRING(255)
) d STRING(255)
L] EDMHydro_SP! dataNs mmc(zss)
&) EDMHydro_STMP_auto_2 @9
> Bon au STRING(255)
- subEna 800L
blkEna 800L =N ~r’
subID STRING(255) w.
cala energy sociely
subQ Quality
instMag AnalogueVaiue
® mag Analoguevalue
#i DINT

#f REAL
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IEC 61131-3 engineering cla

PoC — CoDeSys solution on TwinCAT — Instances callout and online mode

| £xpession Application

M = ® COPPPPMILMKD20.8T001.5TMPLTmp Hydro_Process. Hydro.

cdcName

CCHPPPPMO1 MKD20 BT001 TTMPT_TmeSv } { T CCHPPPPIIGT MKD20 BTC01 STMPT_leRiell

CCHPPFP MO1.MKD20 BT001.STMP1
EDMHydro_STMP_suto X20A

“}=N

cala energy sociely

BECKHOFF

1 Addto Source Control » 36








IEC 61131-3 engineering la¥el

PoC — CoDeSys solution — OPC-UA server publishing N

B Unified Automation UsExpert - The OPC Unified Architecture Client - NewProject™
File View Server Document Settings Help

D BB #=2 XK KO

IAddress Space 8 X Data Access View © Attributes
7 |No Highight ~|[ = Server Node Id Display Name Value Sk ©
10, CHP) 11.MKI 1.5TMP1. I ;
v (2 CCHPPPP ~ ; o it mpm 4 TMP1.Tmp.bikEna 2 :(E'::m Attribute Value
> O an 3 TOpel inqICCHPPPP.MO1.M) 1.5TMP1.Tmp.d d v Nodeld ns=4;5=CCHPPPP.MOL.
> @ 4 %0 se inqICCHPPPP.MO1 STMP1.Tmp.dU o Nemespacelndex 4
5 1O ingICCHPPPP.MOT.M} 1.5TMP1.Tmp.dataNs taNs
> Qu 5  T0 se ing|CCHPPPP.MO. TMP1.Tmp.db db dentifieType - String
v QM 7 %O ase 'CHPPPP.MO1.MKE 1.5TMP1. Tmp.dbRef dbRef Identifier CCHPPPP.MO1.MKD20.!
> @ ccano ER CHPPPP.MO1, TMP1.Tmp.dbTrh dbTh NodeClass Object
o 9 TcOpel. CHPPPP.MOT.MKI 1.5TMP1.Tr range e
> © comto Ao inalCCHPPPP.MO1 TMP1 Tmp.smpfate smpRate Scowsallame Sl
> & DBFI0 11 TcOpel ce inqICCHPPPP.MO1 M} 1.STMP1 Tmp.subE SubEna DisplayName , “Tmp
> © MEB20 12 %O se ingICCHPPPP.MO1 STMP1.Tmp.sublD sublD Description
- 3 To e CHPPPP.MOT.M 1.STMP1. Tmp.zeroDb zeroDb WriteMask
> 1 MED0O 14 X0 CHPPPP.MO1 TMP1.Tmp.zeroDbRef zeroDbRef UserWriteMask 0
> & MED10 15 %0 CHPPPP.MO1.MK 1.5TMP1.Tmp.zeroDbTrh zeroDbTrh e
© meo20 16 X0 CHPPPP.MOT STMP1.Tmp.units.SIUnit Slunit RolePermissions  BadAttributeldinvalid
’ 17 TcOpel ing|CCHPPPP.MOT.M| 1.5TMP1. Tmp.units.multiplier multiplier UserRolePermissions BadAttributeldinvalid (0
> 2 Mevio 18 7O se inqICCHPPPP.MO1 STMP1.Tmp.t. ;:.‘ait:;o'szom ) . ; buteldnvalid
C 19 O se CHPPPP.MOT.Mi 1.STMP1.Tmp.t ondSinceEp.. A stict v
> © Mev20 0 O se CHPPPP.MOT TMP1 Tmp.5ubQ. operatorBlocked EventNotifier None
> K MEW10 21 TeO 'CHPPPP.MO1.MKI 1.5TMP1. Tmp.subQ.source
> 1 MEW20 2 WO CHPPPP.MO1 TMP1.Tmp.subQ.test t
> & MEX10 23 TcOpel CHPPPP.MOT.M 1.5TMP1.Tmp.subQ validity validity
24 1O CHPPPP. N, STMP 1. Tmy f
> 2 MEY10 25 TcOy se ing|CCHPPPP.MO1.M 1.5TMP 1. Tmp.subMag.i i
> 2 MKAOD 2% O se inqICCHPPPP.MOT. STMP1.Tmp.sVC.offSet offSet
27 WO 'CHPPPP.MOT.MKE 1.5TMP1.Tmp.sVC.: scaleFactor
> QO MKa2 % %o CHPPPP.MOT M Tmp,unuC_llme limOb
> D MKA30 29 TcOpel ing|CCHPPPP.MO1.MKI 1, operatorBlocked
1O i CHPPPP. ", 'rum Tr source
> &b KA 31 o CHPPPP.MOT.M) 1.5TMP1.Tmp.q test test
> 2 MKC10 1Oy ase ing|CCHPPPP.MOT. STMP1.Tr lidit validity
> & MKDOO 3 YO e i 'CHPPPP.MO1.MI 1.5TMP1.Tmp.maq.f f
v 2 MKD20 34 TO 'CHPPPP.MO1 TMP1.Tmp.maq.i i
M 3 %o CHPPPP.MOT.MK 1.5TMP1. Tmp.instMaq.f f
> 2 8Qoot EC ) .CHPPPP.MO1 m“‘.ump.mﬂMn.u i
> £ 85001 37 %0 CHPPPP.MOT.M 1.5TMP1 L badReference
- 0 ingICCHPPPP.MO1 STMP1.Tmp.a. deuliQ\uI.hlluve failure
> @ sson 39 0 e inqICCHPPPP.MO1.M} 1.5TMP1. inaccurate
> 2 Bsso1 TeO; ing|CCHPPPP.MO. TMP1 i yoers o
v @ 8To0 41 TeOf CHPPPP.MO1.MKI 1 m’l.Tmpa.deuileLolann
%O CHPPPP.MO1. TMP1.Tmp.q.detailQual.oscillatory
v & ST™MP1 43 1O CHPPPP.MO1.MI 1.5TMP1.Tmp.q.detailQual.outOfRange outOfRange
> & Beh 4 %O CHPPPP.MO1, STMP1.Tmp.q.detailQual.overflow overflow
45 1Oy CHPPPP.MO1.M 1.5TMP1.Tmp.rangeC.IILim.f f
> & Bk % O CHPPPP.MO1 STMP1.Tmp.rangeC lILim.i i
> & BikRefl 47 YOy CHPPPP.MO1.M 001, mn Tmp.rangeC.ILim.f f
> & Ckbxp 48 YOy ‘CHPPPP.MO1. i References
89 1Oy CHPPPP.MOT.Mi 1 f =
> & CleintvPer I CHPPPPMOT i G v @ Foerd
> IntvTy 1 Ty CHPPPP.MOT.Mi 1 f ;
& ClcintvTyp IS e H Reference Target DisplayName
> & CleMod 3 To CHPPPP.MOTM | f HasTypeDefiniti... MV
> & CleMth 54 TOf ;:Dg: 1M 1 i HaslocalVars  cdcName
s 1O
> & ClebietTmms % O CHPPPP.MO1 ‘mp,unqcc maxi H HasloalVars __d
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Take-home messages 'clale)

O ISO/IEC 81346 and IEC 61850 constitute a robust framework for PP modelling

O Enel Green Power strongly believes in standardization and supports IEC 61850
data model as a fundamental pillar for its digital transformation

Q Utilities and vendor are warmly invited to join the activities

O Information modelling is not an enterprise-level activity only, but it requires also a
deep involvement of operational and technical personnel

O It requires proper knowledge and efficient tools

O Extension possibilities offered by IEC 61850 standard are real enabler for PP
effective modelling

O Further developments like top-down specification and IEC 61131 implementation
open value-added possibilities for efficient automation and improved information
consistency







Thank you! clalel

Green Power

Marco Pinelli — marco.pinelli@enel.com
Giuseppe Rigadello — giuseppe.rigadello@enyr.eu
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Hydro integrated data value chain clalel!

Data Model support digitalization process from the raw output up to the fully managed

Green Power
information
Maintenance Plan
Remote  Optimization
Monitorin
Plant O&M operators utomated Health Other REN Distribution
Management training tatus Assessment Technology  Grid
SCADAPL Telecontrol Data Hydro Plant
ADA/PL ' !
Archive Performance Prescriptive \ /
\ Analytlcs SRSt maintenance U
Data o
Gathering EE
Power plant Process O&M Process Power Plant
data history improvement Interoperability
Operational

Efficiency Models
y Data Quality

Predictive
maintenance

Main Benefit: the standardize data model will propagate from the heart of the power plants to the end of the value chain







Enel Data Model — Totalizing approach

Consistency throughout the whole data chain

Plant
Management
Telecontrol paia Archive ERP
SCADA/PLC
Data | ANALYTIC
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POWER PLANT PROCESS
DATA HISTORY
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Efficiency
Models Predictive

maintenance
Main Benefit: the standardized data model will propagate
from the heart of the power plants to the end of the data value chain
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[ G:\Shared drives\Projects\2019003 EGP Data FP_Signal_list_D. D hydroP scl - Notepads+
File Edit Search View Encoding Language Settings Tools Macro Run Pluging Window ?

cHHE LR |IsMR|2enyg ax BRI T EDRAe» BERB
BED2015A.compmons o £3 Hte s B3

N w N e

<?xml version="1.0" encoding="UTF-8"2>
<SCL xmlns="http://www.iec.ch/61850/2003/SCL" revision="B" version="2007" release="4">
<Header id="NazzanoProcess" nameStructure="IEDName" revision="RO00" toollID="Helinks STS 2.255.1.37" version="V0.0">
<Communication/>
<DataTypeTemplates>
<Process name="CCHPPPP" type="Plant">
<Process name="AO1" type="Main System">
<Process name="AEC21" type="System">
<Function name="ProcessFunction">
<LNode iedName="None" ldInst: AEC21) " 1nClass="IHND" lnInst="1" 1nType="EDMHydro_IHND_ auto_2020A" prefix=""/>
</Function>
<Process name="BA0OO1" type="Component">
<Function name="ProcessFunction">
<LNode iedName="None" ldInst="CCHPPPPAO1AEC21BAOO1ProcessFunction" 1lnClass="MMXU" lnInst="1" InType="EDMHydro MMXU_auto_2020A" prefix=""/>
</Function>
</Process>
</Process>
<Process name="AES21" type="System"/>
<Process name="ARE10" type="System">
<Process name="AKE21" type="System">
<Process name="CCM21" type="System">
<Process name="AEC31" type="System">
<Process name="AEC14" type="System">
</Process>

<Process name="CO1" type="Main System">
<Process name="LOO" type="Main System">
<Process name="LO1" type="Main System">
<Process name="L90" type="Main System">
<Process name="M0O1" type="Main System">

<Process name="CCA10" type="System">

<Process name="CDF10" type="System">
_____<Process name="CDM10" type="System">

<Process name="DBB10" t.ype-"syne-"b

<Process name="DBF10" type="System">
<Process name="LNC10" type="System">

48
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ENERGIFORSK IEC 61850 NATVERKSTRAFF Il - 2020
2020-11-26 och 27

Update om TC 95 (Measuring relays and protection equipment)
WG2 och MT4 aktiviteter

Andrea Bonetti, Megger Sweden AB, 2020-11-27

SWECO ﬁ

A. Bonetti : Update om TC 95 WG2 och MT4 aktiviteter — Natverkstraff 11 2020 — Energiforsk — 2020-11-26 and 27







Dag 1 09:00-12:00 2020-11-26 AGENDA

= 09:00 - 9:30 Introduktion och deltagarpresentation

e 09:30 - 09:50 Svk experience from FAT testing with IEC61850 (Florin eller Daniel, Sweco)

* 09:50 - 10:00 Paus

* 10:00 - 10:45 Enel Green Power 61850 Data Model: project presentation (Giuseppe Rigadello)

* 10:45 - 11:00 Paus

= 11:00 — 12:00 Workshop, gemensamma diskussioner, avslutning och snabb introduktion av
morgondagen

Dag 2 09:00-12:00 2020-11-27

* (09:00 — 09:05 Introduktion dag 2

e 09:05 - 9:50 Update om TC 95 (Measuring relays and protection equipment) WG2 och MT4
aktiviteter (Andrea Bonetti, Megger)

* 09:50 - 10:00 Paus

= 10:00 - 10:30 Teknisk broschyr om IEC
61850 User Expectations and Stakeholders Intertactions (Berkan Kapkac, Vattenfall)

* 10:30 - 11:00 Gemensamma diskussioner och avslutning

* Information kring workshop dag 1: diskussioner i mindre grupper kring utmaningar med
implementering av IEC61850 kopplat till smarta elnqit.

Megger.

Power on
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Standardization is the Way to
Sustain the Gains

a7

Future
state

Without
standardization, all
my improvements will
roll back with time...

https://www.slideshare
.net/oeconsulting/stan
dard-work-by-

operational-
excellence-consulting

Present
state STANDARDIZATION

Standardization is a tool that will ensure
your improvements will be sustained.

Megger.
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This Presentation is based on the IEC TC 95 Plenary Meeting
2020-11-05 and 06
AND
on the participation to related IEC activities

TC 95 Measuring relays and protection equipment

Scope Structure Projects / Publications  Documents  Votes Mestings  Collaboration Platform
CICT RN €~ |
TC 95 Plenary Meetings
Meetings Date Location Documents
Agenda : 95/430A/DA
21134 kB

A| 24944 kB
(2020-09-25)

Last meeting 2020-11-05 to 2020-11-06 Virtual meeting

vieyger:

4 Power on
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WHAT IS TC 95?

https://www.iec.ch/dyn/www/f?p

TC 95 Measuring relays and protection equipment =103:7:0::::FSP_ORG_ID,FSP
LANG 1D:1291,25

TC 95 Subcommittee(s) and/or Working Group(s)

g—
—
—

Label Title
Working Groups https://www.iec.ch/dyn/www/f?
WG 2 Protection functions with Digital Input / Output pP=103:29:13380929668042::::F
Maintenance Teams SP ORG |D, FSP LANG |D1
MT 1 Vocabulary and terminology 291,25#1
MT 2 Electromagnetic Compatibility (EMC) Requirements for Measuring Relays and Protection Equipment
MT 3 Electrical relays - Measuring relays and protection equipment
MT 4 IMeasuring relays and protection equipment - Functional standards
MT DLMT Dual Logo Maintenance Team (IEC/IEEE 60255-24)
Vegger.
5
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WHAT IS TC 95?

https://www.iec.ch/dyn/www/f?p

TC 95 Measuring relays and protection equipment =103:7:0::::FSP_ORG_ID,FSP
LANG 1D:1291,25

|

I Sverige: TK 94/95 https://elstandard.se/kommi
Ordforande: Carl Byman (Hitachi — ABB) tte/tk-9495/

ol
dra B ﬂmsx R . . )
- A sy ELSTANDARD Standarder  Handbocker  Tekniska kommittéer  Bli deltagare  SEK e-Standard ~ SEK Shop
ATLANTIC — i

OCEAN Crambantoms, s
e Fastséller all svensk standard inom elomradet

= | '- SEK TK 94 /95

S‘ Relaer och relaskydd

R s

- Megger-

Power on
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TC 95 Measuring relays and protection equipment

gl Projects / Publications Collaboration Platform

c National
envener Committee
I Murty Yalla us

https://www.iec.ch/dyn/www/f?p=10
3:14:13380929668042::::FSP ORG
ID,FSP LANG 1D:2894,25

7

The “maintenance team 4”: TC 95/MT 4

CITT RN £~ |

Subcommittee(s) and/or Working Group(s) > TC95/MT 4
MT 4 Convenor & Members Ea Title & Task

MT 4

Measuring relays and protection equipment -
Functional standards

Megger.
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The “Working Group 2”: TC 95/WG 2

TC 95 Measuring relays and protection equipment

SiGidi=l Projects / Publications Collaboration Platform

Subcommittee(s) andfor Working Group(s) > TC 95/WG 2 (8 Login | m-
WG 2 Convenor & Members Em Title & Task
Mational
CRnEaO Committee WG 2
Mr Volker LEITLOFF FR Protection functions with Digital Input / Output

+ Investigate issues, proposals and questions related to
protection functions with digital inputs and outputs and elaborate
corresponding recommendations and proposals for TC95.

* Provide guidelines and templates for other TC95 working
bodies, in particular MT4, to include aspects related to
protections functions with digital inputs and outputs in product
standards covered by TC95. This includes testing and Basic

https://www.iec.ch/dyn/www/f?p=103:14 Application Profiles (BAP).

:13380929668042::::FSP ORG ID.FS + Elaborate standards and guidelines within the scope of TC95
* . related to protections functions with digital inputs and outputs,
P LANG |D20344,25 both analog and binary. This includes also issues related to the

time synchronisation.

+ Establish, organise and coordinate the exchange with other IEC
Technical Commitiees related to protection functions with digital
inputs and outputs. This concerns in particular TC17, TC38 and

Megger.
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WHAT IS TC 95?

https://www.iec.ch/dyn/www/f?p

TC 95 Measuring relays and protection equipment =103:7:0::::FSP_ORG_ID,FSP
LANG 1D:1291,25

TC 95 Subcommittee(s) and/or Working Group(s)

g—
—
—

Label Title
Working Groups https://www.iec.ch/dyn/www/f?
WG 2 Protection functions with Digital Input / Output pP=103:29:13380929668042::::F
Maintenance Teams SP ORG |D, FSP LANG |D1
MT 1 Vocabulary and terminology 291,25#1
MT 2 Electromagnetic Compatibility (EMC) Requirements for Measuring Relays and Protection Equipment
MT 3 Electrical relays - Measuring relays and protection equipment
MT 4 IMeasuring relays and protection equipment - Functional standards
MT DLMT Dual Logo Maintenance Team (IEC/IEEE 60255-24)
Vegger.
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The “Maintenance Team 1”: TC 95/MT 1

TC 95 Measuring relays and protection equipment https://www.iec.ch/dyn/wwwi/f?p=103:14:13380929
668042::::FSP_ORG ID,FSP_LANG 1D:2896,25

Siiwil-l Projects / Publications Collaboration Platform

Subcommittee(s) and/or Working Group(s) > TG 95/MT 1 (8 Login | m-

Title & Task

MT 1 Convenor & Members

c National
onvenor Committee MT '1
CN Vocabulary and terminology

Mr Xicai Zhao

International
IEC Electrotechnical
M Commission

Queries, comments, suggestions? Please contact us

[Electropedia: The World's Online Electrotechnical Vocabula E L E CT R O P E D I A

‘ Query: | Language: |English ~ Subject area:

Search Clear [ search also in definitions Numbers correspond to table below

Electropedia is produced by the IEC, the world’s leading organization that prepares and publishes International Standards for all electrical, electronic and related technologies — . . .
collectively known as “electrotechnology”. Electropedia (also known as the "IEV Online") contains all the terms and definitions in the International Electrotechnical Vocabulary or IEV http ://WWW_ electroped I a. Orq/I eV/IeV. n Sf/W
elcome?OpenForm&Seq=1

which is published also as a set of publications in the IEC 60050 series that can be ordered separately from the |EC webstore

Electropedia is the world's most comprehensive online terminology database on “electrotechnology”, centaining more than 22 000 terminological entries in English and French
organized by subject area, with equivalent terms in various other languages: Arabic, Chinese, Czech, Dutch (Belgian), Finnish, German, Italian, Japanese, Korean, Mongolian,
Norwegian (Bokmal and Nynorsk}, Polish, Portuguese, Russian, Serbian, Slovenian, Spanish and Swedish (coverage varies by subject area).

The world’s experts in electrotechnical terminology work to produce Electropedia under the responsibility of IEC Technical Committee 1 (Terminolegy), one of the 204 IEC Technical

Committees and Subcommittees
Subject areas - Click on title for list of terms

Megger.
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Subject areas

ELECTROPEDIA: Subject Areas

- Click on title for list of terms

141
151
161
171
192
195
212
221
N

32

33

314

a1
351
ar1

Mathematics - General concepts and linear algebra
Mathematics - Funclions

Quantities and units

Fhysics for electrotechnology
Electrochemistry

Electromagnetism

Circuit theory

Polyphase systems and circuits

Electrical and magnetic devices
Electromagnetic compatibility

Digital technology — Fundamental concepts
Dependahilty

Earthing and protection against electnc shock
Electrical insulating solids, liquids and gases
Magnetic materials and components

Electrical and electronic measurements - General terms
relating to measurements

Electrical and electronic measurements - General terms
relating to electrical measurements

Electrical and electronic measurements - Types of
electrical measuring instruments

Electrical and electronic measurements - Specific terms
according to the type of instrument

Instrument transformers
Control technology
Telecontrol

11

601

602

603

605

614

617
651
691
692

701
T02
T04
705
712
713

714
715
716

Generation, transmission and distribution of eleciricity -
General

Generation, transmission and distrioution of electncity -
Generation

Generation, transmission and distribution of electncity -
Power systems planning and management

Generation, transmission and distribution of electncity -
Substations

Generation, transmission and distribution of eleciricity -
Operation

Organization/Market of electricity
Live working
Tariffs for electricity

Generation, transmission and distribution of electrical
energy — Dependability and guality of service of electric
power systems

Telecommunications, channels and netwaorks
Oscillations, signals and related devices
Transmission

Radio wave propagation

Antennas

Radiocommunications: transmitters, receivers, networks
and operation

Switching and signalling in fzlecommunications
Telecommunication networks, teletraffic and operation

Integrated services digital network (ISDN) - Part 1:
General aspects

A. Bonetti : Update om TC 95 WG2 och MT4 aktiviteter — Natverkstraff 11 2020 — Energiforsk — 2020-11-26 and 27

http://www.electrope
dia.org/iev/iev.nsf/w
elcome?OpenForm&

Seg=1
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ELECTROPEDIA: Subject Areas

395 Nuclear instrumentation: Physical phenomena, basic 721 Telegraphy, facsimile and data communication
concepts. instruments, systems, equipment and detectors 722 Telephony
411 Roiating machinery 723 Broadcasting: Sound, television, data
415 Wind trhine generator systems 725 Space radiocommunications ELECTROPEDIA
421 Power transformers and reactors 726 Transmission lines and waveguides .
426 Equipment for explosive atmospheres 731 Optical fibre communication http://www.electropedia.or
431 Transductors 732 Computer network technology g/iev/iev.nsf/welcome?Ope
436 Power capacitors 741 Internet of Things (loT) nForm&Seg=1
441 Switchgear, controlgear and fuses 2801 Acoustics and electroacoustics
442 Electrical accessories TC 95/MT 1 802 Ulirasonics
444 Elementary relays 806 Recording and reproduction of audio and video
445 Time relays 807 Digital recording of audio and video signals
447 Measuring relays 8038 Video cameras for non-broadcasting
448 Power system protection 811 Electric traction
461 Electric cables 815 Superconductivity
466 Cwverhead lines 821 Signalling and security apparatus for railways
471 Insulators |EC 60255-447 826 Electrical installations
482 Primary and secondary cells and batteries 841 Industrial electroheat
485 Fuel cell technologies 845 Lighting |EC 60255_4472020
511 Mano-enabled electrotechnical products and systems 851 Electric welding
521 Semicnrdgmnrde}:{ices ;and itntegrar:eEngcuits 871 Active assisted living [AAL) https://webstore.iec.ch
523 Micro-electromechanical systems (| ) 881 Radiology and radiological physics . .
531 Electronic tuhes 891 Electrobiology [publication/60935
541 Printed circuits 901 Standardization
551 Power elecironics 902 Conformity assessment
561 Piezosleciric devices for frequency control and selection 903 Risk assessment
I lectronic eguipment i izafi i i
581 Electromechanical components for gl quip 404 EPD\.;angn:r?éaéié?:;grdlzatmn for electrical and electronic M e g g er‘n
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TC 95 Measuring relays and protection equipment

Siail= Il Projects / Publications Collaboration Platform

Subcommittee(s) and/or Working Groupis) > TC 95/MT 2

c MNational
onvenor .
Committee

Mr Florian Eckelmann DE

https://www.iec.ch/dyn/www/f?p=103:14
:13380929668042::::FSP ORG ID,FS
P LANG 1D:2898,25
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The “Maintenance Team 2”: TC 95/MT 2

CITT DR |

MT 2 Convenor & Members Em Title & Task

MT 2

Electromagnetic Compatibility (EMC)
Requirements for Measuring Relays and
Protection Equipment

Megger.
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A. Bonetti : Update om TC 95 WG2 och MT4 aktiviteter — Natverkstraff 11 2020 — Energiforsk — 2020-11-26 and 27




https://www.iec.ch/dyn/www/f?p=103:14:13380929668042::::FSP_ORG_ID,FSP_LANG_ID:2898,25





The “Maintenance Team 2”: TC 95/MT 2

Current Project: IEC 60255-26 Edition 4.0 IEC 60255-26:2013

Measuring relays and protection equipment - Part 26:
Electromagnetic compatibility requirements

main changes compared to Edition 3.0 ¢ 95 | Additonal nformaton

+ Radiated RF immunity test extended to 6 GHz
« Update of RF immunity spot frequencies test (radio transmitter)

higher requirements against puwer—freque_ncy magnetic fields
(100 A/ m continuously, 1000 A / m short time) The majority of questions TC 95

+ Revision of relay settings with updating IEC 60255-1 Ed.Z2 receives is related to
* New Annex with background information on spot frequency tes -26, -27 and -1.

https://webstore.iec.ch/publication/1171

* New Annex for EMC Risk Assessments These standards are very much

« New Annex with guidance on radio interfaces used.

» References reviewed and updated to the latest EMC basic The setting question is raised
standards very often!

Megger.

Power on
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TC 95 Measuring relays and protection equipment

Siglladiccl Projects / Publications Collaboration Platform

Subcommittes(s) and/or Working Group(s) > TC95/MT 3

c National
onvenor Committee
Wr AP Millard GB

https://www.iec.ch/dyn/www/f?p=103:14
:13380929668042::::FSP ORG ID,FS
P LANG 1D:2905,25

15

The “Maintenance Team 3”: TC 95/MT 3

CITT RN |

MT 3 Convenor & Members Ea Title & Task

MT 3

Electrical relays - Measuring relays and
protection equipment

Megger.

Power on
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The “Maintenance Team 3”: TC 95/MT 3

The majority of questions Tc 95
receives is related to
-26, -27 and -1.

These standards are very much
used.

Alignement between -26 and -1 and -27

MT 3 Responsibility
« |[EC60255-1

- Measuring relays and protecti

« |EC60255-27

- Measuring relays and protection equipment - Part 27: Product safety requirements

« |EC60255-21-1, -2, -3

— Measuring relays and protection equipment : Mechanical tests

uipment - Part 1: Common requirementg

Megger.

Power on
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The “Maintenance Team 3”: TC 95/MT 3

IEC60255-1 Measuring relays and protection equipment
- Part 1: Common requirements

Change summary

+ Reference added for dealing with multifunction relays

« Communication considered an integral part of the protection
 New annex on environmental locations added

« Updated to include protection setting aligned across IEC60255-1, IEC60255-26
and IEC60255-27

Status

« CDV late 2021 Planned! It can change!

17
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The “Maintenance Team 3”: TC 95/MT 3

IEC60255-27 Measuring relays and protection equipment
- Part 27: Product safety requirements

Change summary

« Scope of standard clarified

* Multiple ambiguities corrected in the document

« Annex G Risk assessment added

« Updated to include protection setting

» Aligned across IEC60255-1, IEC60255-26 and IEC60255-27

Status

Megger-.
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And for IEC 61850..
-« Why are the %1, -26, -27” important?

https://webstore.iec.ch/publication/6010

IEC IEC 61850-3

=
®

INTERNATIONAL
STANDARD

Communication networks and systems for power utility automation —
Part 3: General requirements

Edition 2.0 201312

1 Scope

This part of IEC 61850 defines the general requirements, mainly regarding construction,
design and environmental conditions for utility communication and automation IEDs and
systems in power plant and substation environments. These general requirements are in line
with requirements for IEDs used in similar environments, for example measuring relays and
protection equipment.

When communication or automation IEDs are an integral part of another device in the power
plant or substation, then the environmental requirements for the device itself apply to the
communications equipment.

Megger.
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And for IEC 61850..
-« Why are the %1, -26, -27” important?

https://webstore.iec.ch/publication/6010

IEC IEC 61850-3
INTERNATIONAL
STANDARD

Communication networks and systems for power utility automation —
Part 3: General requirements

Edition 2.0 201312

Many references to the "-1”, 26" and ”-27”
in the ”IEC 61850 PART 3”

6.6 Product safety requirements
6.6.1 Clearances and creepage distances

6.6.1.1 General

Where there is any doubt that the required clearance and creepage distances are combliant
with the values in the appropriate table from Annex C of IEC 60255-27:2013, measurements
shall be made. Where the minimum clearance value is not met, then the clearance may be
proven by testing.

Any ”24/7” |EC 61850 product

In your System?
Testing to prove the clearance in air cannot be used to demonstrate compliance of the

associated creepage distance. Th|nk abOUt IEC 61850'3'

N
Where a transient suppressor is used to reduce the overvoltage, the circuit shall be tested to O ‘
show that it withstands the application of 10 positive and 10 negative impulses from a source QO
impedance of 2 ). Surge test generator characteristics and impulse voltage amplitude for a

differential and/or common mode supply input according to |[EC 80255-26 shall be used. Megger
5}
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Details about

TC 95/MT 4
and
TC 95/WG 2








The “maintenance team 4”: TC 95/MT 4

At the time of writing, the IEC 60255-1xx standards that have already been published are:

e |EC 60255-151:2009, Functional requirements for over/under current protection
e |EC 60255-127:2010, Functional requirements for over/under voltage protection
e |EC 60255-149:2013, Functional requirements for thermal electrical relays

e |EC 60255-121:2014, Functional requirements for distance protection

e |EC 60255-181:2019, Functional requirements for frequency protection

e |EC/IEEE 60255-24:2013, Common format for transient data

” @lEEE exchange (COMTRADE) for power systems
’ e |EC/IEEE 60255-118-1:2018, Synchrophasor for power
systems - Measurements Megger.
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The “maintenance team 4”: TC 95/MT 4

TC 95 Subcommittee(s) and/or Working Group(s)

Label Title

Working Groups
WG 2 Protection functions with Digital Input / Qutput

Maintenance Teams

MT 1 Vocabulary and terminology

MT 2 Electromagnetic Compatibility (EMC) Requirements for Measuring Relays and Protection Equipment
MT 3 Electrical relays - Measuring relays and protection equipment

MT 4 IMeasuring relays and protection equipment - Functional standards

MT DLMT Dual Logo Maintenance Team (IEC/IEEE 60255-24)

e |EC/IEEE 60255-24:2013, Common format for transient data
exchange (COMTRADE) for power systems
e |EC/IEEE 60255-118-1:2018, Synchrophasor for power
systems - Measurements Megger.

Power on

1EC

®
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The “maintenance team 4”: TC 95/MT 4

At the time of writing, the IEC 60255-1xx standards that are planned are:

e |EC 60255-187-1, Functional requirements for restrained and unrestrained differential

protection of motors, generators and transformers  Ready by 20217
(may change)

Ready by 2024 onward (may change)

IEC 60255-187-3, Functional requirements for biased (percentage) differential relays for

@ IEC 60255-187-2, Functional requirements for busbar differential protection
([ ]
@ transmission lines

Megger.
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For whom are the standards?

At the plenary meeting in Nov 2020 it has been decided to clarify the scope of TC 95:

FIRST PART OF THE SCOPE:
WHICH EQUIPMENT?

The scope of TC 95 is the standardisation of measuring relays, protection equipment and
protection functions embedded in any equipment or systems used in various fields of
electrical engineering covered by IEC, including combinations of devices and functions that
form schemes for power system protection. TC 95 scope includes control, monitoring, and
process interface related functions and equipment used with proteciion systems (such as
automatic reclosing, fault location, teleprotection or process data interfaces, and fault
recording); as well as protection and protection related functions of distributed energy

resources (DER) or inverter based resources (IBR).

Megger.
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For whom are the standards?

At the plenary meeting in Nov 2020 it has been decided to clarify the scope of TC 95:

SECOND PART OF THE SCOPE:
WHO SHOULD USE THE STANDARDS?

The concepts and definitions described in the standards developed by TC95 are intended for
all power system protection engineers, dealing with the various activities related to protection
functions and protection relays. These include specification of functional and product design
requirements and design qualification type tests. These requirements and type tests can be
used with interpretation for FAT (Factory Acceptance Tests), SAT (Site Acceptance Tests),

commissioning and maintenance tests.

Megger.

Power on
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For whom are the standards?

From the Strategic Business Plan of TC 95:

D. MarkET DEMAND

Customers of standards produced by TC 95 include electricity supply utilities, manufacturers of
power system protection relays and their test equipment. Industrial users who are concerned with
the distribution of electrical power within their own environments. Currently, there is a reasonable
cross section of these customers represented within the technical committee and its working
groups.

All TC 95 publications are widely used at the regional and national level and often used as the
basis for contracts. As an example, some TC 95 publications are used to support European
directives and as the regulation for product certification.

The maintenance of TC 95 standards, taking into account changes in technology, forms an
increasing part of the work compared to the preparation of new standards for the time being, but
TC 95 will develop more and more new functional standards to meet the needs of changes in
technology and demands of market trends

https://www.iec.ch/public/miscfiles/sbp/95.pdf Megger
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For whom are the standards?

New IEC protection standards for all e Protection relay manufacturers: type tests performed

Megger’s Andrea Bonetti discusses the importance of the new International Electrotechnical Commission (IEC) standards and how they

apply to everyone who works with relay protection systems. I n CO h e re nt Way

Share:

12th July 2019 by Networks

e Final users: technical specifications; create user’s
profiles based on standardized definition and
standardized methodologies.

Minimum effort: At least please specify protection

relays compliant to IEC 60255-1xx series

END USER?

The IEC’s Technical Committee 95 is working on the IEC 60255-1xx series of standards covering functional
requirements for measuring relays and related equipment used to protect electrical distribution and transmission
systems.

https://networks.online/technology-
operations/new-iec-protection-standards-for-all/

WE NEED YOU IN TC 95! Megger.
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‘ S0k
voltimum

‘ ELNYHETER PRODUKTER  SKOLA  EXPERTPANELER  AKADEM  FORUM

arhar. Hem > Branschnyheter > Darfor ar standardemna for relaskydd viktiga

Gom
Darfor ar standarderna for relaskydd
viktiga

Mer lokal elproduktion och automatiserade elnét staller nya krav pa utrustningen som
skyddar elnatet och som overvakar dess egenskaper och funktion.

https://www.voltimum.se/articles/darfor-ar-standarderna-
relaskydd-viktiga

29

For whom are the standards?

Relay test equipment manufacturers: provide the
standardized test methodologies and use the
standardized definitions (accuracy, operate time etc)
Relay test engineers: “speak” the same language,
compare apples with apples, minimize
misunderstandings, speed-up commissioning activities

Megger.

Power on

A. Bonetti : Update om TC 95 WG2 och MT4 aktiviteter — Natverkstraff 11 2020 — Energiforsk — 2020-11-26 and 27




https://www.voltimum.se/articles/darfor-ar-standarderna-relaskydd-viktiga





Papers/Thesis about IEC 60255-1xx series

The IEC 60255-121:2014 standard and its impact on performance specification,
testing and evaluation of distance protection relays

Publisher: IEEE A POF

Andrea Bonetti; Murty VLS. Yalla; Stig Holst Al Authors

https://ieeexplore.ieee.org/document/7520031

Dynamic Testing of Distance Protection

Dedi Mahendra, Dedi (author)
@ As the primary protection of high voltage (HV) and Extra high voltage (EHV) transmission networks, distance protection
needs to operate properly under all possible fault conditions. It needs to operate as fast as possible for internal fault, while
SISt also must be able to discriminate between the internal and the external faults to prevent...

master thesis 2017
https://repository.tudelft.nl/islandora/search/Dynamic%20Testing%200f%20Distance%20Protection?collection=education

Bringing ROCOF into spotlight in Smart Grids: new standardization and UFLS
method

Publisher: IEEE [8 PDF

Andrea Bonetti: Janez Zakonjsek: Urban Rudez  All Authors  NttDS://ieeexplore.ieee.org/document/9248722 Megge o
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IEC 61850 is one of the Where is IEC 61850?

CORE STANDARDS

for Smart Grid, according to IEC
Relay

N IEC 61850 Protection

I EC Electrotechnical

e o i s (TC 95/WG 2) (TC 95MT 4)

Core |IEC Standards

Gver 100 IEC Standards have been identified as relevant to the Smart Grid.
Below is a list of the core standards. The complete list of IEC Standards
(by importance and relevant application) is also available for download.

L 424 kB
Smart Grid
. - X IEC/TR 62357: Service Oriented Architecture (SAQ)
Optimal electricity delivery
Background
IEC §1970: Commeon Information Model (CIM) / Energy Management
Smart Grid

Standards Map

IEC 61850: Power Utility Automation I EC : Smart G rid? Smart
Roadmap

User Benefits IEC 61968: Common Information Model (CIM) / Distribution Management E I E C 6 1 8 5 O G rl d
IEC Standards
IEC 62351: Security
Challenges
Development IEC 62056: Data exchange for meter reading, tariff and load control

Waorld Smart Grid Forum

IEC 61508: Functional safety of electrical/electronic/programmable electronic safety related systems P rote Ctl O n
Privacy | Contact | IEC offices f ’ in @ u Copyright @ IEC 2019. All rights reserved. Of th e

S t Grid
https://www.iec.ch/smartgrid/standards/ mart LT

Megger.

Power on
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The “Working Group 2”: TC 95/WG 2

TC 95 Measuring relays and protection equipment

SiGidi=l Projects / Publications Collaboration Platform

Subcommittee(s) and/or Working Group(s = TC 95/WG 2 (8 Log in_|
WG 2 Convenor & Members Em Title & Task
- National
envenor Committee WG 2
Mr Volker LEITLOFF FR Protection functions with Digital Input / Output

The “|EC 61850 Technical Report” for
protection applications

MEASURING RELAYS AND PROTECTION EQUIPMENT-

Part 216-1: - Guidelines for Requirements and Tests for Protection
Functions with Digital Inputs and Outputs
(may change)

Megger.
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The “IEC 61850 Technical Report” for protection applications

138! TC95 WG2 Scope

= Protection functions with digital inputs and outputs

® Requirements for processing of subscribed data complying with
IEC 61850 and IEC 61869 standards.

= Streams of digital Sampled Values (SV) representing energising inputs of the
protection function.

= GOOSE and/or reports [cb position, cb failure]
B Requirements regarding time synchronisation
® Requirements for IED hosting protection functions

® Qut of scope of WG2
® Analog Process interface
[SAMU, IT, LPIT, MU covered by IEC 61869 series]

B PACS communication network
[IEC 61850 based user defined architecture]
-> impact on overall performance of the functional chain

® Confiauration file handlina [TC57 WG10 (71

Megger.

Power on
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The “IEC 61850 Technical Report” for protection applications

138 AhWG3 - WG2 Meetings and Experts
& Date Venue Comment
1 May, 24 2017 Paris (FR) Kick-off
2 October 2017 Paris (FR)
3 April 2018 Oslo (NO) with MT4
4 September 2018 Nanjing (CN)
5 March 2019 Vienna (AT)
6 Sept 2019 Glasgow (UK)
7 Oct 2019 Glasgow (UK) With MT4
8 March 2020 Web - 3 days Initially planned in Klaus AT
8b April — May 2020 Web - 10 x 4h
9 May — July 2020 Web - 8 x 4h Initially planned in Dubrovnik, HR with MT4
10 Sept - Oct 2020 Web - 6 x 4h
WG composition (Sept 2020):
« 33 experts
: Viegger-
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The “IEC 61850 Technical Report” for protection applications

[ge¢l Review of available standards and stan
IEC Standards TC 95 TC 38 TC57

IEC 61850 series
Communication networks
and systems for power
utility automation

IEC 61869-6:2016
Instrument transformers -
Part 6: Additional general
requirements for low-
power instrument
transformers

IEC 61869-9:2016
Instrument transformers -
Part 9: Digital interface for
instrument transformers

IEC 61869-13 [FDIS 2020]
Instrument transformers -
Part 13: Stand Alone
Merging Unit (SAMU)

Subscribing
Fonctions

Megger.

Power on
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The “IEC 61850 Technical Report” for protection applications
Ve g ity B .S oves [N
158 TR Outline and Progress

July 2020 a

Clause | Title
1 Scope and Object

2-3-4 | References, Terms and Definitions
5 Characteristics of the acquisition |IED (MU)

6 Considerations related to Communication NW
7 Engineering and Configuration of Protection
functions S , g
8 Digital Inputs of Protection Functions Review completed | 2
9 Digital output of protection function Review oompleted i
10 Requirements for the IED hosting the prot. function ‘ﬁeviéw.'wnﬁleted"' qg,'
1" IEC 61850 based supervision and monitoring ‘x
12 Tests %
13 Conclusions and recommendations Review completed =
Annexes | BAP, Transfer Function, Recommendations for To be written or M e g g er.
36 Power on
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A. Bonetti :

A

The “IEC 61850 Technical Report” for protection applications

Itis a TR... It is not a Standard.. SHALL or SHC

The TR makes use of many “shall”...
|ghtm :

0ug What should | do when | read a “shall"?

This Technical Report is intended to serve as base for standards developed by TC 95. For this
reason, the terms “shall® and "should” are used like in a TS or IS, even if no mandatory
requirements can be contained in a TR. It is understood that they do not represent mandatory
requirements raised by this Technical Report

The use of “shall" and “should”® facilitates the understanding of the TR and the discussion of
their proper use is considered to smooth the subsequent development of standards

37
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A. Bonetti :

The “IEC 61850 Technical Report” for protection applications

Profile for protection function

TR proposes Profile for Protection Functions using options in |[EC 61850,
which become mandatory for these applications

IEC 61850
OPTIONAL

IEC 61850 Protection
MANDATORY

Applicable to protection functions AND hosting IED

On this base, this document gives recommendations and guidelines concerning requirements
and testing of protection functions with digital inputs and outputs and requirements for the IED

ST e ereroond B Viegger-.
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Interactions with TC57 WG10

The “IEC 61850 Technical Report” for protection applications

Scope of WG 2 based on IEC 61850 requiring interaction

Several TC95 WG2 members are also members of IEC TC57 WG10 [informal liaison]

Establish official liaison and / or make WG2 a JWG with TC57

Subjects concerned include

IEC 61850 Profiles defined for protection functions
Configuration

Extension of protection related LN, if necessary (cf. IEC 61850-1-2 L. Guise)
o Settings
. Missing DO

Should the notion of “functional blocking” be introduced in IEC 61850 ?
Understanding & Interpretation of IEC 61850
Mapping of IEC 61850 related requirements to the relevant parts of IEC 61850

Taking into account orientations in |[EC 61850 TR and future editions

Megger.

Power on







The “IEC 61850 Technical Report” for protection applications
Vo i ey B s v [T

Relay

138 Recommendations for functional stand o) Rt
2. Recommendations for a standard covering general requirements of EC: Smart Grid? Smart
digitally interfaced protection functions > [FC 61850 ere
. Review accuracy definitions for input energising quantities (effective range, \ Protection /
operative range, rated quantities, ..). G rire

- Requirements for the digital interface of protection functions including time
synchronisation and compatibility with |IEC 61869-9

. Requirements for input data buffer and associated tests
- Expected behaviour in case of jitter, delay and loss of SV and associated tests
. Requirements regarding the IEC 61850 related functional constraints

- Requirements for implementation of IEC 61850 based test features and associated
tests, including Sim, Mod, Source, InRef.

. Generic definition and methodology for criteria for publishing output data with non-
nominal quality attributes and LLNO.health with non-nominal status

- Requirements for protection functions subscribing more than one SV stream and
associated tests.

Megger.

Power on
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Relay

IEC 61850 Protection
(TC 95/WG 2) (TC 95/MT 4)
Recommendations for the standards concerning protection functions _ .
IES |SErgat;t1 ggtl)d ? scg:%rt

Relevant function standards should cover special requirements for

digitally interfaced variant \pmtecnon /

of the
Smart Grid

. Basic Application Profile (BAP) for the function.

. Settings

. Separate clauses for analog and digitally interfaced protection functions
. Effective Range and Operating Ranges
. Accuracy
. Test

4. Recommendations related to Communication Network Engineering
5. Recommendations for Merging Units

6. Requirements for IEC 61850 models and configuration

Megger.

Power on
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The “IEC 61850 Technical Report” for protection applications

For details about the contents of the TR:

Standardisation Challenges for Digital Inputs and Outputs of

Protection Functions in [EC 60255 series LR i
ENERGIFORSK

June 2019

Conference: PAC World - June 2019 - At: Glasgow UK ?tat_us .uPdate for I_EC TC 95WG 2 TR:
Guidelines for requirements and tests for

Projects: |EC Relay Protection Standardisation - TC 95 - MT4 - [EC 61850 and Smart Grid protection functions with digital inputs and

outputs”

@ V. Leitloff - @ Hao Chen - @ Dehui Chen - Show all 6 authors - Ahmed Mohamed

IEC 61850 natverk 2020
Natverkstraff |

Andrea Bonetti (Megger Sweden AB) and Volker Leitloff (RTE France)

https://www.researchgate.net/publication/334050781 St -
andardisation_Challenges_for_Digital Inputs _and_ Outp ¥
uts_of Protection Functions_in_IEC 60255_series sweco €

Mail to andrea.bonetti@megger.com
or ask SWECO

Megger.
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The “Working Group 2”: TC 95/WG 2

VOTATION for the 2 New Work Proposals for the 2 items
proposed by Volker (TC 95/WG 2).

1) Standard for generic requirement in

lET's 60255-1xx for digital interfaced
protection functions, based on the TR
Vo from WG2.

N —

2) Standard for BCU / BIED
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The “Working Group 2”: TC 95/WG 2

T=e TC95 WG2 Medium ter rk program

® Finalise TR
® TR draft has been circulated within TC95 in 10/2019 [About 300 comments received]
® TR CD (NP) circulated summer 2020 [Comments expected October 2020]
= (CD),DTR& TR in 2021 (?) (may change)

® Standards based on TR [to be launched]

= General requirements for digitally interfaced protection functions

= Requirements for Binary I/O IED

= Support for TC95 MT4 to draft functional standards for the aspect “digital
interface” [first part concerned is IEC 60255-132 Power Protection)

= Proposals for other TR received NOT PLANNED AT THE MOMENT

= TR Application guidelines op relay protection functions with digital I/O

® TR Testing technology for process bus testing in a digital substation

Megger.
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The “Working Group 2”: TC 95/WG 2

What is the BCU/BIED?

Conventional VT/CT L 52 PACS communication network Digital o
(1= 7 L]
IEC 51869-2,3,4,5 g o = - IEC 61850 ::tcer‘face g
[ (eg. 1A-100V) _ % 5 User specific architecture and characteristics m
=2 m | Lo 62271-3 3
E LPIT with analog E o & ;
i
E = Interface [eg. 10V) > g o E
= IEC 61869-7,-8, -10, e @ | Protection IED | Binary Output
= 11, 12 .
= » IEC 00255 SCU S BIED -
= LPIT with digital Interface series
IEC 61869-7, 8
IEC 62271
IEC 61869 series Scope of TR series
Cptical Fiber —— Copper

Megger.
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This presentation was based on the IEC TC 95 Plenary Meeting
2020-11-05 and 06
AND
on the participation to related IEC activities.

It does not report ALL the items discussed at the TC 95 Plenary Meeting

Andrea Bonetti, MSEE:

Senior specialist in relay protection and IEC 61850 applications at Megger Sweden AB.

Active member of IEC:

- Member of IEC TC 95/MT 4. Measuring relays and protection equipment - Functional
standards

- Member of IEC TC 95/WG 2. Protection functions with Digital Input / Output.

- Member of IEC TC JWG 17. Documentation of communication in power utility automation

- Andrea received the |IEC 1906 award in 2013

Corresponding member of CIGRE WG B5.53

andrea.bonetti@megger.com M e g g e r
R

https://www.linkedin.com/in/bonetti-andrea/
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IEC 61850 BASED SUBSTATION AUTOMATION
SYSTEMS - USERS EXPECTATIONS AND
STAKEHOLDERS INTERACTIONS

N.N. / Patrik Lindblad — SC B5 WG B5.50
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”If you want to be happy,
lower your expectations”
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Scope of Work

What are we doing?

= Why? (around 2010)
v Experienced challenges in early implementations of IEC 61850 DSAS

= What? (write a TB, start in 2013)

v Collect user expectations of IEC 61850
v' Clarify stakeholder interactions in implementation of the standard

* How? (read the TB, based on WG work upto 2020)

v Improve interoperability
v' By any means necessary... 2> see details from the TB

HOW
WHAT

For power system expertise







Scope of Work

Background

» Users were not happy with early implementations

v

NN N XN X

Ed.1 of IEC 61850 was not mature

IEC 61850 products & tools were not mature

Engineering skills were lacking - compromises, lot of work
Frequent upgrades of FW / SW

Trials & errors

Interoperability very limited

* Products from different manufacturers did not work well
together

« Life-cycle costs could rise high, in case of future substation
extensions

The roles of different stakeholders were unclear







Scope of Work

Goals

» Help users with IEC 61850 skills acquisition and optimization
of Iimplementations

» |dentify experienced mistakes and workarounds

= Give input for IEC 61850 standardization process and
product developments

* Help users to take into account the complete DSAS lifecycle

N

»Ensure all stakeholders are on the right way to make
IEC 61850 — the unique standard addressing multi-
vendor interoperability at communication, information
and engineering levels — a sustainable success

o

S
2\
3

Y
":("J‘








Scope of Work

Technical Brochure contents

» Clarify expectations between users, vendors and system
Integrators

= List and explain the duties, roles and the required level of
knowledge of the IEC 61850 system integrators, users and
vendors

= Understand specification and flow of information between
users and system integrators, in particular: interfaces,
definition of applications and required performance.

» Based on experience of the different actors,
v' describe some Use Cases having encountered difficulties;
v analyze the reasons for these problems;

v propose solutions, work-around and / or input proposals for
the ongoing standardization work.

eeeeeeeeeeeeeeeeeeeeeee
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Conclusions

_ Information
Summary of User Expectations — Exchange

Interoperability and compatibility

= Gain all benefits of the interoperability between different IEDs
and products form different vendors

* Minimize common mode risks and the best features of today’s
products

* Improve obsolescence management and communication
platform upgrades

» Both the IEDs/products and tools shall be flexible

v' easy to use the products of different vendors and both IEC
standard editions 1 and 2 in the same installation as well as to
configure them with the same tool

v’ clear visibility of the firmware and versioning
v' with backward compatibility








Conclusions

Summary of User Expectations — Engineering process and data models

= DSAS engineering process efficiency should
be enhanced with the use of IEC 61850
through the lifetime of the substation, implying

v ease of use

process efficiency
user-level communication
vendor-independency
design flexibility

AN NN SR

network description

SCL enhancement in virtual IED/System design
and validation, as well as in communication

Design

Tool Design
Tool
e
System Model \ Config £
Management Tool
Tool
lguing S







Conclusions

Summary of User Expectations — Engineering process and data models, cont’d

= |deally, the data model should be strictly
defined by the standard, in order not to be
left open for interpretations, and avoiding
the use of generic logical nodes with loss
of semantics

= On the other hand, different users and user
groups may have different ways to use the

standard and thus, the standard should
v’ allow setting up functional user application

profiles for the data models in an
interoperable and independent way

v' enable the user to describe the functions of
his application in his technical
specifications

J Server

i.e. Physical Device

LD Logical
Device 2

LD Logical
Device n

[ e,

B’ Logical
Node 1

W Logical
Node 2

W Logical
Node 3

W Logical
Node 1

W Logical
Node2 | ...

gg Data
Object 1

W Data
Object 2

My e

Bg Data
Object 1

gg Data
Object 2

W Data
Object3 | ...

WData
Attribute 1

wData
Attribute 2

WData
Attribute 3

WData
Attribute 1

WData
Attribute 2 |,

S
2 CIgrE
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Conclusions

Summary of User Expectations — Telecommunication

» Communication networks & devices should in a
sustainable way allow the use of international
standards, including

v any future development in upgrading
v' being directly backwards compatible

« comprising the use of IEC 61850 Ed.1/2/x, PRP/HSR,
IP versioning, etc.








Conclusions

Summary of User Expectations — Documentation

* The shift to model-based engineering should reduce the amount of
documentation and increase its efficiency, manageability and
correctness

= DSAS documentation focus should include
v’ naming conventions
v' object modelling

v’ communication network
v data flows and exchange e ———

v’ tools and overall documentation optimization







Conclusions

Summary of User Expectations - Testing

» Benefit users to develop and improve
v’ testing procedures
v tools
v’ documentation
v commissioning procedures
v’ creation of as-built documentation








Conclusions

Summary of User Expectations — Testing, cont’d

» Several expectations are related to proper and easy-to-use
testing tools, like

v

v
v
v

AN

Virtual isolation
Simulation
Monitoring

Testing methods for both station and process bus applications
and for GOOSE and MMS messages.

The tools should include comprehensive database error checking
and data entry validation, audit trail, debugging and compare
facilities, as well as import / export of SCL files to allow
Interoperability between different vendor IEDs, consistency
checking of the complete SCD file and comparison features to
manage the different file versions;







Conclusions

Summary of User Expectations — Operation and maintenance

* Improving DSAS operational reliability

v decreased risk of human errors more efficient information
handling

* Improving DSAS asset and maintenance management,
change management, fault tracing and MTTR of faulty
equipment

v' saving money by enhancing efficiency

v improved level of condition monitoring of the substation
devices,

v' updating clients and version management of all PAC devices
and tools

eeeeeeeeeeeeeeeeeeeeeee







Conclusions

Summary of User Expectations — Process bus

* For process bus implementations to

v’ reach interoperability also regarding
merging units

v’ gain safety improvements using
* on-line testing

« improvements in indication of test mode and in
measurement handling (e.g. summation, switching),
iIntegrated time synchronization with PTP; and

» improved withstand against errors.
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Technical
Issue Process

Conclusions

Summary of Stakeholders Interactions — General User Feedback

Task Force

Issues

» In order to successfully develop and efficiently use sucha  “vfer
complex international standard like IEC 61850 and to tackle
all the abovementioned challenges with the user
expectations, all stakeholders would need to be involved in
the work.

ENTSO-E

Users Vendors

= User feedback should be collected from all stakeholder D _Reports
groups, especially end users/owners, consultants/engineers, ‘ <
conformance testers and manufacturer developers.

= Also the traditional organizational matters of separate )ﬂ’/{t&)xerabiliw

telecoms and protection expert groups need to be reviewed. o A)/ _
€X1D1

* [t may be beneficial to perform a thorough gap analysis study
of IEC 61850 standard series performed e.g. by a group of PTAN
users like ENTSO-E, when developing Basic Application ":Qfl‘ Clgl'e
Profiles in the aim to reach improved interoperability.

(=







Conclusions

Summary of Stakeholders Interactions — General, cont’d

©

&

Communication
Interoperability domain

Information
perability d

Engineering

Interoperability domain

\ IEC 61850 standard domain /

E—

e
B IR [—35
Bl s
—S-2- £ g

TSO association - Profile 1 \

TSO association - Profile n \

(s R
ng ------- HiEe
E o % )

£$ e 5.2

L s¢l| 8 i
H——_‘r‘v

Extension Extension Extension

Jm;or \
waml)
(I'rr,Lticirn

meé‘n}-g i
st

éomm
i

Info
nteropernbill

|

b

|

1EC 61850 standard domain proile/

DSO

IEC 61850 standard domain

[ Wind generation

IEC 61850 standard domain

IEC 61850 standard

e

£/

@_

DSO association - Profile 1

|EC 61850 standard domain profile

\

J

( Vind generation association - Profile 1

|1EC 61850 standard domain profile

"

s

. &EC 61850 standard domain proﬂy

T
DSO association -~ Profile o

IEC 61850 standard domain profile

\ J

Wind generation association - Profile p

IEC 61850 standard domain profile v

Proifile to standard cycle

j = Out of scope

Profiles management rules and
interactions between profile owners
and standardization bodies still to be

clarified

(2)

SO - Common domain profllc\

(

1

DSO - Common domain profile

IEC 61850 standard domain proﬁle

f

ind gen. association -~ Common
omain profile

|IEC 61850 standard domain proﬁle

= In scope + option selection
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Conclusions

Summary of Stakeholders Interactions — Purchasing policies

» Purchasing policy of substations and DSAS upgrade projects
have an impact on IEC 61850 knowledge management and
control. They differ between users

v who do all work in-house, and
v' those who outsource all implementation work.

v “Who needs to know what” is dependent on “who does what part
of the work”.

v type approved, pre-configured and pre-tested standardized PAC
schemes would be beneficial. In case of outsourcing, framework
contracts can be very helpful, too.

= Similarly, the stakeholder interactions in the operation,
maintenance and services processes depend on the Utility's
operation & maintenance (O&M) organization and its policies.

eeeeeeeeeeeeeeeeeeeeeee







Conclusions

Summary of Stakeholders Interactions — Operation and maintenance

» Also, the different O&M tasks can be either in-house or outsourced.
» Good interaction between relevant parties is needed for:

v
v
v

AN

NN N XN

efficient condition monitoring
performance data collection and analysis
feedback (also from operations) to asset management specialists as

well as protection setting/configuration engineers (for decision making
and change management)

exchanging of experiences between users and between users and
manufacturers

repairs
modification management and implementation
training =/
: 0N
S
testing, etc. s:%z}a‘ Clgl'e







Conclusions

Summary of Stakeholders Interactions — Co-operation

» Although there has been a significant
development of
v' the IEC 61850 standard series
v interoperability testing
v’ gap analysis

v' DSAS products/tools and working methods
since the working group started,

* there is a need for a continued joint effort
within the whole PAC industry to further
develop the IEC 61850 standard and the
DSAS products, so that all or at least most of
the user expectations will be met.
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