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• What is a digital twin, including common 

applications?

• A word on the computer security of digital 

twins

• Applications of digital twins to computer 

security activities

TALK OUTLINE
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The definition of a digital twin has not yet been standardised 

Generally speaking, a digital twin is a virtual representation of a real-world system that 

uses real data for analysis and improvements

WHAT IS A DIGITAL TWIN
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Common applications for digital twins include:

• Predictive Maintenance

• calculating when a physical component needs to be 

replaced/repaired before a failure occurs

• Product Design

• race car aerodynamics design for better handling, more speed, etc

• State Estimation

• predicting when a physical process may become unstable or dangerous

• Increasing Process Efficiency

• modelling existing processes to identify bottlenecks

COMMON APPLICATIONS OF DIGITAL TWINS
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• Ensuring the computer security of digital twins is a concern

• Concerns include the theft of intellectual property

• In the nuclear domain, theft of sensitive nuclear information could be a concern

• One can think of a digital twin as a potentially highly-distributed control loop; therefore, they are 

potentially susceptible to the same cyber-attacks as control systems

• (Stealthy) False data injection attacks

• Control command manipulation

• Model and data integrity manipulation

• …

COMPUTER SECURITY OF DIGITAL TWINS

• There are several computer security solutions that 

can be applied to address these risks 
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• Determination of risk is typically calculated as risk = likelihood x impact

• Digital twins can be used to provide quantitate insights into these aspects

COMPUTER SECURITY RISK ASSESSMENT
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• Digital twins can be used to support cyber-physical incident response workflows

• Anomaly Detection

• Is everything operating normally?

• Root Cause Analysis

• What is the cause of abnormal operations?

• State Estimation

• What if questions

DECISION SUPPORT FOR INCIDENT 

RESPONSE
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Level Example Questions

1. Association What is the root cause of this event?

2. Intervention What if I change my firewall?

3. Counterfactuals Was it the new policy that caused the security breach?

Source: Judea Pearl



• It may be desirable to use machine learning models to classify the observed behaviour of a target 

system

• For example, classify attack types, abnormal system states, …

• Challenge: there are not an abundance of data that can be used to train models that classify rare 

behaviour

• Digital twins can be used to train such models

• Machine learning techniques, such as transfer learning and Few Shot Learning (FSL) could help

MACHINE LEARNING MODEL TRAINING
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• Enables computer security training 

and exercises on representative 

systems without operational risks

• The Asherah Nuclear Simulator 

(ANS) develop as part of IAEA CRP 

J02008 has been used for several 

exercises

• A major challenge is developing 

models that are robust to simulated 

cyber-attacks and integrating models 

with representative hardware

COMPUTER SECURITY TRAINING

11

IAEA ITC ROK (2019)



• Digital twins are becoming an increasingly significant technology for non-security applications

• Benefit could be had by applying them to computer security

• In many cases, these applications relate to decision support for various computer security 

processes

• For example, secure design, risk assessment and management, incident response, training, ..

• Can potentially provide more accurate and quantitative insights

• Allow the execution of scenarios that would not be permitted or possible on real systems (e.g. to 

support model training and exercises)

• Value could be had by considering the relationship between digital twins and other emerging 

technologies (in the nuclear sector), such as Cloud, Industrial IoT, AI and Machine Learning, …

CONCLUSION
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