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Summary 

Power generation, distribution, transmission, and consumption face 
ongoing challenges such as smart grid management, control, and 
operation, resulting from high energy demand, diversity of energy 
sources, and environmental or regulatory issues. To better optimize and 
control the renewable energy system and its integration with traditional 
grid systems and other energy systems, corresponding technologies are 
needed to meet its growing practical application requirements: 
decentralized management and control, support for decentralized 
decision-making, fine-grained and timely data sharing, maintain data 
and business privacy, support fast and low-cost electricity market 
transactions, and maintain the security and reliability of system 
operation data, and prevent malicious cyberattacks. Blockchain is based 
on core technologies such as distributed ledgers, asymmetric encryption, 
consensus mechanisms, and smart contracts and has some excellent 
features such as decentralization, openness, independence, security, and 
anonymity. These characteristics partially meet the technical 
requirements of future renewable energy systems. 

This report provides a comprehensive overview of blockchain-based smart grid 
management, control, and operation solutions. The report compares with related 
reviews and highlights the challenges in management, control, and operation for a 
blockchain-based smart grid, as well as future research directions in five 
categories: collaboration between actors, data analytics and management, control 
of network imbalances, decentralization of network management and operation, 
security and privacy. 

The report reviews how blockchain technology can potentially solve the challenges 
of decentralized solutions for future renewable energy systems. As a result, several 
applications of blockchain for renewable energy are discussed, such as electric 
vehicles, decentralized P2P energy transactions, carbon certification and trading, 
physical information security, energy transfer, Energy-to-X, and the Internet of 
Energy. 

A guideline for the implementation of blockchain to corresponding applications for 
future renewable energy is also presented in this report. This includes the different 
blockchain system architectures, the data flow from the power grid processed and 
recorded, the choice of the appropriate consensus, and the different blockchain 
frameworks. 

These are the results and conclusions of a project, which is part of a research 
programme run by Energiforsk. The author/authors are responsible for the content. 

Keywords 
Smart grid; blockchain; smart grid management; smart grid control and operation renewable 
energy, decentralized framework, decentralized management 
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Sammanfattning 

El produktion, distribution, överföring och förbrukning står inför 
pågående utmaningar som smart näthantering, kontroll och drift, som är 
ett resultat av hög energiefterfrågan, mångfald av energikällor och miljö- 
eller regelfrågor. För att bättre optimera och kontrollera det förnybara 
energisystemet och dess integration med traditionella nätsystem och 
andra energisystem, behövs motsvarande teknik för att möta dess 
växande praktiska tillämpningskrav: decentraliserad förvaltning och 
kontroll, stöd för decentraliserat beslutsfattande, finkornigt och aktuellt 
datadelning, upprätthålla data och affärsintegritet, stödja snabba och 
billiga elmarknadstransaktioner och upprätthålla säkerheten och 
tillförlitligheten för systemdriftsdata och förhindra skadliga 
cyberattacker. Blockkedja är baserad på kärnteknologier som 
distribuerade reskontra, asymmetrisk kryptering, konsensusmekanismer 
och smarta kontrakt och har några utmärkta funktioner som 
decentralisering, öppenhet, oberoende, säkerhet och anonymitet. Dessa 
egenskaper ska delvis uppfylla de tekniska kraven för framtida 
förnybara energisystem. 

Den här rapporten ger en omfattande översikt över blockkedjebaserade lösningar 
för smart näthantering, kontroll och drift. Rapporten jämför med relaterade 
recensioner och belyser utmaningarna inom förvaltning, kontroll och drift för ett 
blockkedjebaserat smart nät, såväl som framtida forskningsriktningar inom fem 
kategorier: samarbete mellan aktörer, dataanalys och hantering, kontroll av 
nätobalanser, decentralisering av nätförvaltning och drift, säkerhet och integritet. 

Rapporten går igenom hur blockkedjeteknik potentiellt kan lösa utmaningarna 
med decentraliserade lösningar för framtida förnybara energisystem. Som ett 
resultat diskuteras flera tillämpningar av blockkedja för förnybar energi såsom 
elektriska fordon, decentraliserade P2P-energitransaktioner, certifiering och handel 
med koldioxidutsläpp, fysisk informationssäkerhet, energiöverföring, Energi-to-X 
och Internet för Energi. 

En riktlinje för implementering av blockkedja till motsvarande tillämpningar för 
framtida förnybar energi presenteras också i denna rapport. Detta inkluderar olika 
blockkedja -systemarkitektur, dataflöde från elnätet bearbetas och registreras, val 
av lämplig konsensus samt de olika blockkedja -ramverken. 
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1 Introduction 

1.1 BACKGROUND AND MOTIVATION 

With more and more applications and technological advances, IoT and other 
power-operated devices are rising. Numerous small- and large-scale power 
generation and distribution solutions have been tested worldwide to meet the 
energy demand. In addition, the demand for sustainable and renewable energy in 
all sectors of society is forcing power generation to be versatile. Three fundamental 
principles also drive the requirements for a future energy system: Decarbonization, 
Decentralization, and Digitalization (Andoni, et al, 2019) that ultimately provide 
the framework for the European Commission's Energy Union Package (European 
Commission (EU)), 2015). Renewable energy continues to grow in the energy 
market and will dominate the energy landscape in the future. The E.U.'s overall 
energy demands had to reach at least 20% by 2020, and the Nordic targets were 
higher: 30% for Denmark, 38% for Finland, 72% for Iceland, 67.5% for Norway, and 
49% for Sweden. 

Nevertheless, all Nordic countries met or exceeded their targets two years earlier. 
These results are due to the flexibility of electricity markets in the region, the 
favorable starting position in the energy mix in sustainable power to others, and 
the increased demand for carbon-free energy, heating, and transportation. Nordic 
energy consumption is about 100 million tonnes (Mtoe), with a low of 96.6 Mtoe in 
2009 and a high of 104.2 Mtoe the following year after the global financial crisis 
(Leander, 2021, Tveten, 2020).  

 
Figure 1. Energy consumption in the Nordic countries (Leander, 2021, Tveten, 2020) 

Figure 1 shows the trend of energy consumption in the Nordic countries. 
Governments worldwide have set official policy or legislation targets to increase 
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installed renewable energy capacity by 2030. To meet these targets, about 721 
gigawatts of wind, solar, biomass, waste-to-energy, geothermal, and marine power 
plants would need to be built over the next decade (Ajadi, et al. 2020). Therefore, 
the growth trend of renewable energy is a sign that renewable energy will play an 
important role in the future energy landscape and will profoundly impact the 
development of society as a whole. But developing and using renewable energy 
efficiently is an urgent issue nowadays.  

The emergence of low-voltage power generation and distribution systems leads to 
the concept of the Internet of Energy (IoE) (Shahzad, et al, 2020). The development 
of IoE has several advantages. It promotes energy generation, distribution, and 
consumption while meeting the energy demand via smart and automated tools 
that ensure secure data exchange among stakeholders (Mollah, et al., 2020). The 
IoE is designed as an open network, which means that all energy sources are 
equally important (Wang & Su, 2020). 

According to the system model proposed by the National Institute of Standards 
and Technology (NIST) (Pillitteri & Brewer, 2014), a smart grid is a higher-level 
grouping of organizations, buildings, people, systems, devices, or other actors that 
share similar goals to exchange, store, process, and handle information needed in 
the smart grid. The smart grid domains include generation, transmission, 
distribution, consumption, operation, service provider, and market. An overview 
of the interaction between the different smart grid domains is shown in Figure 2 
(Pillitteri & Brewer, 2014). The generation domain is responsible for energy 
production using various resources. The service providers control the energy flow 
and are responsible for energy distribution, operation, and trading. Customers 
refer to the various Advanced Metering Infrastructures (AMI), automation 
stations, demand response, smart appliances, sensors, smart objects, supervisory 
control and data acquisition (SCADA), electric vehicles, and home energy 
management (El Mrabet, et.al, 2018).  

 
Figure 2. An overview of stakeholders in the different smart grid domains 
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The AMI collects, measures, and analyzes energy consumption by enabling 
bidirectional communication between the utility and the consumer. It consists of 
three main components: smart meters, the AMI center, and the communication 
network. Smart meters record and monitor electricity consumption and transmit 
real-time data to the AMI center. The AMI center is a server responsible for data 
management systems. Various communication protocols are used between the 
household appliances, smart meters, and the AMI center (Faisal, et.al., 2014). 

The SCADA system operates energy systems by measuring, controlling, and 
monitoring the power grid. The main features of the smart power grid are real-
time control, operational efficiency, increased grid stability, seamless integration 
with new distributed database technologies, and renewable energy systems. Smart 
grids can also be divided into locally managed microgrid infrastructures that 
deliver emission-free energy and are less dependent on centralized energy sources 
and high-voltage governmental or corporate-based power units. 

Six main requirements have been identified for the smart grid to become intelligent 
(Ourahou, et.al., 2020): (1) control of consumer information that enables consumers 
to have reliable and frequent information about their electricity consumption, (2) 
accommodation and production technologies that enable a balance between supply 
and demand, (3) an economic exchange market that enables local market prices 
and promotes local microgrid production, (4) prospect of quality energy by 
diagnosing voltage fluctuations, (5) technical and operational specifications that 
ensure operational optimization, and (6) security against vulnerabilities that ensure 
resistance to various types of attackers. The development and implementation of 
the smart grid have immensely improved the efficiency of management, control, 
and operation of the power grid and facilitated the integration of renewable energy 
sources, electric vehicles, bidirectional communication, automated and self-
maintaining systems that involve consumers (Salkuti, 2020). 

The current trend toward developing and expanding microgrids makes centrally 
controlled intelligent grid management, control, and operation obsolete and 
difficult to implement.  Fossil-free energy generation and distribution vary 
depending on weather, energy sources, geographic locations, existing 
infrastructure, and energy demand, among other factors. These variations and the 
decentralization of the energy system require modern and flexible management 
and operation systems and innovative energy storage systems (Mattila, et.al., 
2016). It is also important to understand how to balance power generation and 
distribution in line with demand across seasons. The length of power lines 
accounts for a large portion of energy losses. Microgrid and renewable 
infrastructure generation and distribution can drastically minimize this energy loss 
while protecting the environment (Konashevych, 2016). The introduction of the 
electricity market can be a motivating factor for the expansion of microgrid 
production, as it could increase the generator's revenue while minimizing its 
consumption costs (Xue, et. al., 2017). The challenge is establishing coordinated 
and systematically automated production and distribution controls of these 
microgrids as the number of prosumers increases. The available technologies and 
achievements of the energy sector are not suitable for microgrids and therefore 
many actors in the energy industry propose blockchain (Yuan & Wang, 2016) to 
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manage power transactions in microgrids to promote local consumption of 
distributed generation, decentralize grid management, and P2P power trading 
(Xue, et. al., 2017). 

Distributed renewable energy sources are in high demand to address the 
challenges of climate change while efficiently balancing energy production, 
distribution, transmission, and consumption. With a variety of alternative energy 
sources, most fuel-based devices can be electrified, minimizing long-distance 
transmission losses, carbon emissions, and pollution (Davis, et al., (2018); Mollah, 
et al., (2020). Today, small generators and energy storage systems are increasingly 
connected to the traditional electric grid. The most common energy sources have 
been fossil fuels and hydro-power, requiring significant investment at the state or 
corporate level. Technological advances in recent decades are opening windows of 
opportunities for low-voltage renewable electricity generation by private and small 
businesses. In Sweden, for example, there are a total of 65819 solar panels and 4333 
wind turbines installed in the year 2020, representing an annual renewable energy 
generation increase of approximately 40% from 2016 (Energimyndigheten, 2020). 
These numbers are expected to grow rapidly in the coming years as the Swedish 
government plans to use 100% renewable energy by 2040. The generation and 
distribution of decentralized emission-free low-voltage energy are highly 
recommended and can complement the traditional power sources.  The 2030 
renewable energy targets that have already been incorporated into official policy 
by 87 governments worldwide aim to build an estimated 721 gigawatts of new 
capacity in wind, solar, and other non-hydro renewable energy technologies over 
the next decade (Ajadi, et al, 2020). 

1.2 A BRIEF LITERATURE SURVEY 

The coordination and integration of many energy sources could pose a challenge to 
highly regulated, traditional, and centralized energy systems. The transition to a 
decentralized architecture can modernize the energy management and operation 
as well as the control and monitoring of the integration and automation process, 
which are still lacking (Hannan, et al., 2020). Various research has highlighted the 
challenges in protecting microgrid systems during operation, power balancing, 
and communication between distributed generation (DG) units such as wind 
turbines, coal, photo-voltaic systems, biomass, hydropower, and fuel cells, etc. 
(Badal, et al., 2019). Therefore, it is desirable to integrate microgrid generation and 
distribution with conventional power grids to create a common and efficient data 
exchange mechanism. 

With its decentralized and secure platform for information exchange as its main 
feature, Blockchain technology can be an interesting example of unifying 
information exchange among different actors. The application of blockchain in the 
energy sector is still in its infancy and has a short development history (Wang & 
Su, 2020). However, there has been a growing interest in some research reports, 
application scenarios, and project initiatives in recent years (Alladi, et al., (2019); 
Andoni, et al., (2019); Di Silvestre et al. (2020); Hamouda et al., (2020); 
Konashevych, (2016); Mattila, et. al. (2016); Mazzola et al., (2020); Hussain, et al. 
(2019); Li, et al. (2019); Foti  & Vavalis (2021); Kappagantu & Daniel (2018); Musleh, 
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et al. (2019); Mollah, et al., 2020). Some blockchain-based frameworks have also 
been proposed with particular focus on energy trading for microgrids (Xue, et. al., 
2017) and distributed energy market for pricing (Cheng, et al., 2017). Ethereum-
based energy trading using information transactions between smart meters in 
households and distribution system operators (DSOs) has also been proposed 
(Hussain, et al., 2019). In addition, wireless sensor networks (WSNs) and the 
Internet of Things (IoT) provide alternative solutions to privacy and security 
problems through efficient data aggregation and optimization of energy generation 
and consumption using smart systems that can monitor and interact with each 
other (Alladi, et al., (2019). The highly diversified energy sector needs a common 
platform for smart grid management, operation, and control. Proper 
communication between the different DG units that are connected to the main grid 
and proper connection contributes to better smart grid performance (Badal, et al., 
(2019); Galici, et al., (2021)). Communication between DG units is essential for 
monitoring the voltage and frequency of the microgrid. 
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2 Challenges of renewable energy, and smart 
grid control, management, and operation 

Renewable energy shows a significant growth trend and will bring important 
changes to the current power grid and the future power industry and commerce. 
The production, transmission, distribution, cooperation, coordination, and 
renewable energy consumption are very different from traditional power systems. 
These differences are reflected in their extensiveness, dynamics, distribution, 
interactivity, and integration. However, these distributed and decentralized 
renewable energy systems present new challenges. The goal of this chapter is to 
provide a comprehensive and detailed analysis of the challenges the renewable 
energy sector faces, as well as challenges in the smart grid control, management, 
and operation. 

2.1 CHALLENGES IN THE RENEWABLE ENERGY SECTOR 

2.1.1 Systemic 

A single individual factor does not cause these challenges but problems inherent in 
the entire system (Andoni et al., 2019, Zimmermann and Hoppe, 2018, Sinsel et al., 
2020). 

The state-controlled electricity market hinders the development of decentralized 
electricity systems because a distributed generation has encouraged many 
participants to become energy producers. Centralized management and control 
pose legal, administrative, and economic hurdles for developers. Therefore, 
technical, commercial, and trading mechanisms for off-grid and near-grid services 
need to be established to support IoE (Internet of Energy) development. 

Management, control, and coordination among renewable energy system 
participants are complex and necessary. To identify violations and other regulatory 
issues, regulators increasingly require a large amount of information from E&R 
companies for evaluation. Gathering and cleaning up essential data is the brunt of 
modern technology and procedures. There is also a significant risk of data misuse, 
exposure of critical company data, and harm to the company. They can also be 
misused. 

2.1.2 Quality 

Power quality (PQ) is a very important aspect of distributed renewable generation 
systems because today's loads are more sensitive to PQ disturbances, and 
nonlinear loads are increasing in power distribution networks. 

Power quality challenges include: (1) Voltage and frequency oscillations in the 
integrated grid are caused by the unpredictable behavior of renewables due to 
often changing weather conditions. (2) Harmonics associated with the DG systems 
originates from the electronic power inverters used to integrate the renewables and 
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inject active power into the grid, as well as from locally connected nonlinear loads 
at the point of common coupling (PCC). 

Although voltage quality improvement by the VSM (virtual synchronous machine) 
method has great potential for stabilizing DG plants, balancing, harmonic, and 
reactive power compensation functions are performed in addition to improving 
voltage and frequency stability. There is also a need to develop some advanced 
control techniques for grid-connected inverters to improve DGs' ability to handle 
grids and load-side disturbances, eliminating the need for additional custom 
power devices (CPDs) (Bajaj & Singh, 2020). 

2.1.3 Technical 

1) Adequate Planning: Without adequate planning, large-scale deployment 
of distributed power sources may result in unstable voltage distribution. 
The operational requirements of the entire power system will need to be 
redesigned to accommodate emerging technologies such as smart grids, 
renewable energy, energy storage, etc. 

2) Rapid demand response: Demand response technologies require 
continuous, trusted access to the system via multiple communication 
technologies, which is not currently possible in many regions of the world. 

3) Decentralized operations: Decentralized operations are needed to provide 
adequate support for independent providers and consumers. 

4) Accelerating the energy supply chain: The efficient use of renewable 
energy depends on the ability to accelerate the process of energy 
production, storage, transmission, distribution, and consumption. 

5) Security: The security of the commercial chain from production to 
consumption is not in place. This covers the security of energy networks, 
financial transactions, and all online information. 

6) Resilience: An integrated and resilient renewable energy system will 
support cross-regional applications to adapt to dynamic energy markets. It 
is not possible to accurately calculate the total energy use in time. In turn, 
total consumption depends on hardware efficiency and climate disruption, 
depending on the region's availability of green or brown power. 

2.1.4 Economic 

These are areas of dynamic economic conditions captured by income or other 
standard economic indicators (Andoni et al., 2019, Zimmermann and Hoppe, 
2018). Compared to centralized plants, the capital cost per kilowatt is generally 
higher for distributed electricity, mainly because of connection costs. Due to the 
high capital costs and longer life cycles, upgrading infrastructure to a more 
efficient transmission and distribution system is complex. 

In addition to power distribution and transmission systems, integration with 
interconnected distributed generation resources is also considered for system 
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stability reasons. Power transmission and transaction costs between distributed 
and small-scale generation and consumption are difficult to control. 

2.1.5 Stability 

The rotational inertia of variable renewable generators is significantly lower than 
synchronous generators. In the event of an imbalance between market forces, this 
leads to faster frequency fluctuations. Variable renewable generation is diverted or 
throttled when frequency fluctuations are too rapid (Hodge et al., 2020; Adetokun 
et al., 2020, Adetokun et al., 2020). 

Due to the short-term fluctuations in renewable generation, there is a decrease in 
frequency regulation reserves. Variable renewable generation, on the other hand, 
does not provide any frequency reserves at all. Small variable renewable energy 
generators do not have remote control interfaces. As a result of the uncontrolled 
injection of fluctuating renewable generation, unpredictable power flows occur, 
resulting in shortened equipment life, trips, or equipment damage (Hodge et al., 
2020; Tveten, 2020). 

Because variable renewable generation is site-dependent, transmission distances 
between generation and consumption sites become more extended, resulting in 
increased transmission losses. Variable renewables must be shut down when they 
operate outside a certain voltage band. For this reason, variable renewable 
generators shut down more frequently as voltage fluctuations increase. A larger 
grid area also results in shorter equipment life and the possibility of damage 
(Alam, 2020; Tveten, 2020, Choudhury, 2020). 

Interactions between renewable energy providers and the power grid are 
becoming more frequent, leading to unnoticed power fluctuations (Bajaj & Singh, 
2020). A lack of control can lead to shortened asset life, outages, or faults. As a 
result, there is a lack of coordination in setting voltage trip limits. This results in 
variable renewable generators tripping more frequently as voltage fluctuations 
increase. These cascading trips result in violations of dynamic stability standards 
or increased stability events. 

2.1.6 Imbalance 

The stability of renewable energy sources is not sufficient. This has led to higher 
reserve requirements and a more erratic imbalance between generation and load. 
Activation, dispatch, or power curtailment must be balanced to maintain output. 

Variable renewable generators have limited dispatch capability as their main 
resource supply shifts (Asija & Viral, 2021; Cole & Frazier, 2018). To compensate 
for unexpected outages of other power plants, variable renewable generators are 
limited. These unplanned mismatches between generation and load lead to 
accidental activation of balancers and control reserve systems. As renewable 
generation increases, the power requirements for conventional generation change, 
such as the need for a faster ramp-up. Therefore, generation-load imbalances, 
dispatch, or curtailment may occur in the short term (Cole & Frazier, 2018; Hodge 
et al., 2020; Tveten, 2020). 
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Because variable renewable generation is unpredictable, forecast accuracy 
decreases. Power activation, dispatch, or curtailment are the result of these 
unanticipated imbalances between generation and load (Asija & Viral, 2021; Bajaj & 
Singh, 2020, Impram et al., 2020). Insufficient long-term generation capacity As 
renewable generation increases, the performance criteria for conventional 
generation also change, such as nighttime or seasonal balancing of generation. 
These performance requirements must be met. Otherwise, long-term generation-
load imbalances are foreseeable (Asija & Viral, 2021; Hodge et al., 2020). 

2.2 CHALLENGES IN SMART GRID CONTROL, OPERATION, AND 
MANAGEMENT 

The smart grid currently works with a centralized platform or intermediaries to 
provide services like billing, monitoring, bidding, and energy transmission. 
Although these solutions are mature and work properly, some of the challenges 
related to the current smart grid promote the integration of a large number of 
smart grids with renewable energy generators and Cyber-Physical Systems. The 
smart grid is also transforming into a decentralized topology with centralized 
management and interactive network using IoE (Internet of Energy) (Shahzad, et 
al, 2020). In this new IoE concept, each device is assigned certain attributes based 
on an identifier, geographic marker, address, bid price, and offer price based on its 
requirements. The introduction of these new technologies, along with the diversity 
and expansion of energy sources, complicates the energy sector's management, 
control, and operation. We discuss these challenges in detail based on five 
categories, see Figure 3. 

 
Figure 3. Challenges for management, control, and operation of smart grid. 

2.2.1 Collaboration between Stakeholders  

New technologies, high investments, lack of accurate information, etc., complicate 
the coordination between actors in the energy sector. The current smart grid 
system faces the problem of energy balancing, especially when different actors are 
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involved in the generation, distribution, trading, and consumption processes. 
While much of the literature focuses on the technical aspects of the smart grid 
challenges, the collaboration between stakeholders is equally important and needs 
to be addressed appropriately (Kappagantu & Daniel, 2018). Energy suppliers and 
traders typically request estimated energy from generators based on their demand 
analysis. Such an estimate can be inaccurate due to several factors: Expansion of 
the region, population growth, environmental factors, and an increase in microgrid 
generators in the area. This can lead to high distribution losses, unbalanced voltage 
and frequency loads, and consequent power outages. In addition, some microgrids, 
such as solar systems, produce more energy during the warm summer months 
when energy demand is lowest. A modern data exchange system between the 
stakeholders could pave the way to store the excess produced energy in a local 
hydrogen gas or battery without affecting the main grid infrastructure.  Therefore, 
it is important to establish close cooperation between relevant players such as 
generators, distributors, retailers, consumers, and regulators to facilitate grid 
management. 

2.2.2 Controlling Grid Imbalance 

Physical and technical problems can contribute to power generation and 
consumption imbalances. The failure of some network components, such as 
insulation faults or damaged cables, interference from third parties, vandalism, 
and natural causes such as wind or storms, can contribute to imbalances in power 
supply. Technical problems such as malicious attacks, frequency deviations, 
overloads, synchronization losses, and voltage dips can also contribute to power 
imbalances (Ourahou, et.al., 2020). Voltage deviations are another potential 
challenge to grid imbalances. For example, a PV power plant produces more 
energy during the sunny part of the day when demand is lower. This causes the 
PV power plant to produce more than the grid load capacity and causes Reverse 
Power Flow into the transmission grid, (Frost, et al. (2020); Unahalekhaka & 
Sripakarach, (2020); Mahato, et al., (2021); Holguin et al. (2020)). Therefore, 
controlling and monitoring the power supply in each period is essential. The article 
(Sun, et al., 2019) examined the emerging challenges for voltage control in the 
smart grid. All stakeholders must adjust their power generation, distribution, and 
consumption to regulate both active and reactive power (Ourahou, et.al., 2020). 
However, this becomes a challenge due to the number and diversity of power 
generation methods and regulatory requirements. 

2.2.3 Data Analysis and Management 

Current smart grid data management faces the problem of data aggregation 
quality, security, compliance control, common scope, and efficiency of the 
management mechanism (Liang, et al., 2020). A large amount of data is generated 
and transferred between different entities (Kappagantu & Daniel, 2018). Accurate 
and consistent incoming data streams such as weather forecasts and power 
generation status allows operators to control and monitor the grid system. Such 
information is crucial to avoid sudden and unexpected power supply disruptions. 
In addition, such big data can also be used for grid operations, alarms, demand 
forecasts, generation estimates, price adjustments, etc. The data collected tends to 
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be quite large, as multiple smart grid domains are involved in the process. For 
example, an Advanced Metering Infrastructure that collects data every 10 minutes 
instead of every month could increase the data analysis process by more than 4000 
times. There is also a regulatory requirement to provide accurate data as frequently 
as possible, which is challenging. Modern, automated, and secure data processing 
technology can improve the smart grid's data management, storage, and reporting. 

2.2.4 Decentralizing Grid Management and Operation 

Decentralizing grid operations allows stakeholders to control and manage their 
data locally. The control and operation of a smart grid in a decentralized 
environment is an important research topic. Research areas include demand-side 
control and optimized grid operation (Samad & Annaswamy, 2017). Distributed 
automation devices are used to decentralize the operation of the grid. These 
devices are phasor management units (PMUs), remote terminal units (RTUs), 
SCADA, and smart meters used to collect and monitor data. In (Salkuti, 2020), 
distributed automation approaches for electric power distribution systems, 
benefits, and challenges were studied. High-resolution sensors with the ability to 
report real-time conditions and improve the visibility of the distribution system 
operator beyond substation assets were also considered. In addition, there are 
challenges associated with the coordinated and cost-effective integration of 
distributed smart grid systems, generation assets, and demand response facilities. 
This complicates the management and operation of distributed energy resources. 
Further work is needed to facilitate coordination between decentralized and 
centralized stakeholders. 

2.2.5 Security and Privacy  

While decentralizing the operation and management of the smart grid has many 
benefits, it also brings security and privacy challenges. The SCADA module in 
modern power systems collects data at remote terminals and transmits and stores 
it in plain text to the main control center. This centralized data collection and 
storage is highly vulnerable to cyberattacks. Cybersecurity is one of the current 
smart grid's biggest and most difficult challenges. Over the years, several 
cyberattacks have taken place on the smart grid (Kimani, et al., 2019). Attackers use 
the four steps of Exploration, Scanning, Exploitation, and Maintaining Access 
(Engebretson, 2013) to control the system. There are several known attacks on 
smart grids. One is the jabbing attack, in which the attacker installs a malicious 
smart power meter that sends false data, causing desynchronization and power 
interruption. The puppet attack sends a signal to the node. The attacker then 
controls the node and sends more signals into the network, causing the smart 
meter network to become unstable. 

Another example is the stack smashing attack, which compromises the application 
layer of the network and leads to the disclosure of sensitive data. An experimental 
attack, on the other hand, makes the smart grid layer vulnerable to DoS attacks 
(Kumar, et al., 2019). A comprehensive discussion of attack mechanisms, detection, 
and countermeasures can be found in (El Mrabet, et al., 2018).  
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Security is, therefore, a major challenge in the management, control, and operation 
of smart grids. Given the alarming increase in IoT devices with limited security 
capabilities connected to the smart grid system, much needs to be done to protect 
sensitive personal and corporate data as well as national security (Kimani, et al., 
2019). 

Several technical and operational changes can be identified in summarizing the 
challenges of smart grid management, control, and operation. The dynamic 
generation and distribution of energy by many distributed generators, the 
digitization of the grid, and advanced metering systems contribute to fault-tolerant 
transmission and distribution control.  Smart grid owners often have dual roles 
(generator and consumer), and loads become dynamic and more interactive (Foti  
& Vavalis, 2021).  Centralized and traditional grid management and operation face 
challenges, and utilities seek viable solutions to these problems. Although 
distributed energy systems offer benefits such as user tracking, cost savings, and 
optimized resource allocation (Wang & Su, 2020), technological immaturity and 
incentive mechanisms compromise the core interests of stakeholders. Table 1 
summarizes smart grid management, control, and operation challenges. 
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Table 1. Challenges to the current and future smart grids. 

Challenges Description Ref. 
Collaboration 
between 
stakeholders 

- Difficulty in allocating resources 
- Difficulty in establishing reliable data exchange for 

common goals 
- Operational challenges due to the dynamics of 

renewable energy generation 
- Problems in developing an up-to-date supply and 

demand program 
- Limited role or influence of microgrid generators on the 

management and operation of the smart grid 
- Problems with real-time performance 
- High transaction costs 
- Large energy companies may dominate microgrid 

generators' voices 
- Difficulty in getting prosumers to participate in 

decentralized smart grid management. 
- Overcoming regulatory challenges 
- Transparency 
- Accountability 

(Kappagantu & Daniel, 
(2018); Galici, et al., 
(2021))  

Controlling grid 
imbalances 

- Need to monitor smart grid sensors and AMI to control 
grid overloads and power outages. 

- The problem of overloading the grid 
- Load balancing in the grid 
- Can create Reverse Power Flow 
- Control of voltage and frequency 
- Automatic fault detection and maintenance 

 (Ourahou, et.al., 
(2020); Sun, et al., 
(2019); Frost, et al. 
(2020); Unahalekhaka, 
& Sripakarach, (2020); 
Mahato, et al., (2021); 
Holguin, et al. (2020)) 

Data analysis and 
management 

- Analyzing the quality of produced energy 
- Large scale and complex data aggregation and 

deployment 
- Data management on energy production, distribution, 

and consumption 
- Management of data transactions between all 

prosumers 

(Kappagantu & Daniel 
(2018); Liang, et al., 
(2020))  

Decentralizing 
Gird management 
and operations 

- Development of a decentralized energy management 
- Automated P2P energy trading 
- Automated grid monitoring 
- Increase in the complexity of energy generation and 

distribution 
- The flexibility of energy generation and distribution 
- Difficulty of scalability 
- Traceable energy management 

(Salkuti, (2020); 
Triantafyllou, et al., 
(2020); Samad & 
Annaswamy, (2017))  

Security and 
privacy 

- Tamper-proof system for protecting customer data 
recorded and transmitted in the smart grid 

- Access control 
- Authentication 
-  Secure data storage 
-  Security and data protection for smart grids 
-  Data protection and compliance 
-  Establishing secure communications 
- Protecting the smart grid from cyber attacks 
-  Implementing a decentralized and secure 

authentication mechanism 
-  Data privacy 

 (El Mrabet, etal, 
(2018);  Kimani, et al., 
(2019); Engebretson, 
(2013); Kappagantu & 
Daniel (2018)) 

 



 BLOCKCHAIN FOR SMART GRID OPERATIONS, CONTROL AND MANAGEMENT 
 

22 

 

 

 

3 Blockchain technology 

While this technology has been around since the 1990s, it has attracted great 
interest since Nakomoto published a paper titled Bitcoin: A Peer-to-Peer Electronic 
Cash System (Nakamoto, 2008). The paper describes a peer-to-peer electronic 
transaction between two parties (sender and receiver) without an intermediary 
financial institution. Since then, the technology has been used for electronic money 
transactions as well as various other non-financial areas. E-commerce systems such 
as Bitcoin, Ethereum, Ripple, and Litcoin are some popular blockchain applications 
that are expanding to the financial market and attracting millions of users (Yaga, et 
al., 2019). 

The exact definition of blockchain technology differs depending on the desired 
function and specific implementation. It uses cryptography, distributed ledgers, 
and consensus, among others. However, it is important to emphasize that not all 
systems with cryptographic implementations can be associated with Blockchain 
and not all distributed ledgers can necessarily be used for the cryptographic 
functions associated with Blockchain (Mattila, 2016). Blockchain is a collection of 
fault-tolerant consensus algorithms, smart contracts, public-key cryptography, 
peer-to-peer networks, and database management technologies that together form 
a low-cost, secure, and efficient operational management system (Li, et al., 2019b). 
Each block is encrypted and linked to the previous one after validating and 
consensus decision processes. There is no limit to the number of blocks in the 
chain, making it harder to invalidate older blocks. Anyone on the network can 
view or modify the data without a centralized institution responsible for recording 
the activity. Blockchain technology is commonly used for 1) a specific 
cryptographically patched and continuously growing timestamped database, 2) the 
distributed digital consensus architectures that the database enables, and 3) the 
application domains that build on that architecture (Mattila, 2016). 

A typical blockchain transaction can be divided into three phases. 1) The 
transaction request, where a node requests the creation of a block by sending data 
with a specific value to another node within the network. In this phase, a hash code 
is generated and distributed to all network nodes. 2) All nodes within the network 
verify the validity of this block based on a previously established consensus 
mechanism. 3) A node that makes a real effort and finds the correct hash value is 
awarded as the winner and is thus entitled to add the latest block to the chain.  

A blockchain architecture consists of a chain of blocks connected by hash codes 
that not only serve as IDs but also ensure the integrity of the blocks (Fu, et al., 
2021). Each block consists of a block header, which includes hash values of the 
previous block header, a timestamp, a nonce, and a hash of the Merkel tree 
containing a set of transactions in the block. Blockchain security is based on public-
key cryptography, followed by hash functions for attack resistance, double 
spending prevention, and digital signatures for agreement approval and 
consensus.  

Blockchain applications in the financial sector and beyond are being enhanced 
daily by several other technologies that have adopted the technology to save time 
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and money. Industry and enterprise-level systems are implementing blockchain to 
make their existing system more efficient by minimizing centralized mediation of 
data transactions and controls (Mattila, 2016).  Retailers like Walmart and Maersk 
use blockchain to track everything from food production to packaging, shipping, 
distribution, and sales (Rapier, 2017). That is, instead of the manufacturer, the 
shipper, and other stakeholders collecting their records of the product, blockchain 
could allow all parties to follow up on every step in a secure ledger.  

3.1 BLOCKCHAIN FEATURES  

Blockchain has good characteristics (Tschorsch & Scheuermann, (2016); Mollah, et 
al., 2020; Fu, et al., (2021)). 

1) Decentralization: the blockchain is managed by various decentralized nodes 
through a consensus protocol and operates on a peer-to-peer basis without 
needing authorized and centralized trusted nodes. 

2) Scalability: as more and more nodes join the network, the blockchain network 
can be expanded at will. 

3) Untrusted but secure: In a blockchain, it is not necessary to blindly trust 
certain entities. The exchange of information between nodes in the blockchain 
system follows a predetermined procedure to prevent the identity of either 
party from being revealed. Nodes do not rely on trusted intermediaries for 
communication and all records/transactions are protected by asymmetric 
cryptography. The blockchain does not require blind trust in specific entities. 
Procedural standards are used in the blockchain to establish mutual trust. 
Nodes do not rely on a trusted intermediary for communication, and all 
records/transactions are protected using the principle of asymmetric 
encryption. Strong protocol algorithms protect the enforceability of blockchain 
data, non-destructive changes, and outside attacks. For example, the Bitcoin 
blockchain can only be achieved if 51% of the computing power is controlled. 
Therefore, data manipulation costs are much higher than the potential benefits. 
Therefore, it is unlikely that participants will attempt to manipulate data to 
improve blockchain data security.  

4) Immutability: as long as most nodes are not malicious, the content of the block 
cannot be changed. Each networked node in the blockchain has the same status 
in the system. All nodes in the system will save the created data block. 
Therefore, all nodes capture and store the transaction data, and the database is 
more robust. 

5) Openness, transparency, and verifiability: the blockchain system uses trusted 
algorithms with open and transparent operating rules to govern transaction 
behavior. Data exchange between system nodes does not require trust. All data 
is available to all participants, and nodes are encrypted in the system, except 
for confidential information. The network nodes can verify the records' 
authenticity and ensure that the blocks are not modified. By opening all 
records to anyone, transparency allows these blocks to be verified by any node 
on the network. Anyone can query the blockchain information using the hash 
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value of the block header. To update information, each node must authenticate 
each other, so the information of the whole system is very transparent, and a 
node cannot mislead other nodes. As more nodes join the network, the 
blockchain network can spread freely. Network nodes can verify the 
authenticity of records to ensure that the block is not altered. By opening all 
records to all users, transparency allows these blocks to be verified by any 
node in the network. Therefore, the entire transmission process of the 
transaction object can be fully tracked and recorded, making it easier to 
monitor the transaction.  

6) Resilience: any failure or malicious activity can be easily detected and 
recovered. This flexibility comes from the decentralization of the architecture, 
avoiding a single point of failure. All nodes store their entire chain on their 
premises. Blockchain technology is particularly promising in industries where 
peer-to-peer networks (such as grid-connected power generators and 
consumer networks) rely on shared data sets. All nodes store their entire chain 
on their premises. 

7) Automated contract execution: smart contracts can be created on the 
blockchain, specifying the obligations of each participant and the terms and 
conditions for execution. Blockchain technology automatically evaluates the 
contract terms. When it is determined that all contract requirements are met, 
the blockchain technology automatically fulfills the contract terms. Smart 
contracts improve the efficiency of contract execution and are critically 
executed without robust third-party monitoring.  

These features make blockchain a modern distributed network protocol that 
enables relationships between different participants who do not know each other. 
The technology is particularly promising in industries where peer networks, such 
as grid-connected power generators and consumer networks, rely on shared data 
sets. The power distribution system can also use blockchain to remotely control the 
power flowing into a given area by monitoring production and consumption 
statistics. 

3.2 TYPES OF BLOCKCHAIN  

Different classifications of blockchain can be found in literature based on access 
and validation rights, application environments, docking types, and application 
range (Wang & Su, 2020). Based on access and management rights, blockchain can 
be divided into permissionless and permissioned. 

3.2.1 Permissionless Blockchain 

In the permissionless (or public) blockchain, anyone can join or leave the network 
at will (Cash & Bassiouni, 2018), and any node can participate in transactions as 
well as consensus processes (Andoni, et al, 2019). In this system, the number of 
nodes is often large, anonymous, and untrusted. Cryptographic puzzles govern 
thrust and collaboration between users in the public blockchain. Systems such as 
Bitcoin and Ethereum are some examples of public blockchains (Nakamoto, (2008); 
Wood, (2017)). Some use cases are digital identities, voting, fundraising, etc. 
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Permissionless blockchain has attracted a lot of interest in the wake of Bitcoin 
(Nakamoto, 2008) and other digital currencies that sought to decentralize products 
and services without intermediary third parties. Because of its ability to store and 
exchange data irrevocably, industries such as retail and financial institutions have 
recognized the potential of this technology (Cash & Bassiouni, 2018). For example, 
if there is a blockchain with information describing a car's history from production 
to sale and subsequent services to use, people would prefer to rely on that 
information rather than the intermediary of the car.  However, the system is quite 
slow. It is difficult to generate items of value. Security depends on the integrity of 
users. It is too transparent to keep sensitive data. Access is difficult to control. It is 
vulnerable to hacking and tampering. It consumes a lot of energy, and it is quite 
complex. Due to these limitations, consent-free blockchain is unsuitable for 
regulatory communication and smart grid management (Li, et al., 2019b). 

3.2.2 Permissioned blockchain 

Permissioned Blockchain is designed so that only authorized participants can 
access the ledgers. Anyone can join the network, but the consensus algorithm is 
run by a group of nodes that perform the necessary validation. With permissioned 
blockchain, no incentives are required. Users can determine the level of privacy, 
decentralization, and management. This system may be suitable for organizations 
such as the public sector and financial institutions that have a large volume of 
sensitive data and a number of supporting regulations. For example, a 
permissioned blockchain can be set up between organizations where certain 
counterparties can record transactions in the distributed ledger, but not everyone 
can read what is written in the ledger (Cash & Bassiouni, 2018). This can provide 
resilience and redundancy in data storage. The system is typically fast, highly 
customizable, energy-efficient, more flexible, and can be easily adapted to meet 
current regulations. However, these advantages come at the cost of immunity and 
censorship. They are also centralized, less transparent, and less anonymous 
(Andoni, et al. 2019). Furthermore, permissioned blockchains can be divided into 
private and consortial blockchains based on the levels of node access and 
validation, respectively. 

Private Blockchain: is designed so that only authorized participants can access the 
ledgers. All data in the private blockchain is approved centrally by a specially 
authorized group, which also sets the access rights in the system. Private 
Blockchain does not need to be transparent, as data access is limited only to 
authorized nodes. The system is typically fast, highly customizable, energy-
efficient, more flexible, and can be easily adapted to meet applicable regulations. 
An example of a private blockchain is MultiChain. Private Blockchain is a closed 
storage network that could limit the free expansion of local renewable energy and 
is not entirely suitable for smart grid management.  

Consortium Blockchain: there is a need to integrate the features of public and 
private systems to create a more adaptable platform. The consortium blockchain 
features open consensus for public systems and centralized control for private 
systems. It is typically used by companies that want to develop their system and 
create a broad-based platform for sharing data with stakeholders. For example, 
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consortium blockchain has been used to present marketing products in the 
banking sector (Dib, et al., 2018) and to distribute data between multiple 
stakeholders (Bamakan, et al., 2020). A multicentric blockchain system is suitable to 
participate in the regulatory process of a virtual power plant (Li, et al., 2019b). An 
example of such a system is the Hyperledger project, which has developed cross-
industry blockchain frameworks (Casino, et al., 2019). Compared to the public 
blockchain, the consortium blockchain is less decentralized, does not focus on 
cryptocurrencies, and does not offer direct financial incentives to validators. The 
key features of these blockchain taxonomies are summarized in Table 2. 

Table 2. Different features of blockchain classifications. 

Taxonomies Permissionless Permissioned 
Properties Public Private Consortium 

Governance Public - any node can join Managed by one 
administrator  

Managed by a set 
of participants 

Access right Any node can read, write, leave and 
join 

Only authorized 
node 

Only a set of 
authorized nodes 

Network scalability High Low Medium 
Decentralization level Highly decentralized  Highly centralized  Semi centralized 
Protocol efficiency Less efficient Highly efficient Highly efficient 
Examples Bitcoin, Ethereum, Ripple, etc  MultiChain Hyperledger 
Consensus algorithms No permission is required (PoW: 

Proof of Work, PoS: Proof of Stake, 
PoET: Proof of Elapsed Time, etc.) 

Permission required (PBFT: Practical 
Byzantine Fault Tolerance, PoA: Proof of 
Authority, PoI: Proof of Importance, etc.) 

Data Immutability Highly immutable Less immutable 

Transaction Validation Incentive-based mining by any node - List of authorized validators 
- No incentive required 

Main features - Resistance to censorship 
- Unregulated and transnational 
- Anonymous identities 
- Scalable 
- Untrusted organizations can 

participate 
- Slow transaction speed 

- Suitable for highly regulated 
companies 

- Efficient transaction throughput 
- Transaction without fees 
- Better protection against external 

attacks 
- Fast transaction speed 

3.3 SMART CONTRACTS 

A smart contract is a self-enforcing computerized transaction protocol that contains 
the terms of an agreement between the parties involved (Szabo, 1997).  It is 
designed to perform automatically, control, and document services according to 
the terms of the agreement. It performs transactions that meet the terms of the 
agreement between anonymous parties, comply with the organization's laws, or 
generate tokens (Clack et al., 2016) without involving an intermediary. Blockchain 
smart contracts' important feature makes transactions traceable, transparent, and 
irreversible. Smart contracts on the blockchain include agreements between 
multiple users to store and execute data (Wang & Su, 2020). 

3.4 CONSENSUS ALGORITHMS 

The consensus algorithm plays an essential role in maintaining the security and 
efficiency of the blockchain (Mingxiao, et al., 2017) especially in solving the 
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Byzantine General Problem (Lamport, et al., (2019); Castro & Liskov, (1999)), as 
well as in ensuring data consistency in case of errors (Fu, et al., 2021). Two types of 
fault tolerance can be found in the literature. The first involves fail-stop (or crash) 
faults that cause nodes to stop participating in the consensus agreement (Baliga, 
2017). Such faults are usually caused by hardware or software failures and do not 
exhibit other malicious behaviors (Fu, et al., 2021), and are usually relatively easy 
to resolve. The second group is Byzantine faults which provide misleading 
information mainly due to bugs or attacks and usually behave pretty randomly. 
Several consensus algorithms can be found in the literature with particular 
characteristics and advantages and disadvantages (Ferdous, et al., (2021); Baliga 
(2017); Bamakan, et al., (2020); Fu, et al., (2021)). 

For a blockchain system, the consensus protocol is crucial. The rule governs the 
creation of new valid blocks and a consistent blockchain leader. Different 
consensus mechanisms, including Proof of Work (PoW), Proof of Stake (PoS), 
Delegated Proof of Stake (DPoS), and Practical Byzantine Fault Tolerance (PBFT), 
are deployed in various blockchain applications. The primary and most used 
protocols include PoW and PoS. Several other consensus protocols are offered, 
such as Proof of Elapsed Time (PoET), Proof of Burn (PoB), Proof of Authority 
(PoA), Proof of Authority (PoA), and Proof of Capacity (PoC), etc. The consensus 
protocol defines a voting system to select the next accountant. In PoW, nodes (e.g., 
miners) compete with each other to solve hash puzzles and the first to have a 
solution can create a new block and propagate it across the network. PoS requires 
nodes to lock specific pills into the network rather than having a puzzle-solving 
competition to select the bookkeeper (Knirsch et al., 2020). A node's share affects its 
probability of being selected to verify transactions and create a new block. The 
verifier can only collect its coins and a payout, which precludes data forgery if the 
network recognizes the block. 

The consensus protocol defines the key performance characteristics of a 
blockchain. The use of PoW in Bitcoin's consensus protocol has been widely 
criticized (a 51% attack means that the miner controlling over 51% of network 
computations can create blocks with fake transactions and invalidate blocks from 
honest miners). In terms of speeding up transactions and conserving resources, on 
the other hand, PoS is more powerful than PoW. 

Although a significant number of transactions are performed with Bitcoin, the data 
processing rate in a blockchain is estimated to be about seven per second. In 
contrast, Ethereum averages up to 15 transactions per second. These low 
processing rates are mainly related to the consensus mechanism (PoW) used in 
Bitcoin technology. Nodes need to compute the PoW algorithm to add a block to 
the blockchain, which requires a lot of computing power and time. According to 
(Mollah et al. 2021), 30 billion kWh of electricity was consumed to process thirty 
million transactions, which is about 0.13% of the world's energy consumption. In 
the energy sector, the volume of transactions per second is particularly high for 
large-scale operations, as thousands of customers participate simultaneously in the 
process of energy procurement and distribution. Thus, the nodes in the consensus 
and validation process represent a large overhead. To solve this problem, the PoW 
algorithm could be replaced by the PoS or PoA algorithm. These algorithms 
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require far less computing power and support higher transaction rates. The energy 
sector, with transaction speeds of several thousand per second, is exclusively 
served by another blockchain platform called EnergyWeb blockchain. It uses the 
consensus PoA mechanism, which makes processing so fast. 

The impact of a consensus protocol on blockchain performance and the 
requirements for the consensus protocol are summarized as follows: 1) It should be 
energy efficient, as the primary goal is to promote sustainability. 2) PoW consensus 
protocols should be avoided. The system can provide a transaction platform to 
process a certain number of requests within an acceptable time period. 3) The 
consensus protocol establishes criteria for performance, latency, and scalability. 4) 
Security is an important consideration because many people and personal data are 
involved. 

3.5 EVOLUTIONS OF BLOCKCHAIN 

Blockchain development and innovations can be divided into three phases. 
Blockchain 1.0 concerns Bitcoin and other cryptocurrencies in both centralized and 
decentralized environments. Blockchain 2.0 explores various applications of the 
technology in non-digital currency scenarios such as smart contracts and smart 
cities like Ethereum. Blockchain 3.0 focuses on the underlying technology and 
provides a platform for trading applications and innovation for broader public 
service. For example, DAG (Directed Acyclic Graph) is typically placed in the third 
category. 
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4 Blockchain applications for energy sectors 

The smart grid operations are traditionally controlled and managed centrally, 
making the grid infrastructure vulnerable to different kinds of attacks. This results 
in various operational delays due to extensive data management, access control, 
and security. This chapter reviews several potential blockchain applications for the 
energy sector. 

Companies with large financial resources have traditionally generated, distributed, 
and controlled energy. The traditional power grid structure, the framework for 
electricity trading, and the management system are largely centralized. The 
decentralized system is based on distributed production, electricity storage, and 
market desire (Talat et al., 2020). The centralized system relies on a third party 
(intermediary) to handle transactions between suppliers and consumers. In 
centralized energy trading systems, some vulnerabilities remain and affect 
consumer satisfaction because they can disrupt business (Khalid et al., 2020). 
Increasing renewable energy technology and the market will change the energy 
landscape and require new technical solutions to manage the non-centralized 
renewable energy system (Ding & Naserinia, 2022). 

1) Distributed generation: known as embedded generation, on-site 
generation, scattered generation, and decentralization, is the essential 
component of a decentralized energy system. The decentralized generation 
of heat and power is possible. However, heat cannot be transmitted over 
long distances and has always been generated locally. The shift to 
decentralized power generation makes it possible to coordinate heat and 
power generation in cogeneration plants. In this way, electricity and heat 
production boost the system's efficiency because heat is a by-product of 
many electricity generation processes. 

2) Electricity storage: a fundamental constraint of electricity distribution is 
that electricity cannot be retained and generated on demand. Additional 
generation sources could create more problems in regulating supply to 
best meet demand in a decentralized system. Nevertheless, battery storage 
with compressed air, and pumped hydro-storage systems can help 
maintain the grid stability by storing energy when supply exceeds demand 
and feeding it back to the grid during peak periods. The storage of 
intermittent energy plants is especially useful, often generating at their 
highest capacity in the non-peak hours. Storage can be decentralized to 
enhance efficiency and generation. It can be off-grid or grid-tied. 

3) Demand response: demand-response systems provide another option for 
managing grid stability if decentralized generation is connected to the 
grid. Grid management has traditionally concentrated on supply 
management. But emerging technologies, such as the smart grid and smart 
meters, enable power suppliers and users to monitor and communicate in 
real-time to improve system utilization. Many electricity users will 
sometimes be energy producers with distributed generation and storage. 



 BLOCKCHAIN FOR SMART GRID OPERATIONS, CONTROL AND MANAGEMENT 
 

30 

 

 

 

In order to construct a decentralized energy system, smart grid technology 
is needed to facilitate grid management. 

4) Electricity industry: a decentralized energy system is a relatively recent 
strategy in many countries. The power sector has traditionally 
concentrated on developing large, centralized power plants and 
transferring generation loads to regional consumers through extensive 
transmission and distribution lines. Decentralized energy systems are 
aimed at bringing energy sources closer to end-users. End users are 
scattered across an area so that energy generation can reduce inefficiencies 
in transmission and distribution and the corresponding economic and 
environmental impacts in a similar decentralized fashion. 

Decentralized blockchain technology is worth speculating on renewable energy. It 
offers numerous benefits such as cost savings, efficiency, and an efficient 
procedure (Rahmadika et al., 2019). From an industrial perspective, Blockchain 
offers various advantages, like flexibility, scalability, and security. Blockchain also 
offers energy suppliers an alternative for their neighbors to sell excess energy. 
Moreover, in a decentralized blockchain system, third-party services are no longer 
required.  

Advanced Metering Infrastructures (AMI) enables bidirectional communication 
between generators, distributors, retailers, and consumers, making it possible to 
transform the traditional workforce into a smart grid. Smart systems such as 
Wireless Sensor Networks (WSNs), the Internet of Things (IoT), Virtual Power 
Plants (VPPs), and other intelligent control systems also enable optimization of 
power generation and consumption. These advanced technologies make the power 
grid system smarter, more efficient, and automated (Alladi, et al., 2019). Table 4 
compares the advantages of a decentralized blockchain-based smart grid with 
centralized, traditional smart grid management. It shows that using blockchain for 
data management and control of the smart grid is beneficial to creating a 
diversified platform where relevant stakeholders have equal influence on the 
overall operation of the infrastructure. 
  



 BLOCKCHAIN FOR SMART GRID OPERATIONS, CONTROL AND MANAGEMENT 
 

31 

 

 

 

Table 4. Comparison of management, control, and operation between traditional and blockchain-based smart 
grids (Rhydwan, et al., 2020). 

Smart grid 
domains 

Traditional smart grid Blockchain-based smart grid 

Production - Largely non-renewable energy sources 
are involved 

-  Often at a large scale from the central 
source 

- All energy sources can use the platform 
- Microgrid prosumers can make a 

significant contribution to the renewable 
energy market 

Transmission 
and 
Distribution 

- Consumers can’t get updates on energy 
consumption regularly 

- Limited control due to lack of demand-
supply information flow 

- Long distribution distance contributes 
to high distribution loss 

- Power transaction procedures can be a 
bit complex and insecure 

- Consumers can get energy consumption 
regularly, accurately, and fast 

- Power distribution is highly controlled 
- Local production and distribution are 

encouraged and greatly minimize 
distribution loss 

- Simplified and highly secured transaction 
procedures 

Consumption - Consumers do not influence the smart 
grid management, control, and 
operation 

- Consumers can take part in the smart 
grid management, operation, and control 
as microgrid producers 

Operations - Customers often have limited choices 
of energy supplier 

-  Operated manually and is vulnerable 
to unintentional or malicious attack 

- System updates and maintenance is 
done manually 

- Customers often have paper-based or 
digital contract 

- Centrally managed frequency and 
voltage control- difficult to manage 
with several distributed generators 
units involved 

- Prone to failures and can lead to a 
blackout  

- Customers have several energy suppliers, 
many of which can be renewable sources 

- Automated and self-monitoring system 
minimizing bureaucracy 

- Automatically detect errors and self-
troubleshoots 

- Customers can use smart contracts 
- Automatic frequency and voltage control 

can be done both locally and centrally 
- The system is not affected by some failed 

or unresponsive nodes 

Service 
provider 

- Unauthorized individuals/authorities 
can get access to sensitive data 

-  Vulnerable to cyber threats 
- Sensitive information from the 

different stakeholders can leak without 
tracing the source 

- The smart contract ensures that only 
eligible entities have access to relevant 
data 

- Highly secured and difficult  to hack the 
system 

- Data encryption and Merkel hash in the 
distributed network ensure maximum 
security 

Marketing - Monitored by centralized governance 
- Price setting, billing, and other 

operations are governed centrally 

- Decentralized, but can also be semi-
centralized 

- Smart contract based decentralized and 
automated price setting, billing and 
other operations can be used 

 

Smart grids and conventional grids differ primarily in the two-way flow of 
information between power grids and users (Heck et al., 2021). Blockchain has 
contributed to the growth of distributed accounting as an alternative technological 
innovation after the Internet that is tamper-proof, traceable, highly trusted, and 
decentralized. Blockchain can enhance data security in the power grid and 
contribute to the implementation of a trustworthy, effective, and reliable smart 
grid system. Several studies have already been conducted on blockchain in the 
energy sector. 
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First, the creation of power grids across the energy industry is at the heart of the 
process. Smart grids are also being developed in the context of blockchain. Some 
researchers have studied the growth of smart grids under Blockchain, but this 
research is not systematized and is still in the early stages. Most blockchain studies 
and smart grid combinations focus on deploying blockchain technology in a single 
part of the grid value chain, such as building secure smart grid data access and 
exchange systems based on Alliance Blockchain and secure distributed keyless 
blockchain signature methods. The evolving smart grid systems under the 
blockchain are not difficult to identify, but there is a scattering of existing research 
and a lack of integration. 

Second, the organization, personnel, information, and resource system form the 
supply chain of the smart grid. Supply chains are inherently complicated, and 
inefficient supply chains can lead to major trust crises and need to be better shared 
and verified. In the application process, the blockchain works simultaneously with 
all the agents of smart networks, and different agents cooperate and influence each 
other. However, researchers have conducted limited research on the coordinated 
development of multi-agent systems from a stakeholder perspective. From the 
perspective of longevity, there are few studies on the integration of blockchain and 
smart grids, which need to be considered from three aspects: economic, social, and 
environmental. 

Third, the scope for private chains is limited because the authenticity of the 
information can be easily doubted. Unlike private chains, public chains have much 
higher trust but cannot protect the privacy and security of participants. The above 
challenges have hindered the application and diffusion of public chains in the 
productive economy. Therefore, alliance chains exhibit "partisan decentralization" 
characteristics. While an alliance chain may cover only a limited number of 
subjects, security can be enhanced, costs reduced, and reliability increased. 

Blockchain has been used for different applications in the energy sector. This 
chapter identifies several state-of-the-art benefits of using the technology to 
overcome the challenges discussed in the previous chapters.   

4.1 BLOCKCHAIN APPLICATION FOR RENEWABLE ENERGY 

4.1.1 Electric Vehicle (EV) 

The widespread use of electric vehicles will be a valuable response to green travel 
and energy conservation challenges. However, electric vehicle users have problems 
with charging. The number of charging points for electric cars remains modest 
compared to gas stations, which is the main bottleneck limiting the widespread use 
of electricity. Many electric vehicles currently charge at stack operators and 
payment systems, but charging standards vary, leading to significant 
disadvantages for users. There is greater public acceptance of a unified, low-cost 
payment platform based on blockchain technology. On-time leasing of individual 
smart batteries for charging and common routing technology could also reduce the 
limited number of batteries for charging (Soto et al., 2020). 
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In the relationship between electric vehicles and the grid, there is no "vehicle to 
grid" incentives; battery quality cannot be guaranteed when using electric battery 
cascades. Energy Blockchain Labs, for example, has developed a blockchain for car 
reactions, battery blockchain data storage, and virtual currency stimulus 
certification (Peter et al. 2019). 

The JuiceNet application in California, a market-driven IoT platform, was 
provided by eMotorWorks. With this blockchain technology, charging station 
owners can use JuiceNet to rent out charging station time to drivers (Patil et al., 
2020). This means that the number of charging stations will increase. As a result, 
charging station owners can be compensated for their economic benefits at the 
same time. JuiceNet uses blockchain technology to store and process data in real-
time, making it safer and more accessible for individuals to connect to and share 
charging services. Any motorist can download the JuiceNet application, monitor 
the chargers on the map, and select a charging station nearby. 

Both renewable energy and electric vehicles urgently need similar solutions to 
expand their respective applications. 

4.1.2 Decentralized (Peer to Peer) Energy Transaction 

For a centralized, traditional energy trade, the energy Internet has become 
increasingly complex with the access of a large number of customers. Difficulties 
arise when a centralized organization is established, such as high operating costs 
and insufficient information protection. In addition, the commercial enterprise 
lacks confidence if there is no centralized management organization. These 
concerns can be addressed by introducing blockchain technology to energy 
generation. The P2P energy trading model based on the Blockchain system 
provides a low-cost, affordable, open, and trustworthy trading platform for energy 
networks. (Zhao et al., 2020) proposed a double-layer framework for Blockchain-
based energy transactions in multi-microgrids to ensure decentralized trading, 
information transparency, and mutual trust between nodes in the trading market. 

We view energy as a commodity and do not consider energy commodities as 
property. Energy exchange cannot be isolated from specialized monitoring 
processes, so such studies are insufficient to address the operational use of energy 
trading. (Kuznetsova et al., 2019) evaluated the security transactions in the grid 
and advised insufficient centralized power trading management. In addition, a 
management body with limited capacity needs to perform security checks and 
monitor the stopping of transactions. (Zia et al., 2020) studied the barriers to the 
adoption of energy trading over the Internet. They identified a three-tier structure 
based on blockchain technology (transaction, extension, and blockchain). The weak 
central authority is a specialized node within the blockchain system and monitors 
the parties involved in energy trading to ensure that the transactions run smoothly. 

4.1.3 Certification and trading of carbon emissions 

The rapid increase and concentration of greenhouse gases have led to a worldwide 
climate catastrophe. The United Nations has developed a carbon dioxide emission 
rights certification and trading mechanism under the Kyoto Protocol to encourage 
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energy conservation and emission reduction, using the money for emission control 
(Chen et al., 2019). Based on the carbon emissions of different industries, China 
allocates a certain amount of carbon emission rights to emitting enterprises. The 
emission rights of firms with emission balancing rights can be purchased from 
firms that issue more than their allowances, or they can be sanctioned. Conversely, 
companies with additional emission rights can make a profit by selling them. 

There are some challenges in the carbon market, such as the massive workload of 
emissions certification and difficulty tracking transaction data. Blockchain 
technology can provide a framework for smart carbon emissions trading and 
certification. This technology can track all tonnage of carbon and trading 
information, preventing information manipulation and asymmetry. For example, 
China Certified Emission Reductions (CCERs) are sold as "carbon tickets" for 
digital assets. Each carbon ticket has a unique ID, which is time-stamped and 
recorded as a blockchain. Automatically, smart contracts are used for carbon 
trading (Zhao et al., 2020). 

This example shows the potential contribution to carbon emissions using 
blockchain. Each contributing node sends many error-prone files, while the normal 
development length exceeds one year. Meanwhile, it takes a long time to build 
traditional carbon assets, including companies, government regulators, trading of 
carbon assets, third-party verification and certification, etc. This framework will 
significantly reduce the cycle time for generating CO2 emissions and reduce the 
development cost of CO2 assets by 20% to 30% (Kong et al., 2019). 

4.1.4 Physical Information Security 

To make fair decisions, the system is guided by correct information. However, 
incorrect information can have disastrous effects on the system if it disrupts or 
attacks the information system. Power grid companies' most important security 
strategy is to create special communication links to isolate internal and external 
networks. Using data acquisition systems in a transmission network increases 
system costs during construction. At the same time, disruptions and attacks can 
occur when power system operators or public networks are used to communicate 
or exchange information. The origin of Stuxnet, an industrial computer malware, 
was discovered in 2010. This can penetrate a network of external computers via 
infected USB devices and attack the company's Internet. In 2015, the electricity 
information system in Ukraine was hacked, causing a massive power outage in the 
country (Kumari et al., 2020). Thus, electricity systems have improved their ability 
to withstand cyberattacks. 

Decentralization, high redundancy, security, and privacy protection help to solve 
some of the security problems of the information and physical systems. However, 
there is currently limited research on the use of blockchain technology to solve 
security challenges in the energy Internet. (Yao et al., 2021) consider blockchains on 
the Internet from the perspective of private key loss, privacy violation, and 
protocol attacks on security problems. It also presents a strategy that constructs 
energy consisting of three components: architectural security, ontological security, 
and access control. The security measures control the entire lifecycle of the power 
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blockchain communication system to efficiently meet the requirements for the 
future development of the energy blockchain. 

4.1.5 Energy Transmission 

In the face of increasingly critical environmental problems, the development 
method resulting from conventional fossil fuel energy is unsustainable. Therefore, 
there is a tendency to replace fossil fuels with clean and sustainable energy. While 
research in sustainable energy is progressing, relatively stable techniques such as 
wind or solar energy have problems with decentralized geographical coverage, 
poor management and consumption rates, and high energy costs, leading to major 
limitations in the use and commercialization of new energy sources (Hassan et al., 
2019). In 2008, a future renewable energy transmission and management system 
was called the Internet of Energy model (Knirsch et al., 2020). The Internet of 
Energy consists of the new structure of power generation networks, networked 
storage systems, and the Internet. 

Conversely, the quality of this platform is challenged by corporate and user 
service. The energy Internet encompasses a broader range of power and 
participants than existing power grids. It changes the information exchange 
approach to create a new energy supply with highly integrated and 
complementary information across multiple energy sources (Li et al., 2019d). 
Blockchain-based energy systems will offer promising solutions for managing 
energy transmission among heterogeneous renewable energy systems. 

4.1.6 Power-to-X 

Power-to-X uses electricity to produce other products to store energy. Power-to-X 
can be power-to-ammonia, power-to-chemicals, power-to-fuel, power-to-gas, 
power-to-hydrogen, power-to-liquid, power-to-methane, power to food, power-to-
power, and power-to-syngas. Power-to-X offers the unique possibility of storing 
excess renewable energy generated when demand is relatively low, which can 
increase the economic value of renewable energy generation by facilitating classical 
storage arbitrage (Byfield & Vetter, 2016). With power-to-X, enormous amounts of 
energy may be kept for lengthy periods, making it suitable for seasonal storage. 
Because many places have significant seasonal solar, wind, and hydroelectric 
output variability, this could be especially advantageous for systems with high 
renewable penetration. In addition, as renewable energy deployment continues to 
expand, power-to-X also has the potential to help decarbonize other sectors of the 
economy, such as industry and transportation, that have long plagued carbon 
reduction experts. 

The application of blockchain smart contract technology for tracking and tracing 
the type of energy, conversion history, and data support for transparency, 
credibility, and automated enforcement for future carbon trading. 

4.1.7 Internet of Energy 

It is also argued that the Internet of Energy (IoT) is the basic research guideline to 
address the current problems in the energy sector. (Faizan et al., 2019) says that 
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society will enter an IoE system that combines new energy and communication 
technologies with conventional fuel depletion and ongoing global environmental 
degradation. Japanese academic institutions have focused on creating the digital 
grid system and proposed the energy Internet "Power Router" by the Japan Digital 
Grid Alliance. (Hu et al., 2020) provides a preliminary description of the energy 
Internet: the energy Internet is a closed loop in which renewable energy is widely 
used as the main energy source, and other gas grids and transportation systems are 
closely connected. It is built on the Internet and other advanced IT systems, and the 
power grid is at the center. More specifically, the energy Internet described in (Li et 
al., 2019c) includes an Internet-connected smart power grid platform, Big Data, 
cloud computing, and other leading ICT platforms. Advanced electromechanical 
devices and smart management technologies in the future power system will be 
used to integrate horizontal, cross-source, complimentary, comprehensive, 
hierarchical synchronization and data, source-grid-neutron-to-storage. 

As shown below, the IoE offers precise metering, wide-scale multi-source 
cooperation, intelligent control, and open trading (Wu et al., 2021, Yao et al., 2021, 
Chen et al., 2019, Faizan et al., 2019 ). 

1) Wide-area multi-source cooperation: IoE provides wide coverage, high 
reliability, and many participants. Coordinate the planning operations of 
large-scale power generation bases, power transfer, and end-use power 
utilization, including multi-source cooperation. Through cooperation, 
participants can reach an agreement and maximize profits. 

2) Accurate measurement: This is the prerequisite for regulating the 
circumstances of the operation of various energy and computation 
systems. Therefore, the IoE must also address participants' consensual 
reliance on metering data and accurate measurement. 

3) Open trade: The technology takes advantage of modern society with huge 
centralized grids and local distribution networks. Without discrimination, 
any energy source can access the Internet. Energy producers can also be 
electricity consumers, and consumer involvement is greatly enhanced. The 
IoE provides various energy services anytime and anywhere to promote 
demand, support services, and buy and sell electricity. By reducing the 
peaks and troughs of the energy IoE, its operational performance will be 
improved. 

4) Intelligent control: Smart approaches such as large-scale data processing 
and web learning are essential and enable a wide range of dispersed 
energy sources. From generation to use, the entire process depends on 
intelligent control technology for flexible and efficient energy conversion 
and optimization of transmission performance. 

Blockchain can support the construction of a distributed IoE with autonomy, 
scalability, and intelligent control to realize future renewable energy planning, 
management, and application. 
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4.2 BLOCKCHAIN FOR THE SMART GRID OPERATION AND MANAGEMENT 

Blockchain offers a new solution to these challenges. It minimizes data 
management, fair incentive mechanisms, regulatory costs and technical issues, 
transaction fees between distributed nodes, speed of resources, and price 
adjustment issues. It can also increase transparency among stakeholders, ensure 
data security and privacy, simplify the energy demand and supply chain, and 
minimize distribution losses. 

Blockchain application in the energy sector is an ongoing area of research and 
development (Hasse, et al., 2016), however, most of these applications have not yet 
progressed beyond the pilot stage. One notable example is the Brooklyn Microgrid 
(Brooklyn (BMG), 2019) which allows local solar energy consumers to exchange 
data via blockchain. Another example is the UK's Electron project (Electron, 2020), 
which uses a blockchain-based platform to enable grid operators, systems, local 
energy markets, and distributed energy sources to participate in multiple grid 
optimization markets with different energy assets. Countries worldwide recognize 
the potential applications of blockchain in the energy sector. For a list of efforts by 
companies to implement Blockchain in the energy sector, see (Foti  & Vavalis, 
2021). Figure 4 shows a potential Blockchain infrastructure for managing, 
controlling, and operating smart grids (Aklilu & Ding, 2021). 

 
Figure 4. Blockchain infrastructure for smart grid management, control, and operation. 

Several studies have also been published that address various blockchain 
applications, challenges, opportunities, and future trends. In (Foti  & Vavalis, 
2021), the authors provided an up-to-date and comprehensive summary of 
Blockchain use for smart grids by analyzing a number of peer-reviewed articles, 
research results, and entrepreneurial projects. The authors (Musleh et al., 2019) 
presented an overview of blockchain-based solutions to smart grid challenges and 
their advantages and disadvantages. The article identified relevant blockchain-
based applications, especially at the cyber-physical level of the smart grid. In 
(Andoni, et al, 2019), the authors conducted a survey to systematically identify 
potential blockchain implementations for smart grids, associated challenges, and 
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opportunities. A comprehensive overview of blockchain applications for future 
decentralized smart grids is provided in (Mollah, et al., 2020). The article discusses 
that current smart grids face several challenges such as scalability, transparency 
and extensibility, high computational cost, availability of attacks, and inability to 
control future power supply consisting of multiple components. 

 Table 5 summarizes recently published studies in this area. The table also 
describes the approach of the study compared to our article. Some articles address 
the use of blockchain in smart grid marketing, grid decentralization, data 
aggregation and storage, and security and privacy mechanisms. Relevant 
challenges for grid management and operation arising from stakeholder 
collaboration, grid imbalances, data analytics, and management have not been 
addressed in existing review articles. Moreover, the challenges covered are often 
viewed from the retail perspective. This work includes the challenges not 
considered in other studies and recent developments in smart grid management, 
control, and operation. 
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Table 5. Summary of typical surveys and reviews on blockchain challenges for smart grid management, 
control, and operation. 

Ref I II III IV V Descriptions 
(Andoni, et al, 
2019) 

L L M M L Conducts a systematic review of the potential applications of blockchain 
for energy company operations, wholesale energy trading and supply, 
energy imbalance settlement, digitization of IoT platforms, and P2P 
trading and distributed energy supply. 

(Mollah, et 
al., 2020) 

L L M M L Provides a comprehensive overview of blockchain applications for AMI, 
the distributed energy trading market, monitoring, control, and 
metering, electric vehicle and charging station metering, and microgrid 
operations.  

(Wang & Su, 
2020) 

L L L L L Reviews research progresses of blockchain technology for the energy 
sector, particularly on distributed energy systems, optimization of 
energy trading, electric vehicles, smart device connection, intelligent 
control, and supporting environmental challenges. 

(Alladi, et al., 
2019) 

L L M M H Provides an overview of blockchain applications for P2P energy trading 
infrastructure, electric vehicle energy trading, asset maintenance 
security, energy generation and distribution, and privacy and security 
techniques. 

Musleh et al., 
(2019) 

L L L M M Reviews various aspects, advantages, and disadvantages of using 
blockchain for energy trading, microgrid operations, EV, and cyber-
physical security. 

Samy, et al., 
(2021) 

L L L H L Provides an overview of blockchain applications for energy trading, 
infrastructure management, and smart grid operations. 

Hasankhani, 
et al., 2021) 

L L L H M Provides current improvements in blockchain applications for smart 
grids, and identifies opportunities, challenges, and potential solutions in 
various areas of the smart grid. 

Yapa, et al., 
(2021) 

M L M M M Analyzes the applicability of blockchain for Smart Grid 2.0 to facilitate 
grid decentralization. 

Xie, et al., 
(2019) 

L L L L M Provides an overview of blockchain applications for various areas of 
smart cities, including smart grids for energy trading, improving data 
security, renewable energy financing, and Thing-to-Thing energy trading.
  

Aggarwal, et 
al., (2021) 

L L L L L Reviewed recent developments in energy trading, taxonomies, 
challenges, and potential solutions. 

Ante, et al., 
(2021) 

L L M M M Provides a bibliometric analysis and review of blockchain 
implementations for energy marketing, data exchange and security, 
energy management and scalable systems, information transfer, P2P 
energy sharing, and trading in microgrids among others. 

Zhu, et al., 
(2020) 

L L L L L Presents blockchain applications for China's energy sector. The article 
focuses in particular on energy financing, trading, consumption, and 
Energy Internet. 

Lui, et al., 
(2021) 

L L L L H Provides a comprehensive overview of blockchain technology solutions 
for smart grid transformation from the perspective of technological 
advances in its industrial applications, challenges, and opportunities. 

Zhuang, et al., 
(2020) 

L L L L M Presents the latest blockchain ideas, architectures, and technologies for 
cybersecurity in the smart grid. 

Bao, et al., 
(2020) 

L L L M M Comprehensively present existing blockchain applications for P2P 
trading of Electric Vehicles, carbon emission trading, etc. 

This report H H H H H Provides a systematic overview of blockchain in the smart grid for 
stakeholder collaboration, data analytics and management, grid 
imbalance control, decentralization of grid management and operations, 
and security and privacy. 

I: Collaboration among stakeholders, II: data analysis and management, III: control of grid imbalances, IV: 
decentralization of grid management and operations, and V: security and privacy;  H: High coverage, M: 
Medium Coverage, L: Low coverage 
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Smart grid management and control is an important issue due to the diversity and 
number of DG units. Demand-driven control and optimization of network 
management are the focus of research. Feasibility and use case studies have been 
conducted on using blockchain for smart grid management, control, and operation 
(Foti  & Vavalis, 2021). A systematic review of blockchain applications for the 
energy sector at the national and institutional levels is presented (Wang & Su, 
2020). In addition, (Suciu, et al.,  2019a) and a related paper by (Suciu, et al.,  2019b) 
explored how blockchain can be used in smart power management in the SealGrid 
platform which allows users to monitor power consumption in real-time without 
compromising security. The authors (Mollah, et al., 2020) emphasize that the future 
of the smart grid must provide some level of security by 1) ensuring that 
unauthorized people cannot access information; 2) preventing unauthorized 
people from modifying the data; 3) cryptographic solutions provide adequate data 
protection; 4) denying authorized permission and granting access to those with the 
proper privileges; 5) authentication that ensures entities performing a specific task 
cannot deny their action; 6) developing a fault-tolerant network that is resistant to 
various attacks; 7) more efficient monitoring; 8) Using advanced privacy 
technologies to protect information disclosure; and 9) Promoting thrust, 
transparency, and democracy among all stakeholders. This subsection summarizes 
blockchain-based applications for smart grid management, control, and operation 
based on the challenges discussed in Chapter 2. 

4.2.1 Collaboration between Stakeholders 

The consortium blockchain supports the virtual power plant (VPP) control system, 
improves operational activities, optimal scheduling, and efficient trading, and 
solves the lack of real-time performance, high transaction costs, and information 
security (Li, et al., 2019b). Exploiting the similarities between VPP and blockchain 
in terms of data injection and information communication between different nodes 
within the system, the authors developed a VPP control system model based on 
blockchain. The model integrates discrete power supply, load, and other smart 
devices to share data with two Blockchain systems, one technical and one 
commercial. The technical blockchain controls the process by connecting to the 
SCADA system via Ethernet to support power transmission, balancing, voltage, 
and frequency control, and to provide stable transmission and scheduling for the 
VPP. The commercial blockchain supports the process of energy quantity, price, 
transaction contracts, etc. Galici, et al., (2021) proposed a Blockchain-based data 
ledger to store and track public buildings' energy generation and consumption. 
The proposed platform facilitates transparency among stakeholders by making 
raw data available to the public to provide citizens with sustainable, affordable, 
reliable, and modern energy services. This raw data's availability facilitates data 
analysis for research and development, production and distribution controls, and 
resource management. 

4.2.2 Controlling Grid Imbalance 

Blockchain provides a mechanism to synchronize data from a variety of sources. 
These can help grid operators monitor different energy resources simultaneously, 
control voltage and frequency, and coordinate communication between different 
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energy stakeholders. Blockchain can also help regulate voltage and frequency on 
the smart grid. Voltage and frequency fluctuations can lead to power outages. This 
can be solved by continuous monitoring of power generation and consumption. 
But the increasing number and variation of energy sources make the control 
system unstable. With blockchain technology, we can accurately and continuously 
determine the amount of energy produced and consumed, so that the grid is 
resilient to unexpected frequency or voltage overloads. Blockchain-based 
production control for distributed generation systems to avoid grid congestion is 
proposed by (Danzi, et al., 2017). In addition, (Madhu, et al., 2019) have proposed a 
framework for using blockchain to monitor PV-based electric vehicle charging 
stations to regulate load frequency. The author's proposal integrates blockchain 
with a smart energy controller to optimally manage grid capacity considering load 
frequency and PV availability. The proposed framework improves user privacy, 
immutability and transparency of energy data, energy tracking and availability, 
and user sharing. 

4.2.3 Data Analysis and Management 

Blockchain as a distributed database system creates decentralized tamper-proof, 
but traceable networked copies of the data under a certain consensus verification. 
Blockchain can support smart grid data analysis and management, data protection, 
and aggregation (Dong, et al., 2018). Along with the diversity of distributed 
generation (DG), the smart grid is also changing its data aggregation and analysis 
mechanisms. Aggregators such as Demand Response (DR) and Virtual Power 
Plant (VPP) provide grid services to a wide range of energy resources. However, 
these aggregation mechanisms pose challenges to operators due to their large-scale 
and complex deployment, requiring management and control. Establishing trust 
and transparency between DG entities and aggregators is also important to 
maintain short- and long-term interaction. To address these challenges, some 
blockchain-based solutions have already been proposed. In (Liang, et al., 2020), a 
blockchain-based power grid data management architecture is proposed to realize 
binding data recording and business collaboration among multiple nodes. The 
proposed framework promotes collaboration among data aggregation and analysis 
processes, provides real-time awareness of data sharing to various stakeholders, 
simplifies the process of data access, coordinates data application, and facilitates 
technical support for smart grid data management and operation. The authors 
(Mnatsakanyan, et al., 2020) propose a blockchain-based decentralized aggregation 
mechanism that handles all transactions between decentralized energy owners, 
demand response, and virtual power plants. Blockchain can also be used for 
decentralized data collection, analysis, and management to minimize data 
communication and storage costs (Aderibole, et al., 2020). In (Fan & Zhang, 2019), a 
consortial blockchain-based multidimensional data aggregation and control 
mechanism is proposed to ensure the security of stream data during 
communication. The proposed architecture creates a dynamic stream data control 
and operation architecture by simplifying the low data aggregation efficiency, 
computational complexity, feedback accuracy, and key management and data 
repair. Integrating blockchain with advanced metering systems could help utility 
operators predict future consumption needs by monitoring the continuous and 
accurate immutable data provided by blockchain technology. 
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4.2.4 Decentralizing Grid Management and Operation 

A distributed data aggregation and storage mechanism using blockchain to secure 
grid sensor data was proposed by (Liang, et al., 2018). The authors (Aderibole, et 
al., 2020) identified three Blockchain-related characteristics (decentralization, 
thrust, and incentives) to analyze the smart grid-related literature and identify 
requirements for NIST conceptual models. According to the authors, blockchain 
enables decentralized collection and verification of metering applications at 
multiple levels. It solves the problem of centralized data collection that could affect 
smart grid performance. The authors also describe that using blockchain for smart 
grids facilitates decentralized energy trading mechanisms, improves the 
operational efficiency of VPPs, enables demand-side management systems in 
microgrids and consumer cities, renewable energy tracking, and edge computing 
for decentralized P2P interactions, among others. In (Luo, et al., 2021), 
decentralized data aggregation for microgrids using Pallier and PBFT 
homomorphic encryption is proposed to protect user privacy and data integrity in 
public storage and sharing. The authors have also proposed an automatic and 
distributed solution for energy distribution in a microgrid using Ethereum Smart 
Contract. In (Nurgaliev, et al., 2019), the authors propose a decentralized energy 
regulation and exchange application based on Ethereum smart contracts. Their 
framework minimizes reliance on a central authority, improves the efficiency of 
renewable energy resources, and addresses privacy and security issues. Smart 
contracts are used by (Cioara, et al., 2020) to propose a blockchain-based platform 
for peer-to-peer energy trading, decentralized energy management, energy 
flexibility aggregation, and community-based VPP operation. In (Zhang, et al., 
2019), a blockchain-based keyless decentralized authentication architecture 
between service providers and end-users in the smart grid is proposed to improve 
certification reliability and non-repudiation. In this approach, smart meters send a 
request and then receive the response through a consortium-based blockchain 
network that does not require a trusted agent. Ethereum smart contract with 
blockchain is used (DeCusatis & Lotay, 2018) for interaction between energy 
generation and consumption between different smart meters in different buildings. 
The framework automatically monitors the availability of energy reserves and 
smart meters and initiates transaction requests. The authors also proposed a digital 
identity management algorithm that authenticates smart meters and blockchain 
ledgers to mitigate port scans and port-based attacks on the Ethereum blockchain. 
In (Li, et al., 2019a), the authors investigated the feasibility of using blockchain for 
transactive distributed grid management and operation of interconnected 
microgrids to optimize the financial and physical operation of power grid systems. 

It has been shown that these Blockchain-based systems can support the physical 
layer of the smart grid. Aggregation, analysis, and management of grid data can 
improve the missions of transmission system operators (DSOs) by providing 
accurate data on electricity generation, distribution, and consumption. Blockchain, 
along with various underlying technologies, can facilitate decision-making at 
different levels of grid operations. However, maintaining data security, integrity, 
and privacy in the grid environment for data aggregation and analysis is a 
complex issue that requires thorough investigation. 
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4.2.5 Security and Privacy 

Traditional smart grids have been subjected to several malicious cyberattacks over 
the years, using various methods such as Denial of Service (DoS) to gain 
unauthorized control over the grid, resulting in partial or complete power outages. 
Studies have shown that blockchain, whose main characteristic is the immutability 
of data, can provide a solution to this problem.  There are several known attacks on 
smart power grids. One of them is the jabbing attack, in which the attacker installs 
a malicious smart electricity meter that sends false data, causing desynchronization 
and power interruption. The puppet attack sends a signal to the node. The attacker 
then controls the node and sends more signals into the network, causing the smart 
meter network to become unstable. 

Another example is the stack smashing attack, which compromises the application 
layer of the network and leads to the disclosure of sensitive data. An experimental 
attack, on the other hand, makes the smart grid layer vulnerable to DoS attacks 
(Kumar, et al., 2019). A comprehensive review of blockchain in smart grid for 
cybersecurity from application and technology perspectives was conducted by 
(Zhuang, et al., 2020). 

Several promising blockchain-based techniques have been proposed to address the 
smart grid's privacy and user security challenges. Privacy-Preserving Energy 
Transactions (PETra) is described in (Laszka, et al., 2017) as a secure distributed 
ledger-based energy trading solution that provides anonymity for communication, 
bidding, and trading. The framework enables secure and verifiable trading of 
energy futures, preserves prosumers' privacy, and allows distribution system 
operators to regulate trading and enforce security rules. The proposed framework 
was later extended by (Bergquist, et al., 2017) to illustrate communication and 
transaction anonymity.  The authors (Guan, et al., 2018) presented a scheme for 
efficient data aggregation and privacy protection based on blockchain. In addition, 
(Kamal & Tariq, 2019) proposed Blockchain-based lightweight security solutions 
for advanced metering infrastructures to prevent man-in-the-middle attacks and 
data tampering through timely adversarial node detection, localization, and 
provenance through Blockchain. A permission-based blockchain edge model for 
smart grid networks to ensure data privacy and energy security is proposed by 
(Gai, et al., 2019). The proposed model aims to ensure traceability of energy 
consumption while protecting end-user privacy, enabling optimal energy 
management, and enabling controllers to assess the identity of the edge device in 
smart grid networks. 

A novel cybersecurity architecture for smart grids based on blockchain to improve 
data security is proposed by (Olivares-Rojas, et al., 2019).  The algorithm leverages 
advanced metric infrastructures such as smart meters and virtual power plants and 
uses an edge-fog cloud computing architecture. In (Casado-Vara, et al., 2018), the 
authors show how the immutability of the blockchain can be used to detect non-
technical frauds such as energy theft, metering errors, billing process errors, etc. 
This helps utilities control and monitor the power distribution network. In (Liang, 
et al., 2018), a blockchain-based smart grid protection framework against 
cyberattacks is presented to improve the power grid's self-defense capabilities, 
robustness, and security. In addition, (Gao, et al., 2018) proposed a blockchain-
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based solution backed by a smart contract to create a temperature-proof system to 
protect consumer data collected and transmitted in the smart grid system. The 
proposed system provides transparency, auditability, and immutability 

Blockchain has also been used for access control systems in the smart grid. In 
(Zhou, et al., 2019), the application of Blockchain for identity-based combined 
encryption, signature encryption, and signature encryption scheme for the smart 
grid is proposed, which solves the pressing problem of a private key generator, 
ensures secure key management, and involves more users in the daily 
management of the smart grid. 

Table 6 summarizes the various blockchain applications that have been proposed 
in recent years for the management, control, and operation of smart grids.  
Blockchain technology could solve these challenges by providing a decentralized 
platform where all participants can share information equally. The technology 
could enable all participants to collaboratively create a platform without having to 
trust each other (Mattila, 2016).  The adoption of blockchain in the energy sector 
has several benefits: Energy blockchain technology promotes decentralized 
production and distribution of low-voltage energy systems (Li, et al., 2019b). It also 
supports simplified multi-level systems (Wang & Su, 2020), in which energy 
producers, distribution system operators, transmission system operators, and 
consumers can communicate directly with each other to ensure the operation 
process. In addition, blockchain, in combination with smart contracts, enables 
efficient smart grid management (Mylrea, 2019). Using predefined consensus rules, 
smart contracts send signals to all nodes to ensure legitimate transactions. In this 
way, all energy storage flows can be controlled automatically, which contributes to 
the accuracy of the balance between supply and demand (Brilliantova & Thurner, 
2019). Blockchain can also record, store, and distribute all energy transaction data, 
ensuring decentralized security of all energy flows and business activities (Wang & 
Su, 2020). 
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Table 6. Blockchain-based solutions to address challenges in smart grid management, control, and operations 

Blockchain 
Application 

areas 

- Blockchain-based solutions to address the challenges Ref. 

Collaboration 
between 
Stakeholders 

- Facilitates trust and transparency between stakeholders and the 
public 

- Automatic monitoring and maintenance of the smart grid 
- Enables resource allocation, tracking of environmental indicators 
- Improves efficiency of renewable energy sources 
- Improves the digitalization of the grid and enables new applications 

for the power system 
- Facilitate the role/influence of microgrid prosumers in the 

management and operation of the smart grid 

(Li, et al., (2019b); 
Galici, et al., (2021)) 

Controlling Grid 
Imbalance 

- Regulation of voltage and fair distribution of production between 
distributed generation units 

- Enables a temperature-safe system to protect customer data 
collected and transmitted to the smart grid 

(Danzi, et al., (2017); 
Madhu, et al., (2019) 

Data analysis 
and 
management 

- Protection of authenticity and correctness of aggregated data 
- Creation of immutable data structures that cannot be modified. 
-  Highly scalable and supports for micro transactions 
-  Enhancement of the architecture for the power management system 

to monitor power consumption in real-time 
-  A secure data aggregation based on encryption 
-  Enabling a multi-dimensional data aggregation control mechanism 

for the smart grid 
- Decentralized aggregation mechanism to handle all transactions 

between different smart meters 

(Mnatsakanyan, et al., 
(2020); Aderibole, et 
al., (2020); Fan & Zhang 
(2019); Liang, et al., 
(2020))  

Decentralizing 
grid 
management 
and operations  

- Improve authentication and non-repudiation 
- Support the power management process without a trusted party. 
- Participation in distributed computing to reduce the VPP's 

computational load 
- Promotion of decentralization 
-  Improve transparency, digitize the grid, and enable new applications 

for the power system 
- Support advanced metering infrastructure control systems to 

improve operational activities, optimal planning, and efficient trading 
- Enables traceable energy management on the smart grid 

(Aderibole, et al., 
(2020); Dong, et al., 
(2018); Liang, et al., 
(2018); Luo, et al., 
(2021); Nurgaliev, et 
al., (2019); Cioara, et 
al., (2020); Zhang, et 
al., (2019); DeCusatis & 
Lotay, (2018); Li, et al., 
(2019b)) 

Security and 
privacy 

- Create immutable data structures that cannot be modified 
-  Improving cybersecurity and privacy for smart grids 
- Improving security and privacy, information security, access control 
- Localization and provenance  
- Solves the problem of lack of real-time performance, high transaction 

costs, and information security 
-  Timely identification of adversarial nodes 

(Liang, et al., (2018); 
Kumar, et al., (2019); 
Zhuang, et al., (2020); 
Laszka, et al., (2017); 
Bergquist, et al., (2017); 
Guan, et al., (2018); 
Kamal & Tariq (2019); 
Gai, et al., (2019); 
Olivares-Rojas, et al., 
(2019); Casado-Vara, et 
al., (2018); Gao, et al., 
(2018), Zhou, et al., 
(2019)) 

 
 



 BLOCKCHAIN FOR SMART GRID OPERATIONS, CONTROL AND MANAGEMENT 
 

46 

 

 

 

5 Discussion 

A blockchain-based smart grid requires systematic work from design to 
implementation. It needs support from both technical and non-technical aspects. 
Localized standalone solutions cannot make the Blockchain system fully 
functional. A lot of fundamental work is needed to ensure efficient management, 
control, and operation of Blockchain-based smart grids. Further discussion and 
research directions are addressed below. 

5.1 COLLABORATION BETWEEN STAKEHOLDERS 

The introduction of blockchain technology into the smart grid, a widely accepted 
and well-functioning system, is always a challenge to harmonize the collaboration 
between all stakeholders.         

1) A Better understanding of the needs and the future.  All smart grid 
stakeholders (energy producers, transmitters, distributors, consumers, 
regulators, coordinators, etc.) need to understand and evaluate current 
challenges and future trends in energy management and their 
environmental, social, economic, and regulatory implications to accept and 
implement them. Some of the resulting issues need to be addressed. 

2) Effective coordination and consensus mechanism. Energy stakeholders 
will be participants, contributors, and beneficiaries of the blockchain 
system whose interests and responsibilities do not fully align but must 
collaborate and participate in a blockchain-based smart grid system. This 
requires all stakeholders to be able to achieve an effective coordination and 
consensus mechanism with the technical support of the Blockchain, and 
also to thoroughly engage with this decentralized, entirely new system, 
technical means, and business model. 

3) Advanced technical tools and newer administrative systems. Increased 
collaboration among regulatory, administrative, technical, and commercial 
stakeholders is needed to develop coherent blockchain systems that can 
improve existing systems. This collaboration must be based on more 
modern technical tools and newer administrative systems. Relevant 
technology development outcomes need to be tested, validated, and 
improved in real-world smart grid systems. 

4) Seamless integration. Blockchain-based system technology must address 
and improve upon the shortcomings of current systems and provide 
scalability, speed, accuracy, and security, as well as seamless integration 
with existing advanced metering infrastructure. 

5.2 CONTROLLING GRID IMBALANCE 

With the development of smart grids, the need for applications and integration of 
various renewable energy sources, including managing multiple imbalances in the 
blockchain system, is increasing.  
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1) Synchronization. Blockchain-based smart grids require mechanisms to 
synchronize data from multiple sources to balance the associated 
imbalances resulting from 1) voltage and frequency shifts in the grid 
system itself, 2) continuous dynamic changes in energy generation, 
transmission, distribution, and demand, 3) changing energy consumption 
patterns and quantities, and 4) flexible and variable energy exchange and 
trading. 

2) Integration and interaction. Deep integration and interactive control 
technology between blockchain and different parts of the grid is an urgent 
problem to solve. The sharing characteristics, timely data updates, and 
stability of the architecture possessed by blockchain technology provide a 
good technical basis for solving these imbalance problems. 

3) Automation control. Further research is needed to investigate the scope of 
blockchain design and implementation, the associated interfaces to each 
control system, and blockchain-based automation control and coordination 
technologies. 

4) Information exchange. The main mission of Blockchain-based 
decentralized grid management and operations is to ensure secure 
information exchange among relevant stakeholders, improve the supply 
and demand chain, facilitate the participation of professional renewable 
energy consumers in energy markets, control congestion with automated 
frequency and voltage monitoring systems, and protect critical grid 
resources with real-world implementations are all areas for future 
research. 

5.3 DATA ANALYSIS AND MANAGEMENT 

Blockchain-based smart networks greatly extend the digitization of existing power 
grids. So data analysis and management is a big issue in the context.  

1) Big Data. Each electronic and digital component of the grid continuously 
generates various types of data to control and maintain the grid system 
and support its commercial operations. The complex and large-scale 
decentralized system implies that the complex and volatile distributed 
data needs to be accumulated, fused, analyzed and rationalized for use. 

2) Data fusion. Advanced data processing and management technologies 
need to be combined with blockchain systems to address the challenges of 
the 3Vs (volume, velocity, and variety) of data in the smart grid, high 
scalability and scalability, diversity and heterogeneity of data types, and 
timeliness of data processing. 

3) Off-chain data processing. Blockchain itself does not have the 
rationalization design and processing ability to handle big data. Still, the 
combination of smart contract and off-chain data processing can allow the 
refined core data to enter the main chain of the Blockchain. Most of the 
lengthy and trivial local data analysis and processing are processed 
outside the localized chain and controlled by the smart contract for 
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relevant data analysis, which will significantly improve the capacity and 
efficiency of smart grid based on blockchain. This will greatly improve the 
capability and efficiency of data analysis and processing blockchain-based 
smart grids. 

4) Data techniques. Advanced data techniques such as machine learning, 
deep learning, etc. need to be introduced to help analyze all kinds of big 
data related to smart grids.             

5.4 DECENTRALIZING GRID MANAGEMENT AND OPERATIONS 

Blockchain-based decentralized management and operation of the smart grid are 
very different from the traditional centralized management and operation model. 

1) Extensive decentralization. Traditional centralized management has 
centralized managers and controllers coordinating the global management 
of all types of grid issues and operations. The Blockchain-based smart grid 
brings the concept of decentralization to the grid system in terms of 
technology, data, business, and its management and operations. It also 
implies a complete change in business logic and technical systems, as well 
as a change in the management model. 

2) Evolution from decentralization. Decentralization not only avoids the risk 
of a single point of failure in a complex smart grid, but also brings an 
evolution of the system, including 1) autonomy of individual nodes, 2) 
automation of the system's business execution (code execution based on 
smart contracts), and 3) resilience of the system with high fault tolerance 
and system robustness. 

3) Deep centralization. Decentralized management and operation can 
facilitate and accelerate network operation decisions at various levels, 
making frequent and tedious day-to-day business and operations 
extremely efficient. 

4) Updating of management model. The redesign and implementation of 
fully decentralized grid management and operation require further 
research on the technical implementation of the system at all levels and the 
adaptation of the management rules and concepts of the existing system. 

5) Mitigating the risks associated with decentralization. Attention must also 
be paid to how to avoid the risk of system chaos and disorder that may 
arise after decentralization.  

5.5 SECURITY AND PRIVACY 

Blockchain is a distributed ledger database system, and also poses some threats to 
data security. 

1) Cyberattacks on the blockchain. Large-scale cyberattacks cannot disrupt 
the online services of the blockchain and even cause data loss. 
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a) Enlarged attack surface. As with any IT system, the same 
cyberattacks are on the rise and remain a threat to the smart grid. 
The performance of a blockchain-based smart grid relies heavily 
on the autonomous management and automated operation of the 
technical system due to its decentralized and efficient architecture 
and operation. However, due to the ever-growing attack surface of 
the smart grid system, the blockchain-based system needs to 
maintain the security of the grid business, the security of the grid 
system, the security of the grid data, and the privacy of all 
participants. In addition, the blockchain itself may also be exposed 
to new cyberattacks or data-oriented intelligent attacks. These 
issues need to be properly monitored and researched. 

b) Off-chain attacks. Since the blockchain system is supported by 
and serves other parts of the smart grid, any potential attacks 
outside the chain may eventually affect the performance of the 
blockchain system, e.g., injecting manipulated data into the 
blockchain, reading data from the blockchain through malicious 
manipulation, etc. 

c) Local vulnerability vs. global security. The security vulnerability 
of each component and the protection of the operation process of 
each functional area must be considered in the development of the 
future blockchain system. 

d) Hierarchical protection. The hierarchical structure of the 
blockchain (including the functional hierarchy, data hierarchy, 
business hierarchy, etc.) and the cooperation between multi-
branch chains also help to avoid security risks and increase the 
security and resilience of the system and data. 

2) Verification of legal blocks. New blocks are constantly being added to the 
blockchain. The big issue is ensuring the legal blocks are reasonably 
selected and verified. Consensus protocols mainly perform this task. 
Potential vulnerability or incomplete design of the consensus algorithms 
can jeopardize this. 

3) Forks of blockchain. Blockchain protocol or version update can lead to a 
hard fork. The creation of new blocks in the blockchain can lead to a 
natural soft fork. Whether a hard fork or a soft fork, the structure of the 
blockchain may change, thereby affecting the performance of the 
blockchain system. 

4) Protection of smart contracts. Smart contracts contain important 
application logic and services. Any improper modification of smart 
contracts can lead to the disruption of blockchain services. Therefore, it is 
important to ensure the security and integrity of smart contracts. Of 
course, hash technology can adequately ensure the security of smart 
contract data. But for contracts with large granularity outside the chain, 
maintaining the security of the contract is still a challenge. 
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5) Data privacy and ID management in blockchain are challenging. The 
data entering the blockchain is transparent to all users. If the ID 
management is not in place, a large amount of private data can leak out. 
Generally, the user ID, data ID, and privacy-related data have been 
translated and stored off-chain before entering the blockchain. If this 
process fails, privacy cannot be protected. While blockchain technology 
cannot guarantee privacy directly, advanced cryptographic measures can 
be incorporated to protect data. The following are some approaches to 
safeguard the privacy of the devices concerned: Zero-Knowledge Proof 
(ZKP), the Elliptic Curve Digital Signature Algorithm (ECDSA), and the 
linkable signature ring. 

5.6 LEGAL AND REGULATORY 

The regulatory agencies promote active user involvement in the energy market and 
the development of community energy infrastructure. When it comes to drastic 
modifications in the main grid framework, the grid system doesn't facilitate energy 
exchange between producers and consumers, nor does it support the adoption in 
that framework of the distributed leader (Mollah et al., 2021). In particular, for the 
P2P trading system, new types of contracts must be devised, and energy pricing 
modifications must be made to promote such services. In the existing grid system, 
such issues are highly regulated. For these circumstances, although blockchain 
technology has shown value in informing a microgrid, it is very difficult to 
incorporate the technology into the power system framework without modifying 
the power systems. The ideal future for a solid renewable energy business is based 
on a good understanding of technology, operations, strategy, policy, and 
regulation. 
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6 Implementation 

6.1 BLOCKCHAIN SYSTEM ARCHITECTURE 

The renewable energy blockchain system is an integrated technical system that 
includes renewable energy systems, communication network systems, blockchain 
systems, and blockchain-based application systems. The systems are 
interconnected and communicate through various data streams. See Figure 5. 

In a blockchain-based renewable energy system, electricity generation and 
consumption data are transmitted through smart meters. Each stakeholder is a 
node in the blockchain. All relevant transactions are transmitted to the grid. The 
transmitted data, including electricity statistics and transaction data, is then 
confirmed in the blockchain ledger according to the consensus protocol. The 
consensus protocol can be switched between PoW and other consensus algorithms 
in the simulation. The blockchain ledger manages transactions, balances, and 
historical information. 

 
Figure 5. Blockchain System Architecture 

The community committee can set up the blockchain system as an alliance 
blockchain. All participants register in the system and receive authorization and 
authentication information. 

6.2 DATA FEED TO THE BLOCKCHAIN FROM THE POWER GRID 

The Blockchain system is a system for storing and managing data. Once the data 
enters the Blockchain system, it is recorded in history. The history of the 
Blockchain cannot be changed. Therefore, the data feed is directly related to the 
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data quality of the Blockchain and the quality of the system services. Data injection 
involves several important aspects: 

1) What data needs to be injected into the blockchain system? This involves 
the actual business requirements of the application, i.e., what data will be 
used in the future. 

2) How will the data be entered? Manual input and automated input are the 
common methods. To ensure data accuracy and avoid human error, 
automated input is the ideal way. This places requirements on existing 
renewable energy systems; these systems can provide automated 
interfaces for data output that feeds directly into the blockchain system. 
Automated data input from smart meters and VPP (virtual power plan) to 
blockchain will speed up data processing and its accuracy (Cioara et al., 
2021) (Yang et al., 2021). 

3) How can the correctness of the data be ensured? This requires appropriate 
operations such as screening, inspection, cleaning, and validation of the 
data entered. In the early days of data entry into the blockchain, blocks 
may be revoked for technical reasons, so it is also important to ensure 
security before and after data entry. Relevant data protection technologies 
will help protect the security of the data. 

6.3 BLOCKCHAIN DEPLOYMENT FRAMEWORKS 

The famous blockchain deployment frameworks used in recent studies of 
blockchain-enabled systems, namely Ethereum, Hyperledger Fabric, FISCO BCOS, 
Corda, and EOS are discussed in this section. Different blockchain frameworks 
have distinguished properties. For instance, the Public blockchain offers consistent 
performance, the private blockchain offers robust security, and consortium 
blockchain offers more customization options. From the thorough investigation of 
the literature, in table 7, blockchain frameworks are elaborated with key 
characteristics, including blockchain category, smart contract enabled with applied 
language, consensus algorithms, etc. 

6.3.1 Ethereum 

Ethereum is a decentralized, open-source blockchain framework that allows users to 
create smart contracts. Ethereum is a permissionless blockchain platform, launched in 
2015, deployed the Proof-of-Work (PoW) consensus algorithm, and has a native 
cryptocurrency known as Ethereum (Buterin, 2013). Furthermore, Ethereum allows 
smart contract implementation written in Solidity language.  

6.3.2 Hyperledger Fabric 

Hyperledger Fabric is a permissioned blockchain, hosted by Linux Foundation. It 
is used to accomplish distributed applications written in languages such as Go and 
Java. The smart contracts in Hyperledger Fabric are known as chain codes to 
execute the application logic automatically. Furthermore, consensus protocols, 
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including Practical Byzantine Fault Tolerance (PBFT) and Raft are used and it has 
no fundamental cryptocurrency (Androulaki, et al., 2018). 

6.3.3 EOS.IO 

Enterprise Operating System (EOS) blockchain is designed to compete with the 
Ethereum blockchain framework. EOS is the first leading system that provides 
high throughput by Delegated Proof of Stake (DPoS) algorithm and uses in 
decentralized applications. The smart contract in EOSIO is written in C++ later on 
which complied through WebAssembly also known as Wasm (Huang, et al., 2020). 

6.3.4 FISCO BCOS 

Financial Blockchain Shenzhen Consortium (FISCO), a leading consortium 
blockchain, was founded by WeBank with the membership of Tencent and Huawei 
companies. FISCO is not a single blockchain. However, it is a unique blockchain 
application that is planned to benefit the general public. Additionally, it is a secure, 
portable blockchain and supports PBFT and Raft consensus algorithms (FISCO, 
2020) 

6.3.5 Corda 

The R3 consortium created Corda as an open-source and permissioned blockchain 
framework in 2014. Corda underlines data privacy and follows the “Know Your 
Customer” term to share the transactions in the network. The smart contracts are 
written in Java and Kotlin language to support decentralized applications (Brown, 
2018). 

Table 7. Comparative analysis of blockchain deployment frameworks 

Blockchain 
Framework 

Category Consensus 
algorithm 

Smart contract 
Language 

Hosted By Cryptocurrency 

Ethereum Public PoW Solidity Ethereum 
developers 

Ether (ETH) and 
Bitcoin (BTC) 

Hyperlegdger 
fabric 

Private PBFT GoLang, Java Linux 
Foundation 

None 

EOS.IO Public and 
consortium 

DPoS C, C++ Block.One EOS 

FISCO BCOS Consortium PBFT, Raft Solidity, C++ Webank None 

Corda Consortium PBFT, Raft Kotlin, Java R3 
Consortium 

None 
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7 Background and requirements for Swedish 
energy 

7.1 SWEDISH ENERGY MARKETING 

1) Increasing electricity production and consumption:  

Electricity use in Sweden is expected to increase sharply until 2045, mainly 
due to the electrification of transport and industry. In several recently 
developed scenarios, electricity use will double by 2045 (Milton, et al., 
2021). Renewable energy is increasing very quickly. Figure 6 shows the 
trend of installed electricity generation capacity in Sweden. 

 
Figure 6. Installed electricity generation capacity by type of power 1996–2020, MW (Source: 
Swedenergy – Energiföretagen Sverige.) 

2) Layered architecture: 

Sweden's current electricity grid is usually divided into three levels; 
backbone network (transmission network), regional network, and local 
area network (distribution network). 

3) Lots of energy sectors: 

Approximately 170 electricity grid operators of different sizes are active in 
Sweden. There is only one electricity grid operator within each 
geographical area and the electricity consumer has no possibility of 
changing company. There are a few million stakeholders (electricity 
producers, distributors, electricity traders, electricity consumers, 
individual actors, and government agencies) in the energy business 
(including renewable energy). 

4) Free trading: 

In Sweden, trade in electricity is deregulated. You can decide who you 
want to purchase your electricity from as the client. However, electricity 
distribution via the electricity network takes place in a monopoly. 
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Electricity network operations in Sweden are therefore regulated by the 
Swedish Energy Markets Inspectorate (Ei).  

5) High digitalization: 

The existing power system is highly digitalized, and many data readings 
are notified to the electronic system for direct processing, which is very 
conducive to the blockchain system to read the relevant data 
automatically. And the accuracy of data reading is relatively high. 

6) Separated energy sectors: 

Lack of close collaboration between the energy sectors, in particular the 
collaboration between the renewable energy producers, and other energy 
producers.  

7.2 SWEDISH CHALLENGES AND REQUIREMENTS FOR FUTURE ENERGY 

1) Imbalances at different levels: 

a) Energy production, consumption, and storage under the dynamic 
scenarios. There is a need to maximize energy efficiency and 
minimize grid congestion. 

b) Dynamic frequency and voltage with renewable energy.  

c) Electricity quality is affected by the mixture of clean energy and 
dirty energy 

d) Different energy prices in different regions. Fair and easy trade is 
needed. 

e) Differences between the needs of individual energy producers and 
the global needs of the energy market. 

f) Imbalance at global and local levels and in between. 

2) Business collaboration is limited between those renewable energy actors 
and various energy stakeholders. Data is not shared, and there are many 
silos of information. The integration should include planning, 
collaboration, and coordination. 

3) A new legal proposal requires data on energy production and 
consumption to be available every 15 minutes. However, the existing 
system does not handle the analysis frequently enough, and some 
statistical frequencies are calculated on a longer period (hour, day, week, 
or annual basis).  

4) Real-time monitoring is needed for both grid control and data report. 

5) Energy storage (by a battery or a hydrogen gas) is needed to store unused 
renewable energy.  
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6) Since there is no competition in the electricity network market, the market 
must be regulated. 

7) Consumers have a designation for the type of energy they consume. 

8) Monitor and control the energy consumption of charging stations for 
electric vehicles. 

9) Electricity quality control should extend to renewable energy producers; 
poisoned electricity should be controlled and regulated from the 
beginning.  

10) Easier local trade and consumption of renewable energy. For example, the 
direct energy exchange between neighbors will improve energy efficiency. 

11) Distinguish the boundary between technology and management. Such as 
data sharing should be controlled by related contracts, under uncertain 
situations.  

12) Comply with and update laws and regulations to support new renewable 
energy development. To regulate renewable energy production with the 
grid capacity and ensure that the national/international regulations are 
intact. 

13) Decentralization of power production is the future. However, it is also 
important to have plannable power to not lose competitiveness. The ideal 
is "A balanced, fossil-free power system with ⅓ base power, ⅓ control 
power, and ⅓ weather-dependent power evenly distributed 
geographically and with a high degree of utilization of the electricity grid 
(Milton, et al., 2021). 

14) Good electricity, lots of electricity and electricity at the right time (Dagens 
Samhälle, 2021). 

7.3 BLOCKCHAIN APPLICATION SCENARIOS 

The Blockchain system is a software infrastructure built on top of the physical 
energy system (renewables and traditional power systems) that can enable various 
new applications. 

The stakeholders of the Blockchain-based energy system can include energy 
producers, consumers, aggregators, grid owners, energy authorities, etc. While 
each stakeholder has their own interest and roles in the smart grid's production, 
distribution and control, blockchain technology can facilitate the data exchange 
between participants. Each stakeholder can contribute to the system by sharing 
data (information) to the Blockchain system while maintaining privacy and 
security. They can use the services (data, information, and applications) that the 
Blockchain can provide. The information provided via blockchain can help 
stakeholders improve their businesses accordingly.  

Participation in the Blockchain is not mandatory. The Blockchain can only serve 
the participants who join and maintain it. Each participant has both responsibility 
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for the Blockchain system and a benefit from it. For an idea model, if we hope that 
energy integration can cover as much as possible, the more stakeholders can 
participate, the better.  

Some example scenarios: 

1) Energy integration 

Each blockchain actor updates its generation, distribution, consumption and 
other figures in the blockchain. As a reward, each actor gets a global picture 
of the grid, e.g. how much energy is generated in a given period, how much 
is consumed in that period, etc. All actors can timely regulate their business, 
e.g., increase or decrease generation or consumption, change their business 
models, etc. Based on the available information and knowledge in the 
blockchain, the grid owners and operators can configure the infrastructure 
to adapt to the dynamic changes in electricity transmission and distribution. 
In the long run, all the available data and knowledge will help them update 
or redesign the infrastructure appropriately. Customers could be able to 
adapt their energy consumption for their different utilities that is based on 
their needs and market. Blockchain can, furthermore, support aggregators to 
identify inhouse consumption for different utilities, enabling automatic and 
up-to-date data to grid owners and producers. The energy authority can 
adapt regulations or issue new ones to manage and support flexible energy 
marketing on a large scale.  

2) Electric vehicle charging stations  

When electric vehicle (EV) charging stations are integrated into a 
blockchain-based renewable energy system, as a stakeholder (consumer), 
each EV charging station automatically reports energy consumption to the 
blockchain so that the overall picture of the grid is shared to all participants, 
e.g., which charging station can available at a nearby location. The 
renewable energy sector can dynamically supply nearby charging stations 
based on real-time needs. This will not only benefit stakeholders (the 
renewable energy producers, grid owners, and aggregators), but also help 
drivers of electric vehicles to localize the suitable charging stations and 
optimize transportation locally and globally. Finally, it will improve energy 
efficiency.  

3) Free energy trading 

Some channels can be freely built on the blockchain as subnets, and the 
members of the subgroups can directly exchange information and freely 
conduct business, such as energy trading, among themselves. This will allow 
these participants to create various new business models for energy 
marketing and enable fair and transparent marketing of energy trading. This 
model can be global (across the entire blockchain) or local (within a 
subnetwork of the blockchain). All players on the Blockchain will benefit 
from the integrated and free marketing model to optimize their business.  
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Since the Blockchain provides a flexible, secure, reliable and robust 
software infrastructure, many potential applications and business models 
can be developed based on the Blockchain system. Of course, electrical 
engineering and appropriate technologies should support direct 
integration between the physical power system. 

7.4 RECOMMENDATIONS IN SWEDEN 

The energy blockchain system may provide potential new application scenarios for 
future energy applications, as well as new solutions for energy conservation and 
optimization. However, the development of large-scale blockchain real-world 
applications is still subject to the coupling challenge of technology and real-world 
systems. Therefore, the regional small-scale pilot implementation scenario 
experiment system will be very helpful to study the core technology and 
implementation scheme of the integration of the blockchain system and the energy 
system. As a continuation of this project, we plan to study the implementation of 
blockchain in the field of renewable energy. The goal here is to develop and test 
blockchain technology for the production, distribution and control of the 
renewable energy sector in southern Sweden. We hope to develop follow-up 
research projects in cooperation with Energiforsk and Energimyndigheten. 
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8 Conclusions 

Blockchain-based smart grid systems can be executed independently and 
automatically according to certain predefined consensus mechanisms without 
human intervention, brokers, or central authorization, and enable efficient data 
aggregation techniques to solve privacy and security problems in the grid. This 
paper systematically explores blockchain-based applications for the management, 
control, and operation of smart grid systems. The paper focuses on non-financial 
applications of blockchain in the energy sector and divides the challenges into five 
main categories: Stakeholder Collaboration, Grid Imbalance, Data Management 
and Operations, Decentralization of Grid Operations, and Security and Privacy. 
Based on the review, analysis, and comparison with existing reviews the paper 
identifies additional challenges and highlights future research directions in the five 
categories. 

Although the concept of blockchain is still most often associated with 
cryptocurrencies such as Bitcoin, it has been highlighted in theoretical and 
practical experiments in many contexts and sectors. One of the most important 
aspects of implementing a blockchain system is in the energy sector. Blockchain 
and related technologies are needed to handle the demand for decentralized 
applications and services in global renewable energy innovation. Blockchain can 
effectively deal with some of the key issues facing the renewable energy landscape, 
such as the contradiction between a large number of decentralized energy 
producers and drastically changing energy demand, coping with complex cross-
system energy flows, balancing and transaction security, minimizing the 
environmental risks caused by energy use, and dealing with the demand for 
sustainable structures and the demand for greater flexibility. 

Due to data encryption, accountability, and adaptability, there are also some 
system drawbacks and technical disadvantages. The relative novelty of the concept 
manifests itself in technical challenges, many of which have been solved, at least in 
principle. In general, the concept of blockchain for energy sectors is very attractive 
for the future. Still, the solution to the system challenges largely depends on key 
social and technological trends, the current and future power driving factors, and 
overall trends and constraints in the operation of the system. To influence these 
journeys, the academic and practical supporters of blockchain energy must 
combine further research and development with practical and real-life applications 
to demonstrate the real benefits and performance of the concept to relevant 
stakeholders and policymakers. Especially consider the concept of "design 
security" from a technology and IT perspective. In applying blockchain to energy 
sectors, cybersecurity cannot be ignored.  

Existing technologies leverage different blockchain architectures for different 
application scenarios and demonstrate that the technology can be used to support 
smart grid infrastructure management and operations. However, actual 
implementations of the technology for grid management, control, and operations 
presented in the literature are still sporadic and localized. There is a lack of 
systematic technologies for smart grid management, control, and operation. This 
requires deconstruction of the existing grid management, control and operation, 
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and systematic planning, design, and development of the corresponding 
blockchain application system by combining the technical advantages of 
blockchain. Since it is difficult to update the architecture of the blockchain system 
and the online storage of data is very long-lived, it is necessary to have a very clear 
understanding of the structure, business, and technical management of the existing 
power grid. Detailed prior knowledge of the future business and commercial 
expansion of the smart grid and a relatively clear prediction of the system 
technology and business trends are essential factors to design and develop a highly 
reliable, scalable, long-lived, and open blockchain system. 
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GRID OPERATIONS, CONTROL,  
AND MANAGEMENT 
A comprehensive overview of blockchain-based smart grid management, con-
trol, and operation solutions. The report compares with related reviews and 
highlights the challenges in management, control, and operation for a block-
chain-based smart grid, as well as future research directions in five catego-
ries: collaboration between actors, data analytics and management, control of 
network imbalances, decentralization of network management and operation, 
security and privacy. 

The report reviews how blockchain technology can potentially solve the  
challenges of decentralized solutions for future renewable energy systems. As 
a result, several applications of blockchain for renewable energy are discussed, 
such as electric vehicles, decentralized P2P energy transactions, carbon certifi-
cation and trading, physical information security, energy transfer, Energy-to-X, 
and the Internet of Energy. 

A guideline for the implementation of blockchain to corresponding applica-
tions for future renewable energy is also presented in this report. This includes 
the different blockchain system architectures, the data flow from the power 
grid processed and recorded, the choice of the appropriate consensus, and the 
different blockchain frameworks. 
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	El produktion, distribution, överföring och förbrukning står inför pågående utmaningar som smart näthantering, kontroll och drift, som är ett resultat av hög energiefterfrågan, mångfald av energikällor och miljö- eller regelfrågor. För att bättre optimera och kontrollera det förnybara energisystemet och dess integration med traditionella nätsystem och andra energisystem, behövs motsvarande teknik för att möta dess växande praktiska tillämpningskrav: decentraliserad förvaltning och kontroll, stöd för decentraliserat beslutsfattande, finkornigt och aktuellt datadelning, upprätthålla data och affärsintegritet, stödja snabba och billiga elmarknadstransaktioner och upprätthålla säkerheten och tillförlitligheten för systemdriftsdata och förhindra skadliga cyberattacker. Blockkedja är baserad på kärnteknologier som distribuerade reskontra, asymmetrisk kryptering, konsensusmekanismer och smarta kontrakt och har några utmärkta funktioner som decentralisering, öppenhet, oberoende, säkerhet och anonymitet. Dessa egenskaper ska delvis uppfylla de tekniska kraven för framtida förnybara energisystem.
	Den här rapporten ger en omfattande översikt över blockkedjebaserade lösningar för smart näthantering, kontroll och drift. Rapporten jämför med relaterade recensioner och belyser utmaningarna inom förvaltning, kontroll och drift för ett blockkedjebaserat smart nät, såväl som framtida forskningsriktningar inom fem kategorier: samarbete mellan aktörer, dataanalys och hantering, kontroll av nätobalanser, decentralisering av nätförvaltning och drift, säkerhet och integritet.
	Rapporten går igenom hur blockkedjeteknik potentiellt kan lösa utmaningarna med decentraliserade lösningar för framtida förnybara energisystem. Som ett resultat diskuteras flera tillämpningar av blockkedja för förnybar energi såsom elektriska fordon, decentraliserade P2P-energitransaktioner, certifiering och handel med koldioxidutsläpp, fysisk informationssäkerhet, energiöverföring, Energi-to-X och Internet för Energi.
	En riktlinje för implementering av blockkedja till motsvarande tillämpningar för framtida förnybar energi presenteras också i denna rapport. Detta inkluderar olika blockkedja -systemarkitektur, dataflöde från elnätet bearbetas och registreras, val av lämplig konsensus samt de olika blockkedja -ramverken.
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	1 Introduction
	1.1 BACKGROUND AND MOTIVATION
	1.2 A BRIEF LITERATURE SURVEY

	With more and more applications and technological advances, IoT and other power-operated devices are rising. Numerous small- and large-scale power generation and distribution solutions have been tested worldwide to meet the energy demand. In addition, the demand for sustainable and renewable energy in all sectors of society is forcing power generation to be versatile. Three fundamental principles also drive the requirements for a future energy system: Decarbonization, Decentralization, and Digitalization (Andoni, et al, 2019) that ultimately provide the framework for the European Commission's Energy Union Package (European Commission (EU)), 2015). Renewable energy continues to grow in the energy market and will dominate the energy landscape in the future. The E.U.'s overall energy demands had to reach at least 20% by 2020, and the Nordic targets were higher: 30% for Denmark, 38% for Finland, 72% for Iceland, 67.5% for Norway, and 49% for Sweden.
	Nevertheless, all Nordic countries met or exceeded their targets two years earlier. These results are due to the flexibility of electricity markets in the region, the favorable starting position in the energy mix in sustainable power to others, and the increased demand for carbon-free energy, heating, and transportation. Nordic energy consumption is about 100 million tonnes (Mtoe), with a low of 96.6 Mtoe in 2009 and a high of 104.2 Mtoe the following year after the global financial crisis (Leander, 2021, Tveten, 2020). 
	/
	Figure 1. Energy consumption in the Nordic countries (Leander, 2021, Tveten, 2020)
	Figure 1 shows the trend of energy consumption in the Nordic countries. Governments worldwide have set official policy or legislation targets to increase installed renewable energy capacity by 2030. To meet these targets, about 721 gigawatts of wind, solar, biomass, waste-to-energy, geothermal, and marine power plants would need to be built over the next decade (Ajadi, et al. 2020). Therefore, the growth trend of renewable energy is a sign that renewable energy will play an important role in the future energy landscape and will profoundly impact the development of society as a whole. But developing and using renewable energy efficiently is an urgent issue nowadays. 
	The emergence of low-voltage power generation and distribution systems leads to the concept of the Internet of Energy (IoE) (Shahzad, et al, 2020). The development of IoE has several advantages. It promotes energy generation, distribution, and consumption while meeting the energy demand via smart and automated tools that ensure secure data exchange among stakeholders (Mollah, et al., 2020). The IoE is designed as an open network, which means that all energy sources are equally important (Wang & Su, 2020).
	According to the system model proposed by the National Institute of Standards and Technology (NIST) (Pillitteri & Brewer, 2014), a smart grid is a higher-level grouping of organizations, buildings, people, systems, devices, or other actors that share similar goals to exchange, store, process, and handle information needed in the smart grid. The smart grid domains include generation, transmission, distribution, consumption, operation, service provider, and market. An overview of the interaction between the different smart grid domains is shown in Figure 2 (Pillitteri & Brewer, 2014). The generation domain is responsible for energy production using various resources. The service providers control the energy flow and are responsible for energy distribution, operation, and trading. Customers refer to the various Advanced Metering Infrastructures (AMI), automation stations, demand response, smart appliances, sensors, smart objects, supervisory control and data acquisition (SCADA), electric vehicles, and home energy management (El Mrabet, et.al, 2018). 
	/
	Figure 2. An overview of stakeholders in the different smart grid domains
	The AMI collects, measures, and analyzes energy consumption by enabling bidirectional communication between the utility and the consumer. It consists of three main components: smart meters, the AMI center, and the communication network. Smart meters record and monitor electricity consumption and transmit real-time data to the AMI center. The AMI center is a server responsible for data management systems. Various communication protocols are used between the household appliances, smart meters, and the AMI center (Faisal, et.al., 2014).
	The SCADA system operates energy systems by measuring, controlling, and monitoring the power grid. The main features of the smart power grid are real-time control, operational efficiency, increased grid stability, seamless integration with new distributed database technologies, and renewable energy systems. Smart grids can also be divided into locally managed microgrid infrastructures that deliver emission-free energy and are less dependent on centralized energy sources and high-voltage governmental or corporate-based power units.
	Six main requirements have been identified for the smart grid to become intelligent (Ourahou, et.al., 2020): (1) control of consumer information that enables consumers to have reliable and frequent information about their electricity consumption, (2) accommodation and production technologies that enable a balance between supply and demand, (3) an economic exchange market that enables local market prices and promotes local microgrid production, (4) prospect of quality energy by diagnosing voltage fluctuations, (5) technical and operational specifications that ensure operational optimization, and (6) security against vulnerabilities that ensure resistance to various types of attackers. The development and implementation of the smart grid have immensely improved the efficiency of management, control, and operation of the power grid and facilitated the integration of renewable energy sources, electric vehicles, bidirectional communication, automated and self-maintaining systems that involve consumers (Salkuti, 2020).
	The current trend toward developing and expanding microgrids makes centrally controlled intelligent grid management, control, and operation obsolete and difficult to implement.  Fossil-free energy generation and distribution vary depending on weather, energy sources, geographic locations, existing infrastructure, and energy demand, among other factors. These variations and the decentralization of the energy system require modern and flexible management and operation systems and innovative energy storage systems (Mattila, et.al., 2016). It is also important to understand how to balance power generation and distribution in line with demand across seasons. The length of power lines accounts for a large portion of energy losses. Microgrid and renewable infrastructure generation and distribution can drastically minimize this energy loss while protecting the environment (Konashevych, 2016). The introduction of the electricity market can be a motivating factor for the expansion of microgrid production, as it could increase the generator's revenue while minimizing its consumption costs (Xue, et. al., 2017). The challenge is establishing coordinated and systematically automated production and distribution controls of these microgrids as the number of prosumers increases. The available technologies and achievements of the energy sector are not suitable for microgrids and therefore many actors in the energy industry propose blockchain (Yuan & Wang, 2016) to manage power transactions in microgrids to promote local consumption of distributed generation, decentralize grid management, and P2P power trading (Xue, et. al., 2017).
	Distributed renewable energy sources are in high demand to address the challenges of climate change while efficiently balancing energy production, distribution, transmission, and consumption. With a variety of alternative energy sources, most fuel-based devices can be electrified, minimizing long-distance transmission losses, carbon emissions, and pollution (Davis, et al., (2018); Mollah, et al., (2020). Today, small generators and energy storage systems are increasingly connected to the traditional electric grid. The most common energy sources have been fossil fuels and hydro-power, requiring significant investment at the state or corporate level. Technological advances in recent decades are opening windows of opportunities for low-voltage renewable electricity generation by private and small businesses. In Sweden, for example, there are a total of 65819 solar panels and 4333 wind turbines installed in the year 2020, representing an annual renewable energy generation increase of approximately 40% from 2016 (Energimyndigheten, 2020). These numbers are expected to grow rapidly in the coming years as the Swedish government plans to use 100% renewable energy by 2040. The generation and distribution of decentralized emission-free low-voltage energy are highly recommended and can complement the traditional power sources.  The 2030 renewable energy targets that have already been incorporated into official policy by 87 governments worldwide aim to build an estimated 721 gigawatts of new capacity in wind, solar, and other non-hydro renewable energy technologies over the next decade (Ajadi, et al, 2020).
	The coordination and integration of many energy sources could pose a challenge to highly regulated, traditional, and centralized energy systems. The transition to a decentralized architecture can modernize the energy management and operation as well as the control and monitoring of the integration and automation process, which are still lacking (Hannan, et al., 2020). Various research has highlighted the challenges in protecting microgrid systems during operation, power balancing, and communication between distributed generation (DG) units such as wind turbines, coal, photo-voltaic systems, biomass, hydropower, and fuel cells, etc. (Badal, et al., 2019). Therefore, it is desirable to integrate microgrid generation and distribution with conventional power grids to create a common and efficient data exchange mechanism.
	With its decentralized and secure platform for information exchange as its main feature, Blockchain technology can be an interesting example of unifying information exchange among different actors. The application of blockchain in the energy sector is still in its infancy and has a short development history (Wang & Su, 2020). However, there has been a growing interest in some research reports, application scenarios, and project initiatives in recent years (Alladi, et al., (2019); Andoni, et al., (2019); Di Silvestre et al. (2020); Hamouda et al., (2020); Konashevych, (2016); Mattila, et. al. (2016); Mazzola et al., (2020); Hussain, et al. (2019); Li, et al. (2019); Foti  & Vavalis (2021); Kappagantu & Daniel (2018); Musleh, et al. (2019); Mollah, et al., 2020). Some blockchain-based frameworks have also been proposed with particular focus on energy trading for microgrids (Xue, et. al., 2017) and distributed energy market for pricing (Cheng, et al., 2017). Ethereum-based energy trading using information transactions between smart meters in households and distribution system operators (DSOs) has also been proposed (Hussain, et al., 2019). In addition, wireless sensor networks (WSNs) and the Internet of Things (IoT) provide alternative solutions to privacy and security problems through efficient data aggregation and optimization of energy generation and consumption using smart systems that can monitor and interact with each other (Alladi, et al., (2019). The highly diversified energy sector needs a common platform for smart grid management, operation, and control. Proper communication between the different DG units that are connected to the main grid and proper connection contributes to better smart grid performance (Badal, et al., (2019); Galici, et al., (2021)). Communication between DG units is essential for monitoring the voltage and frequency of the microgrid.
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	Renewable energy shows a significant growth trend and will bring important changes to the current power grid and the future power industry and commerce. The production, transmission, distribution, cooperation, coordination, and renewable energy consumption are very different from traditional power systems. These differences are reflected in their extensiveness, dynamics, distribution, interactivity, and integration. However, these distributed and decentralized renewable energy systems present new challenges. The goal of this chapter is to provide a comprehensive and detailed analysis of the challenges the renewable energy sector faces, as well as challenges in the smart grid control, management, and operation.
	A single individual factor does not cause these challenges but problems inherent in the entire system (Andoni et al., 2019, Zimmermann and Hoppe, 2018, Sinsel et al., 2020).
	The state-controlled electricity market hinders the development of decentralized electricity systems because a distributed generation has encouraged many participants to become energy producers. Centralized management and control pose legal, administrative, and economic hurdles for developers. Therefore, technical, commercial, and trading mechanisms for off-grid and near-grid services need to be established to support IoE (Internet of Energy) development.
	Management, control, and coordination among renewable energy system participants are complex and necessary. To identify violations and other regulatory issues, regulators increasingly require a large amount of information from E&R companies for evaluation. Gathering and cleaning up essential data is the brunt of modern technology and procedures. There is also a significant risk of data misuse, exposure of critical company data, and harm to the company. They can also be misused.
	Power quality (PQ) is a very important aspect of distributed renewable generation systems because today's loads are more sensitive to PQ disturbances, and nonlinear loads are increasing in power distribution networks.
	Power quality challenges include: (1) Voltage and frequency oscillations in the integrated grid are caused by the unpredictable behavior of renewables due to often changing weather conditions. (2) Harmonics associated with the DG systems originates from the electronic power inverters used to integrate the renewables and inject active power into the grid, as well as from locally connected nonlinear loads at the point of common coupling (PCC).
	Although voltage quality improvement by the VSM (virtual synchronous machine) method has great potential for stabilizing DG plants, balancing, harmonic, and reactive power compensation functions are performed in addition to improving voltage and frequency stability. There is also a need to develop some advanced control techniques for grid-connected inverters to improve DGs' ability to handle grids and load-side disturbances, eliminating the need for additional custom power devices (CPDs) (Bajaj & Singh, 2020).
	1) Adequate Planning: Without adequate planning, large-scale deployment of distributed power sources may result in unstable voltage distribution. The operational requirements of the entire power system will need to be redesigned to accommodate emerging technologies such as smart grids, renewable energy, energy storage, etc.
	2) Rapid demand response: Demand response technologies require continuous, trusted access to the system via multiple communication technologies, which is not currently possible in many regions of the world.
	3) Decentralized operations: Decentralized operations are needed to provide adequate support for independent providers and consumers.
	4) Accelerating the energy supply chain: The efficient use of renewable energy depends on the ability to accelerate the process of energy production, storage, transmission, distribution, and consumption.
	5) Security: The security of the commercial chain from production to consumption is not in place. This covers the security of energy networks, financial transactions, and all online information.
	6) Resilience: An integrated and resilient renewable energy system will support cross-regional applications to adapt to dynamic energy markets. It is not possible to accurately calculate the total energy use in time. In turn, total consumption depends on hardware efficiency and climate disruption, depending on the region's availability of green or brown power.
	These are areas of dynamic economic conditions captured by income or other standard economic indicators (Andoni et al., 2019, Zimmermann and Hoppe, 2018). Compared to centralized plants, the capital cost per kilowatt is generally higher for distributed electricity, mainly because of connection costs. Due to the high capital costs and longer life cycles, upgrading infrastructure to a more efficient transmission and distribution system is complex.
	In addition to power distribution and transmission systems, integration with interconnected distributed generation resources is also considered for system stability reasons. Power transmission and transaction costs between distributed and small-scale generation and consumption are difficult to control.
	The rotational inertia of variable renewable generators is significantly lower than synchronous generators. In the event of an imbalance between market forces, this leads to faster frequency fluctuations. Variable renewable generation is diverted or throttled when frequency fluctuations are too rapid (Hodge et al., 2020; Adetokun et al., 2020, Adetokun et al., 2020).
	Due to the short-term fluctuations in renewable generation, there is a decrease in frequency regulation reserves. Variable renewable generation, on the other hand, does not provide any frequency reserves at all. Small variable renewable energy generators do not have remote control interfaces. As a result of the uncontrolled injection of fluctuating renewable generation, unpredictable power flows occur, resulting in shortened equipment life, trips, or equipment damage (Hodge et al., 2020; Tveten, 2020).
	Because variable renewable generation is site-dependent, transmission distances between generation and consumption sites become more extended, resulting in increased transmission losses. Variable renewables must be shut down when they operate outside a certain voltage band. For this reason, variable renewable generators shut down more frequently as voltage fluctuations increase. A larger grid area also results in shorter equipment life and the possibility of damage (Alam, 2020; Tveten, 2020, Choudhury, 2020).
	Interactions between renewable energy providers and the power grid are becoming more frequent, leading to unnoticed power fluctuations (Bajaj & Singh, 2020). A lack of control can lead to shortened asset life, outages, or faults. As a result, there is a lack of coordination in setting voltage trip limits. This results in variable renewable generators tripping more frequently as voltage fluctuations increase. These cascading trips result in violations of dynamic stability standards or increased stability events.
	The stability of renewable energy sources is not sufficient. This has led to higher reserve requirements and a more erratic imbalance between generation and load. Activation, dispatch, or power curtailment must be balanced to maintain output.
	Variable renewable generators have limited dispatch capability as their main resource supply shifts (Asija & Viral, 2021; Cole & Frazier, 2018). To compensate for unexpected outages of other power plants, variable renewable generators are limited. These unplanned mismatches between generation and load lead to accidental activation of balancers and control reserve systems. As renewable generation increases, the power requirements for conventional generation change, such as the need for a faster ramp-up. Therefore, generation-load imbalances, dispatch, or curtailment may occur in the short term (Cole & Frazier, 2018; Hodge et al., 2020; Tveten, 2020).
	Because variable renewable generation is unpredictable, forecast accuracy decreases. Power activation, dispatch, or curtailment are the result of these unanticipated imbalances between generation and load (Asija & Viral, 2021; Bajaj & Singh, 2020, Impram et al., 2020). Insufficient long-term generation capacity As renewable generation increases, the performance criteria for conventional generation also change, such as nighttime or seasonal balancing of generation. These performance requirements must be met. Otherwise, long-term generation-load imbalances are foreseeable (Asija & Viral, 2021; Hodge et al., 2020).
	The smart grid currently works with a centralized platform or intermediaries to provide services like billing, monitoring, bidding, and energy transmission. Although these solutions are mature and work properly, some of the challenges related to the current smart grid promote the integration of a large number of smart grids with renewable energy generators and Cyber-Physical Systems. The smart grid is also transforming into a decentralized topology with centralized management and interactive network using IoE (Internet of Energy) (Shahzad, et al, 2020). In this new IoE concept, each device is assigned certain attributes based on an identifier, geographic marker, address, bid price, and offer price based on its requirements. The introduction of these new technologies, along with the diversity and expansion of energy sources, complicates the energy sector's management, control, and operation. We discuss these challenges in detail based on five categories, see Figure 3.
	/
	Figure 3. Challenges for management, control, and operation of smart grid.
	New technologies, high investments, lack of accurate information, etc., complicate the coordination between actors in the energy sector. The current smart grid system faces the problem of energy balancing, especially when different actors are involved in the generation, distribution, trading, and consumption processes. While much of the literature focuses on the technical aspects of the smart grid challenges, the collaboration between stakeholders is equally important and needs to be addressed appropriately (Kappagantu & Daniel, 2018). Energy suppliers and traders typically request estimated energy from generators based on their demand analysis. Such an estimate can be inaccurate due to several factors: Expansion of the region, population growth, environmental factors, and an increase in microgrid generators in the area. This can lead to high distribution losses, unbalanced voltage and frequency loads, and consequent power outages. In addition, some microgrids, such as solar systems, produce more energy during the warm summer months when energy demand is lowest. A modern data exchange system between the stakeholders could pave the way to store the excess produced energy in a local hydrogen gas or battery without affecting the main grid infrastructure.  Therefore, it is important to establish close cooperation between relevant players such as generators, distributors, retailers, consumers, and regulators to facilitate grid management.
	Physical and technical problems can contribute to power generation and consumption imbalances. The failure of some network components, such as insulation faults or damaged cables, interference from third parties, vandalism, and natural causes such as wind or storms, can contribute to imbalances in power supply. Technical problems such as malicious attacks, frequency deviations, overloads, synchronization losses, and voltage dips can also contribute to power imbalances (Ourahou, et.al., 2020). Voltage deviations are another potential challenge to grid imbalances. For example, a PV power plant produces more energy during the sunny part of the day when demand is lower. This causes the PV power plant to produce more than the grid load capacity and causes Reverse Power Flow into the transmission grid, (Frost, et al. (2020); Unahalekhaka & Sripakarach, (2020); Mahato, et al., (2021); Holguin et al. (2020)). Therefore, controlling and monitoring the power supply in each period is essential. The article (Sun, et al., 2019) examined the emerging challenges for voltage control in the smart grid. All stakeholders must adjust their power generation, distribution, and consumption to regulate both active and reactive power (Ourahou, et.al., 2020). However, this becomes a challenge due to the number and diversity of power generation methods and regulatory requirements.
	Current smart grid data management faces the problem of data aggregation quality, security, compliance control, common scope, and efficiency of the management mechanism (Liang, et al., 2020). A large amount of data is generated and transferred between different entities (Kappagantu & Daniel, 2018). Accurate and consistent incoming data streams such as weather forecasts and power generation status allows operators to control and monitor the grid system. Such information is crucial to avoid sudden and unexpected power supply disruptions. In addition, such big data can also be used for grid operations, alarms, demand forecasts, generation estimates, price adjustments, etc. The data collected tends to be quite large, as multiple smart grid domains are involved in the process. For example, an Advanced Metering Infrastructure that collects data every 10 minutes instead of every month could increase the data analysis process by more than 4000 times. There is also a regulatory requirement to provide accurate data as frequently as possible, which is challenging. Modern, automated, and secure data processing technology can improve the smart grid's data management, storage, and reporting.
	Decentralizing grid operations allows stakeholders to control and manage their data locally. The control and operation of a smart grid in a decentralized environment is an important research topic. Research areas include demand-side control and optimized grid operation (Samad & Annaswamy, 2017). Distributed automation devices are used to decentralize the operation of the grid. These devices are phasor management units (PMUs), remote terminal units (RTUs), SCADA, and smart meters used to collect and monitor data. In (Salkuti, 2020), distributed automation approaches for electric power distribution systems, benefits, and challenges were studied. High-resolution sensors with the ability to report real-time conditions and improve the visibility of the distribution system operator beyond substation assets were also considered. In addition, there are challenges associated with the coordinated and cost-effective integration of distributed smart grid systems, generation assets, and demand response facilities. This complicates the management and operation of distributed energy resources. Further work is needed to facilitate coordination between decentralized and centralized stakeholders.
	While decentralizing the operation and management of the smart grid has many benefits, it also brings security and privacy challenges. The SCADA module in modern power systems collects data at remote terminals and transmits and stores it in plain text to the main control center. This centralized data collection and storage is highly vulnerable to cyberattacks. Cybersecurity is one of the current smart grid's biggest and most difficult challenges. Over the years, several cyberattacks have taken place on the smart grid (Kimani, et al., 2019). Attackers use the four steps of Exploration, Scanning, Exploitation, and Maintaining Access (Engebretson, 2013) to control the system. There are several known attacks on smart grids. One is the jabbing attack, in which the attacker installs a malicious smart power meter that sends false data, causing desynchronization and power interruption. The puppet attack sends a signal to the node. The attacker then controls the node and sends more signals into the network, causing the smart meter network to become unstable.
	Another example is the stack smashing attack, which compromises the application layer of the network and leads to the disclosure of sensitive data. An experimental attack, on the other hand, makes the smart grid layer vulnerable to DoS attacks (Kumar, et al., 2019). A comprehensive discussion of attack mechanisms, detection, and countermeasures can be found in (El Mrabet, et al., 2018). 
	Security is, therefore, a major challenge in the management, control, and operation of smart grids. Given the alarming increase in IoT devices with limited security capabilities connected to the smart grid system, much needs to be done to protect sensitive personal and corporate data as well as national security (Kimani, et al., 2019).
	Several technical and operational changes can be identified in summarizing the challenges of smart grid management, control, and operation. The dynamic generation and distribution of energy by many distributed generators, the digitization of the grid, and advanced metering systems contribute to fault-tolerant transmission and distribution control.  Smart grid owners often have dual roles (generator and consumer), and loads become dynamic and more interactive (Foti  & Vavalis, 2021).  Centralized and traditional grid management and operation face challenges, and utilities seek viable solutions to these problems. Although distributed energy systems offer benefits such as user tracking, cost savings, and optimized resource allocation (Wang & Su, 2020), technological immaturity and incentive mechanisms compromise the core interests of stakeholders. Table 1 summarizes smart grid management, control, and operation challenges.
	Table 1. Challenges to the current and future smart grids.
	Ref.
	Description
	Challenges
	(Kappagantu & Daniel, (2018); Galici, et al., (2021))
	Collaboration between stakeholders
	- Difficulty in allocating resources
	- Difficulty in establishing reliable data exchange for common goals
	- Operational challenges due to the dynamics of renewable energy generation
	- Problems in developing an up-to-date supply and demand program
	- Limited role or influence of microgrid generators on the management and operation of the smart grid
	- Problems with real-time performance
	- High transaction costs
	- Large energy companies may dominate microgrid generators' voices
	- Difficulty in getting prosumers to participate in decentralized smart grid management.
	- Overcoming regulatory challenges
	- Transparency
	- Accountability
	 (Ourahou, et.al., (2020); Sun, et al., (2019); Frost, et al. (2020); Unahalekhaka, & Sripakarach, (2020); Mahato, et al., (2021); Holguin, et al. (2020))
	Controlling grid imbalances
	- Need to monitor smart grid sensors and AMI to control grid overloads and power outages.
	- The problem of overloading the grid
	- Load balancing in the grid
	- Can create Reverse Power Flow
	- Control of voltage and frequency
	- Automatic fault detection and maintenance
	Data analysis and management
	- Analyzing the quality of produced energy
	(Kappagantu & Daniel (2018); Liang, et al., (2020))
	- Large scale and complex data aggregation and deployment
	- Data management on energy production, distribution, and consumption
	- Management of data transactions between all prosumers
	(Salkuti, (2020); Triantafyllou, et al., (2020); Samad & Annaswamy, (2017))
	- Development of a decentralized energy management
	Decentralizing
	Gird management and operations
	- Automated P2P energy trading
	- Automated grid monitoring
	- Increase in the complexity of energy generation and distribution
	- The flexibility of energy generation and distribution
	- Difficulty of scalability
	- Traceable energy management
	 (El Mrabet, etal, (2018);  Kimani, et al., (2019); Engebretson, (2013); Kappagantu & Daniel (2018))
	- Tamper-proof system for protecting customer data recorded and transmitted in the smart grid
	Security and
	privacy
	- Access control
	- Authentication
	-  Secure data storage
	-  Security and data protection for smart grids
	-  Data protection and compliance
	-  Establishing secure communications
	- Protecting the smart grid from cyber attacks
	-  Implementing a decentralized and secure authentication mechanism
	-  Data privacy
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	While this technology has been around since the 1990s, it has attracted great interest since Nakomoto published a paper titled Bitcoin: A Peer-to-Peer Electronic Cash System (Nakamoto, 2008). The paper describes a peer-to-peer electronic transaction between two parties (sender and receiver) without an intermediary financial institution. Since then, the technology has been used for electronic money transactions as well as various other non-financial areas. E-commerce systems such as Bitcoin, Ethereum, Ripple, and Litcoin are some popular blockchain applications that are expanding to the financial market and attracting millions of users (Yaga, et al., 2019).
	The exact definition of blockchain technology differs depending on the desired function and specific implementation. It uses cryptography, distributed ledgers, and consensus, among others. However, it is important to emphasize that not all systems with cryptographic implementations can be associated with Blockchain and not all distributed ledgers can necessarily be used for the cryptographic functions associated with Blockchain (Mattila, 2016). Blockchain is a collection of fault-tolerant consensus algorithms, smart contracts, public-key cryptography, peer-to-peer networks, and database management technologies that together form a low-cost, secure, and efficient operational management system (Li, et al., 2019b). Each block is encrypted and linked to the previous one after validating and consensus decision processes. There is no limit to the number of blocks in the chain, making it harder to invalidate older blocks. Anyone on the network can view or modify the data without a centralized institution responsible for recording the activity. Blockchain technology is commonly used for 1) a specific cryptographically patched and continuously growing timestamped database, 2) the distributed digital consensus architectures that the database enables, and 3) the application domains that build on that architecture (Mattila, 2016).
	A typical blockchain transaction can be divided into three phases. 1) The transaction request, where a node requests the creation of a block by sending data with a specific value to another node within the network. In this phase, a hash code is generated and distributed to all network nodes. 2) All nodes within the network verify the validity of this block based on a previously established consensus mechanism. 3) A node that makes a real effort and finds the correct hash value is awarded as the winner and is thus entitled to add the latest block to the chain. 
	A blockchain architecture consists of a chain of blocks connected by hash codes that not only serve as IDs but also ensure the integrity of the blocks (Fu, et al., 2021). Each block consists of a block header, which includes hash values of the previous block header, a timestamp, a nonce, and a hash of the Merkel tree containing a set of transactions in the block. Blockchain security is based on public-key cryptography, followed by hash functions for attack resistance, double spending prevention, and digital signatures for agreement approval and consensus. 
	Blockchain applications in the financial sector and beyond are being enhanced daily by several other technologies that have adopted the technology to save time and money. Industry and enterprise-level systems are implementing blockchain to make their existing system more efficient by minimizing centralized mediation of data transactions and controls (Mattila, 2016).  Retailers like Walmart and Maersk use blockchain to track everything from food production to packaging, shipping, distribution, and sales (Rapier, 2017). That is, instead of the manufacturer, the shipper, and other stakeholders collecting their records of the product, blockchain could allow all parties to follow up on every step in a secure ledger. 
	Blockchain has good characteristics (Tschorsch & Scheuermann, (2016); Mollah, et al., 2020; Fu, et al., (2021)).
	1) Decentralization: the blockchain is managed by various decentralized nodes through a consensus protocol and operates on a peer-to-peer basis without needing authorized and centralized trusted nodes.
	2) Scalability: as more and more nodes join the network, the blockchain network can be expanded at will.
	3) Untrusted but secure: In a blockchain, it is not necessary to blindly trust certain entities. The exchange of information between nodes in the blockchain system follows a predetermined procedure to prevent the identity of either party from being revealed. Nodes do not rely on trusted intermediaries for communication and all records/transactions are protected by asymmetric cryptography. The blockchain does not require blind trust in specific entities. Procedural standards are used in the blockchain to establish mutual trust. Nodes do not rely on a trusted intermediary for communication, and all records/transactions are protected using the principle of asymmetric encryption. Strong protocol algorithms protect the enforceability of blockchain data, non-destructive changes, and outside attacks. For example, the Bitcoin blockchain can only be achieved if 51% of the computing power is controlled. Therefore, data manipulation costs are much higher than the potential benefits. Therefore, it is unlikely that participants will attempt to manipulate data to improve blockchain data security. 
	4) Immutability: as long as most nodes are not malicious, the content of the block cannot be changed. Each networked node in the blockchain has the same status in the system. All nodes in the system will save the created data block. Therefore, all nodes capture and store the transaction data, and the database is more robust.
	5) Openness, transparency, and verifiability: the blockchain system uses trusted algorithms with open and transparent operating rules to govern transaction behavior. Data exchange between system nodes does not require trust. All data is available to all participants, and nodes are encrypted in the system, except for confidential information. The network nodes can verify the records' authenticity and ensure that the blocks are not modified. By opening all records to anyone, transparency allows these blocks to be verified by any node on the network. Anyone can query the blockchain information using the hash value of the block header. To update information, each node must authenticate each other, so the information of the whole system is very transparent, and a node cannot mislead other nodes. As more nodes join the network, the blockchain network can spread freely. Network nodes can verify the authenticity of records to ensure that the block is not altered. By opening all records to all users, transparency allows these blocks to be verified by any node in the network. Therefore, the entire transmission process of the transaction object can be fully tracked and recorded, making it easier to monitor the transaction. 
	6) Resilience: any failure or malicious activity can be easily detected and recovered. This flexibility comes from the decentralization of the architecture, avoiding a single point of failure. All nodes store their entire chain on their premises. Blockchain technology is particularly promising in industries where peer-to-peer networks (such as grid-connected power generators and consumer networks) rely on shared data sets. All nodes store their entire chain on their premises.
	7) Automated contract execution: smart contracts can be created on the blockchain, specifying the obligations of each participant and the terms and conditions for execution. Blockchain technology automatically evaluates the contract terms. When it is determined that all contract requirements are met, the blockchain technology automatically fulfills the contract terms. Smart contracts improve the efficiency of contract execution and are critically executed without robust third-party monitoring. 
	These features make blockchain a modern distributed network protocol that enables relationships between different participants who do not know each other. The technology is particularly promising in industries where peer networks, such as grid-connected power generators and consumer networks, rely on shared data sets. The power distribution system can also use blockchain to remotely control the power flowing into a given area by monitoring production and consumption statistics.
	Different classifications of blockchain can be found in literature based on access and validation rights, application environments, docking types, and application range (Wang & Su, 2020). Based on access and management rights, blockchain can be divided into permissionless and permissioned.
	In the permissionless (or public) blockchain, anyone can join or leave the network at will (Cash & Bassiouni, 2018), and any node can participate in transactions as well as consensus processes (Andoni, et al, 2019). In this system, the number of nodes is often large, anonymous, and untrusted. Cryptographic puzzles govern thrust and collaboration between users in the public blockchain. Systems such as Bitcoin and Ethereum are some examples of public blockchains (Nakamoto, (2008); Wood, (2017)). Some use cases are digital identities, voting, fundraising, etc.
	Permissionless blockchain has attracted a lot of interest in the wake of Bitcoin (Nakamoto, 2008) and other digital currencies that sought to decentralize products and services without intermediary third parties. Because of its ability to store and exchange data irrevocably, industries such as retail and financial institutions have recognized the potential of this technology (Cash & Bassiouni, 2018). For example, if there is a blockchain with information describing a car's history from production to sale and subsequent services to use, people would prefer to rely on that information rather than the intermediary of the car.  However, the system is quite slow. It is difficult to generate items of value. Security depends on the integrity of users. It is too transparent to keep sensitive data. Access is difficult to control. It is vulnerable to hacking and tampering. It consumes a lot of energy, and it is quite complex. Due to these limitations, consent-free blockchain is unsuitable for regulatory communication and smart grid management (Li, et al., 2019b).
	Permissioned Blockchain is designed so that only authorized participants can access the ledgers. Anyone can join the network, but the consensus algorithm is run by a group of nodes that perform the necessary validation. With permissioned blockchain, no incentives are required. Users can determine the level of privacy, decentralization, and management. This system may be suitable for organizations such as the public sector and financial institutions that have a large volume of sensitive data and a number of supporting regulations. For example, a permissioned blockchain can be set up between organizations where certain counterparties can record transactions in the distributed ledger, but not everyone can read what is written in the ledger (Cash & Bassiouni, 2018). This can provide resilience and redundancy in data storage. The system is typically fast, highly customizable, energy-efficient, more flexible, and can be easily adapted to meet current regulations. However, these advantages come at the cost of immunity and censorship. They are also centralized, less transparent, and less anonymous (Andoni, et al. 2019). Furthermore, permissioned blockchains can be divided into private and consortial blockchains based on the levels of node access and validation, respectively.
	Private Blockchain: is designed so that only authorized participants can access the ledgers. All data in the private blockchain is approved centrally by a specially authorized group, which also sets the access rights in the system. Private Blockchain does not need to be transparent, as data access is limited only to authorized nodes. The system is typically fast, highly customizable, energy-efficient, more flexible, and can be easily adapted to meet applicable regulations. An example of a private blockchain is MultiChain. Private Blockchain is a closed storage network that could limit the free expansion of local renewable energy and is not entirely suitable for smart grid management. 
	Consortium Blockchain: there is a need to integrate the features of public and private systems to create a more adaptable platform. The consortium blockchain features open consensus for public systems and centralized control for private systems. It is typically used by companies that want to develop their system and create a broad-based platform for sharing data with stakeholders. For example, consortium blockchain has been used to present marketing products in the banking sector (Dib, et al., 2018) and to distribute data between multiple stakeholders (Bamakan, et al., 2020). A multicentric blockchain system is suitable to participate in the regulatory process of a virtual power plant (Li, et al., 2019b). An example of such a system is the Hyperledger project, which has developed cross-industry blockchain frameworks (Casino, et al., 2019). Compared to the public blockchain, the consortium blockchain is less decentralized, does not focus on cryptocurrencies, and does not offer direct financial incentives to validators. The key features of these blockchain taxonomies are summarized in Table 2.
	Table 2. Different features of blockchain classifications.
	Permissioned
	Permissionless
	Taxonomies
	Consortium
	Private
	Public
	Properties
	Managed by a set of participants
	Managed by one administrator 
	Public - any node can join
	Governance
	Only a set of authorized nodes
	Only authorized node
	Any node can read, write, leave and join
	Access right
	Medium
	Low
	High
	Network scalability
	Semi centralized
	Highly centralized 
	Highly decentralized 
	Decentralization level
	Highly efficient
	Highly efficient
	Less efficient
	Protocol efficiency
	Hyperledger
	MultiChain
	Bitcoin, Ethereum, Ripple, etc 
	Examples
	Permission required (PBFT: Practical Byzantine Fault Tolerance, PoA: Proof of Authority, PoI: Proof of Importance, etc.)
	No permission is required (PoW: Proof of Work, PoS: Proof of Stake, PoET: Proof of Elapsed Time, etc.)
	Consensus algorithms
	Less immutable
	Highly immutable
	Data Immutability
	Incentive-based mining by any node
	Transaction Validation
	- List of authorized validators
	- No incentive required
	- Resistance to censorship
	Main features
	- Suitable for highly regulated companies
	- Unregulated and transnational
	- Anonymous identities
	- Efficient transaction throughput
	- Scalable
	- Transaction without fees
	- Untrusted organizations can participate
	- Better protection against external attacks
	- Slow transaction speed
	- Fast transaction speed
	A smart contract is a self-enforcing computerized transaction protocol that contains the terms of an agreement between the parties involved (Szabo, 1997).  It is designed to perform automatically, control, and document services according to the terms of the agreement. It performs transactions that meet the terms of the agreement between anonymous parties, comply with the organization's laws, or generate tokens (Clack et al., 2016) without involving an intermediary. Blockchain smart contracts' important feature makes transactions traceable, transparent, and irreversible. Smart contracts on the blockchain include agreements between multiple users to store and execute data (Wang & Su, 2020).
	The consensus algorithm plays an essential role in maintaining the security and efficiency of the blockchain (Mingxiao, et al., 2017) especially in solving the Byzantine General Problem (Lamport, et al., (2019); Castro & Liskov, (1999)), as well as in ensuring data consistency in case of errors (Fu, et al., 2021). Two types of fault tolerance can be found in the literature. The first involves fail-stop (or crash) faults that cause nodes to stop participating in the consensus agreement (Baliga, 2017). Such faults are usually caused by hardware or software failures and do not exhibit other malicious behaviors (Fu, et al., 2021), and are usually relatively easy to resolve. The second group is Byzantine faults which provide misleading information mainly due to bugs or attacks and usually behave pretty randomly. Several consensus algorithms can be found in the literature with particular characteristics and advantages and disadvantages (Ferdous, et al., (2021); Baliga (2017); Bamakan, et al., (2020); Fu, et al., (2021)).
	For a blockchain system, the consensus protocol is crucial. The rule governs the creation of new valid blocks and a consistent blockchain leader. Different consensus mechanisms, including Proof of Work (PoW), Proof of Stake (PoS), Delegated Proof of Stake (DPoS), and Practical Byzantine Fault Tolerance (PBFT), are deployed in various blockchain applications. The primary and most used protocols include PoW and PoS. Several other consensus protocols are offered, such as Proof of Elapsed Time (PoET), Proof of Burn (PoB), Proof of Authority (PoA), Proof of Authority (PoA), and Proof of Capacity (PoC), etc. The consensus protocol defines a voting system to select the next accountant. In PoW, nodes (e.g., miners) compete with each other to solve hash puzzles and the first to have a solution can create a new block and propagate it across the network. PoS requires nodes to lock specific pills into the network rather than having a puzzle-solving competition to select the bookkeeper (Knirsch et al., 2020). A node's share affects its probability of being selected to verify transactions and create a new block. The verifier can only collect its coins and a payout, which precludes data forgery if the network recognizes the block.
	The consensus protocol defines the key performance characteristics of a blockchain. The use of PoW in Bitcoin's consensus protocol has been widely criticized (a 51% attack means that the miner controlling over 51% of network computations can create blocks with fake transactions and invalidate blocks from honest miners). In terms of speeding up transactions and conserving resources, on the other hand, PoS is more powerful than PoW.
	Although a significant number of transactions are performed with Bitcoin, the data processing rate in a blockchain is estimated to be about seven per second. In contrast, Ethereum averages up to 15 transactions per second. These low processing rates are mainly related to the consensus mechanism (PoW) used in Bitcoin technology. Nodes need to compute the PoW algorithm to add a block to the blockchain, which requires a lot of computing power and time. According to (Mollah et al. 2021), 30 billion kWh of electricity was consumed to process thirty million transactions, which is about 0.13% of the world's energy consumption. In the energy sector, the volume of transactions per second is particularly high for large-scale operations, as thousands of customers participate simultaneously in the process of energy procurement and distribution. Thus, the nodes in the consensus and validation process represent a large overhead. To solve this problem, the PoW algorithm could be replaced by the PoS or PoA algorithm. These algorithms require far less computing power and support higher transaction rates. The energy sector, with transaction speeds of several thousand per second, is exclusively served by another blockchain platform called EnergyWeb blockchain. It uses the consensus PoA mechanism, which makes processing so fast.
	The impact of a consensus protocol on blockchain performance and the requirements for the consensus protocol are summarized as follows: 1) It should be energy efficient, as the primary goal is to promote sustainability. 2) PoW consensus protocols should be avoided. The system can provide a transaction platform to process a certain number of requests within an acceptable time period. 3) The consensus protocol establishes criteria for performance, latency, and scalability. 4) Security is an important consideration because many people and personal data are involved.
	Blockchain development and innovations can be divided into three phases. Blockchain 1.0 concerns Bitcoin and other cryptocurrencies in both centralized and decentralized environments. Blockchain 2.0 explores various applications of the technology in non-digital currency scenarios such as smart contracts and smart cities like Ethereum. Blockchain 3.0 focuses on the underlying technology and provides a platform for trading applications and innovation for broader public service. For example, DAG (Directed Acyclic Graph) is typically placed in the third category.
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	The smart grid operations are traditionally controlled and managed centrally, making the grid infrastructure vulnerable to different kinds of attacks. This results in various operational delays due to extensive data management, access control, and security. This chapter reviews several potential blockchain applications for the energy sector.
	Companies with large financial resources have traditionally generated, distributed, and controlled energy. The traditional power grid structure, the framework for electricity trading, and the management system are largely centralized. The decentralized system is based on distributed production, electricity storage, and market desire (Talat et al., 2020). The centralized system relies on a third party (intermediary) to handle transactions between suppliers and consumers. In centralized energy trading systems, some vulnerabilities remain and affect consumer satisfaction because they can disrupt business (Khalid et al., 2020). Increasing renewable energy technology and the market will change the energy landscape and require new technical solutions to manage the non-centralized renewable energy system (Ding & Naserinia, 2022).
	1) Distributed generation: known as embedded generation, on-site generation, scattered generation, and decentralization, is the essential component of a decentralized energy system. The decentralized generation of heat and power is possible. However, heat cannot be transmitted over long distances and has always been generated locally. The shift to decentralized power generation makes it possible to coordinate heat and power generation in cogeneration plants. In this way, electricity and heat production boost the system's efficiency because heat is a by-product of many electricity generation processes.
	2) Electricity storage: a fundamental constraint of electricity distribution is that electricity cannot be retained and generated on demand. Additional generation sources could create more problems in regulating supply to best meet demand in a decentralized system. Nevertheless, battery storage with compressed air, and pumped hydro-storage systems can help maintain the grid stability by storing energy when supply exceeds demand and feeding it back to the grid during peak periods. The storage of intermittent energy plants is especially useful, often generating at their highest capacity in the non-peak hours. Storage can be decentralized to enhance efficiency and generation. It can be off-grid or grid-tied.
	3) Demand response: demand-response systems provide another option for managing grid stability if decentralized generation is connected to the grid. Grid management has traditionally concentrated on supply management. But emerging technologies, such as the smart grid and smart meters, enable power suppliers and users to monitor and communicate in real-time to improve system utilization. Many electricity users will sometimes be energy producers with distributed generation and storage. In order to construct a decentralized energy system, smart grid technology is needed to facilitate grid management.
	4) Electricity industry: a decentralized energy system is a relatively recent strategy in many countries. The power sector has traditionally concentrated on developing large, centralized power plants and transferring generation loads to regional consumers through extensive transmission and distribution lines. Decentralized energy systems are aimed at bringing energy sources closer to end-users. End users are scattered across an area so that energy generation can reduce inefficiencies in transmission and distribution and the corresponding economic and environmental impacts in a similar decentralized fashion.
	Decentralized blockchain technology is worth speculating on renewable energy. It offers numerous benefits such as cost savings, efficiency, and an efficient procedure (Rahmadika et al., 2019). From an industrial perspective, Blockchain offers various advantages, like flexibility, scalability, and security. Blockchain also offers energy suppliers an alternative for their neighbors to sell excess energy. Moreover, in a decentralized blockchain system, third-party services are no longer required. 
	Advanced Metering Infrastructures (AMI) enables bidirectional communication between generators, distributors, retailers, and consumers, making it possible to transform the traditional workforce into a smart grid. Smart systems such as Wireless Sensor Networks (WSNs), the Internet of Things (IoT), Virtual Power Plants (VPPs), and other intelligent control systems also enable optimization of power generation and consumption. These advanced technologies make the power grid system smarter, more efficient, and automated (Alladi, et al., 2019). Table 4 compares the advantages of a decentralized blockchain-based smart grid with centralized, traditional smart grid management. It shows that using blockchain for data management and control of the smart grid is beneficial to creating a diversified platform where relevant stakeholders have equal influence on the overall operation of the infrastructure.
	Table 4. Comparison of management, control, and operation between traditional and blockchain-based smart grids (Rhydwan, et al., 2020).
	Blockchain-based smart grid
	Traditional smart grid
	Smart grid domains
	Production
	- All energy sources can use the platform
	- Largely non-renewable energy sources are involved
	- Microgrid prosumers can make a significant contribution to the renewable energy market
	-  Often at a large scale from the central source
	- Consumers can get energy consumption regularly, accurately, and fast
	- Consumers can’t get updates on energy consumption regularly
	Transmission and Distribution
	- Power distribution is highly controlled
	- Limited control due to lack of demand-supply information flow
	- Local production and distribution are encouraged and greatly minimize distribution loss
	- Long distribution distance contributes to high distribution loss
	- Simplified and highly secured transaction procedures
	- Power transaction procedures can be a bit complex and insecure
	Consumption
	- Consumers can take part in the smart grid management, operation, and control as microgrid producers
	- Consumers do not influence the smart grid management, control, and operation
	Operations
	- Customers have several energy suppliers, many of which can be renewable sources
	- Customers often have limited choices of energy supplier
	- Automated and self-monitoring system minimizing bureaucracy
	-  Operated manually and is vulnerable to unintentional or malicious attack
	- Automatically detect errors and self-troubleshoots
	- System updates and maintenance is done manually
	- Customers can use smart contracts
	- Customers often have paper-based or digital contract
	- Automatic frequency and voltage control can be done both locally and centrally
	- Centrally managed frequency and voltage control- difficult to manage with several distributed generators units involved
	- The system is not affected by some failed or unresponsive nodes
	- Prone to failures and can lead to a blackout
	- The smart contract ensures that only eligible entities have access to relevant data
	- Unauthorized individuals/authorities can get access to sensitive data
	Service provider
	-  Vulnerable to cyber threats
	- Highly secured and difficult  to hack the system
	- Sensitive information from the different stakeholders can leak without tracing the source
	- Data encryption and Merkel hash in the distributed network ensure maximum security
	Marketing
	- Decentralized, but can also be semi-centralized
	- Monitored by centralized governance
	- Price setting, billing, and other operations are governed centrally
	- Smart contract based decentralized and automated price setting, billing and other operations can be used
	Smart grids and conventional grids differ primarily in the two-way flow of information between power grids and users (Heck et al., 2021). Blockchain has contributed to the growth of distributed accounting as an alternative technological innovation after the Internet that is tamper-proof, traceable, highly trusted, and decentralized. Blockchain can enhance data security in the power grid and contribute to the implementation of a trustworthy, effective, and reliable smart grid system. Several studies have already been conducted on blockchain in the energy sector.
	First, the creation of power grids across the energy industry is at the heart of the process. Smart grids are also being developed in the context of blockchain. Some researchers have studied the growth of smart grids under Blockchain, but this research is not systematized and is still in the early stages. Most blockchain studies and smart grid combinations focus on deploying blockchain technology in a single part of the grid value chain, such as building secure smart grid data access and exchange systems based on Alliance Blockchain and secure distributed keyless blockchain signature methods. The evolving smart grid systems under the blockchain are not difficult to identify, but there is a scattering of existing research and a lack of integration.
	Second, the organization, personnel, information, and resource system form the supply chain of the smart grid. Supply chains are inherently complicated, and inefficient supply chains can lead to major trust crises and need to be better shared and verified. In the application process, the blockchain works simultaneously with all the agents of smart networks, and different agents cooperate and influence each other. However, researchers have conducted limited research on the coordinated development of multi-agent systems from a stakeholder perspective. From the perspective of longevity, there are few studies on the integration of blockchain and smart grids, which need to be considered from three aspects: economic, social, and environmental.
	Third, the scope for private chains is limited because the authenticity of the information can be easily doubted. Unlike private chains, public chains have much higher trust but cannot protect the privacy and security of participants. The above challenges have hindered the application and diffusion of public chains in the productive economy. Therefore, alliance chains exhibit "partisan decentralization" characteristics. While an alliance chain may cover only a limited number of subjects, security can be enhanced, costs reduced, and reliability increased.
	Blockchain has been used for different applications in the energy sector. This chapter identifies several state-of-the-art benefits of using the technology to overcome the challenges discussed in the previous chapters.  
	The widespread use of electric vehicles will be a valuable response to green travel and energy conservation challenges. However, electric vehicle users have problems with charging. The number of charging points for electric cars remains modest compared to gas stations, which is the main bottleneck limiting the widespread use of electricity. Many electric vehicles currently charge at stack operators and payment systems, but charging standards vary, leading to significant disadvantages for users. There is greater public acceptance of a unified, low-cost payment platform based on blockchain technology. On-time leasing of individual smart batteries for charging and common routing technology could also reduce the limited number of batteries for charging (Soto et al., 2020).
	In the relationship between electric vehicles and the grid, there is no "vehicle to grid" incentives; battery quality cannot be guaranteed when using electric battery cascades. Energy Blockchain Labs, for example, has developed a blockchain for car reactions, battery blockchain data storage, and virtual currency stimulus certification (Peter et al. 2019).
	The JuiceNet application in California, a market-driven IoT platform, was provided by eMotorWorks. With this blockchain technology, charging station owners can use JuiceNet to rent out charging station time to drivers (Patil et al., 2020). This means that the number of charging stations will increase. As a result, charging station owners can be compensated for their economic benefits at the same time. JuiceNet uses blockchain technology to store and process data in real-time, making it safer and more accessible for individuals to connect to and share charging services. Any motorist can download the JuiceNet application, monitor the chargers on the map, and select a charging station nearby.
	Both renewable energy and electric vehicles urgently need similar solutions to expand their respective applications.
	For a centralized, traditional energy trade, the energy Internet has become increasingly complex with the access of a large number of customers. Difficulties arise when a centralized organization is established, such as high operating costs and insufficient information protection. In addition, the commercial enterprise lacks confidence if there is no centralized management organization. These concerns can be addressed by introducing blockchain technology to energy generation. The P2P energy trading model based on the Blockchain system provides a low-cost, affordable, open, and trustworthy trading platform for energy networks. (Zhao et al., 2020) proposed a double-layer framework for Blockchain-based energy transactions in multi-microgrids to ensure decentralized trading, information transparency, and mutual trust between nodes in the trading market.
	We view energy as a commodity and do not consider energy commodities as property. Energy exchange cannot be isolated from specialized monitoring processes, so such studies are insufficient to address the operational use of energy trading. (Kuznetsova et al., 2019) evaluated the security transactions in the grid and advised insufficient centralized power trading management. In addition, a management body with limited capacity needs to perform security checks and monitor the stopping of transactions. (Zia et al., 2020) studied the barriers to the adoption of energy trading over the Internet. They identified a three-tier structure based on blockchain technology (transaction, extension, and blockchain). The weak central authority is a specialized node within the blockchain system and monitors the parties involved in energy trading to ensure that the transactions run smoothly.
	The rapid increase and concentration of greenhouse gases have led to a worldwide climate catastrophe. The United Nations has developed a carbon dioxide emission rights certification and trading mechanism under the Kyoto Protocol to encourage energy conservation and emission reduction, using the money for emission control (Chen et al., 2019). Based on the carbon emissions of different industries, China allocates a certain amount of carbon emission rights to emitting enterprises. The emission rights of firms with emission balancing rights can be purchased from firms that issue more than their allowances, or they can be sanctioned. Conversely, companies with additional emission rights can make a profit by selling them.
	There are some challenges in the carbon market, such as the massive workload of emissions certification and difficulty tracking transaction data. Blockchain technology can provide a framework for smart carbon emissions trading and certification. This technology can track all tonnage of carbon and trading information, preventing information manipulation and asymmetry. For example, China Certified Emission Reductions (CCERs) are sold as "carbon tickets" for digital assets. Each carbon ticket has a unique ID, which is time-stamped and recorded as a blockchain. Automatically, smart contracts are used for carbon trading (Zhao et al., 2020).
	This example shows the potential contribution to carbon emissions using blockchain. Each contributing node sends many error-prone files, while the normal development length exceeds one year. Meanwhile, it takes a long time to build traditional carbon assets, including companies, government regulators, trading of carbon assets, third-party verification and certification, etc. This framework will significantly reduce the cycle time for generating CO2 emissions and reduce the development cost of CO2 assets by 20% to 30% (Kong et al., 2019).
	To make fair decisions, the system is guided by correct information. However, incorrect information can have disastrous effects on the system if it disrupts or attacks the information system. Power grid companies' most important security strategy is to create special communication links to isolate internal and external networks. Using data acquisition systems in a transmission network increases system costs during construction. At the same time, disruptions and attacks can occur when power system operators or public networks are used to communicate or exchange information. The origin of Stuxnet, an industrial computer malware, was discovered in 2010. This can penetrate a network of external computers via infected USB devices and attack the company's Internet. In 2015, the electricity information system in Ukraine was hacked, causing a massive power outage in the country (Kumari et al., 2020). Thus, electricity systems have improved their ability to withstand cyberattacks.
	Decentralization, high redundancy, security, and privacy protection help to solve some of the security problems of the information and physical systems. However, there is currently limited research on the use of blockchain technology to solve security challenges in the energy Internet. (Yao et al., 2021) consider blockchains on the Internet from the perspective of private key loss, privacy violation, and protocol attacks on security problems. It also presents a strategy that constructs energy consisting of three components: architectural security, ontological security, and access control. The security measures control the entire lifecycle of the power blockchain communication system to efficiently meet the requirements for the future development of the energy blockchain.
	In the face of increasingly critical environmental problems, the development method resulting from conventional fossil fuel energy is unsustainable. Therefore, there is a tendency to replace fossil fuels with clean and sustainable energy. While research in sustainable energy is progressing, relatively stable techniques such as wind or solar energy have problems with decentralized geographical coverage, poor management and consumption rates, and high energy costs, leading to major limitations in the use and commercialization of new energy sources (Hassan et al., 2019). In 2008, a future renewable energy transmission and management system was called the Internet of Energy model (Knirsch et al., 2020). The Internet of Energy consists of the new structure of power generation networks, networked storage systems, and the Internet.
	Conversely, the quality of this platform is challenged by corporate and user service. The energy Internet encompasses a broader range of power and participants than existing power grids. It changes the information exchange approach to create a new energy supply with highly integrated and complementary information across multiple energy sources (Li et al., 2019d). Blockchain-based energy systems will offer promising solutions for managing energy transmission among heterogeneous renewable energy systems.
	Power-to-X uses electricity to produce other products to store energy. Power-to-X can be power-to-ammonia, power-to-chemicals, power-to-fuel, power-to-gas, power-to-hydrogen, power-to-liquid, power-to-methane, power to food, power-to-power, and power-to-syngas. Power-to-X offers the unique possibility of storing excess renewable energy generated when demand is relatively low, which can increase the economic value of renewable energy generation by facilitating classical storage arbitrage (Byfield & Vetter, 2016). With power-to-X, enormous amounts of energy may be kept for lengthy periods, making it suitable for seasonal storage. Because many places have significant seasonal solar, wind, and hydroelectric output variability, this could be especially advantageous for systems with high renewable penetration. In addition, as renewable energy deployment continues to expand, power-to-X also has the potential to help decarbonize other sectors of the economy, such as industry and transportation, that have long plagued carbon reduction experts.
	The application of blockchain smart contract technology for tracking and tracing the type of energy, conversion history, and data support for transparency, credibility, and automated enforcement for future carbon trading.
	It is also argued that the Internet of Energy (IoT) is the basic research guideline to address the current problems in the energy sector. (Faizan et al., 2019) says that society will enter an IoE system that combines new energy and communication technologies with conventional fuel depletion and ongoing global environmental degradation. Japanese academic institutions have focused on creating the digital grid system and proposed the energy Internet "Power Router" by the Japan Digital Grid Alliance. (Hu et al., 2020) provides a preliminary description of the energy Internet: the energy Internet is a closed loop in which renewable energy is widely used as the main energy source, and other gas grids and transportation systems are closely connected. It is built on the Internet and other advanced IT systems, and the power grid is at the center. More specifically, the energy Internet described in (Li et al., 2019c) includes an Internet-connected smart power grid platform, Big Data, cloud computing, and other leading ICT platforms. Advanced electromechanical devices and smart management technologies in the future power system will be used to integrate horizontal, cross-source, complimentary, comprehensive, hierarchical synchronization and data, source-grid-neutron-to-storage.
	As shown below, the IoE offers precise metering, wide-scale multi-source cooperation, intelligent control, and open trading (Wu et al., 2021, Yao et al., 2021, Chen et al., 2019, Faizan et al., 2019 ).
	1) Wide-area multi-source cooperation: IoE provides wide coverage, high reliability, and many participants. Coordinate the planning operations of large-scale power generation bases, power transfer, and end-use power utilization, including multi-source cooperation. Through cooperation, participants can reach an agreement and maximize profits.
	2) Accurate measurement: This is the prerequisite for regulating the circumstances of the operation of various energy and computation systems. Therefore, the IoE must also address participants' consensual reliance on metering data and accurate measurement.
	3) Open trade: The technology takes advantage of modern society with huge centralized grids and local distribution networks. Without discrimination, any energy source can access the Internet. Energy producers can also be electricity consumers, and consumer involvement is greatly enhanced. The IoE provides various energy services anytime and anywhere to promote demand, support services, and buy and sell electricity. By reducing the peaks and troughs of the energy IoE, its operational performance will be improved.
	4) Intelligent control: Smart approaches such as large-scale data processing and web learning are essential and enable a wide range of dispersed energy sources. From generation to use, the entire process depends on intelligent control technology for flexible and efficient energy conversion and optimization of transmission performance.
	Blockchain can support the construction of a distributed IoE with autonomy, scalability, and intelligent control to realize future renewable energy planning, management, and application.
	Blockchain offers a new solution to these challenges. It minimizes data management, fair incentive mechanisms, regulatory costs and technical issues, transaction fees between distributed nodes, speed of resources, and price adjustment issues. It can also increase transparency among stakeholders, ensure data security and privacy, simplify the energy demand and supply chain, and minimize distribution losses.
	Blockchain application in the energy sector is an ongoing area of research and development (Hasse, et al., 2016), however, most of these applications have not yet progressed beyond the pilot stage. One notable example is the Brooklyn Microgrid (Brooklyn (BMG), 2019) which allows local solar energy consumers to exchange data via blockchain. Another example is the UK's Electron project (Electron, 2020), which uses a blockchain-based platform to enable grid operators, systems, local energy markets, and distributed energy sources to participate in multiple grid optimization markets with different energy assets. Countries worldwide recognize the potential applications of blockchain in the energy sector. For a list of efforts by companies to implement Blockchain in the energy sector, see (Foti  & Vavalis, 2021). Figure 4 shows a potential Blockchain infrastructure for managing, controlling, and operating smart grids (Aklilu & Ding, 2021).
	/
	Figure 4. Blockchain infrastructure for smart grid management, control, and operation.
	Several studies have also been published that address various blockchain applications, challenges, opportunities, and future trends. In (Foti  & Vavalis, 2021), the authors provided an up-to-date and comprehensive summary of Blockchain use for smart grids by analyzing a number of peer-reviewed articles, research results, and entrepreneurial projects. The authors (Musleh et al., 2019) presented an overview of blockchain-based solutions to smart grid challenges and their advantages and disadvantages. The article identified relevant blockchain-based applications, especially at the cyber-physical level of the smart grid. In (Andoni, et al, 2019), the authors conducted a survey to systematically identify potential blockchain implementations for smart grids, associated challenges, and opportunities. A comprehensive overview of blockchain applications for future decentralized smart grids is provided in (Mollah, et al., 2020). The article discusses that current smart grids face several challenges such as scalability, transparency and extensibility, high computational cost, availability of attacks, and inability to control future power supply consisting of multiple components.
	 Table 5 summarizes recently published studies in this area. The table also describes the approach of the study compared to our article. Some articles address the use of blockchain in smart grid marketing, grid decentralization, data aggregation and storage, and security and privacy mechanisms. Relevant challenges for grid management and operation arising from stakeholder collaboration, grid imbalances, data analytics, and management have not been addressed in existing review articles. Moreover, the challenges covered are often viewed from the retail perspective. This work includes the challenges not considered in other studies and recent developments in smart grid management, control, and operation.
	Table 5. Summary of typical surveys and reviews on blockchain challenges for smart grid management, control, and operation.
	Descriptions
	V
	IV
	III
	II
	I
	Ref
	Conducts a systematic review of the potential applications of blockchain for energy company operations, wholesale energy trading and supply, energy imbalance settlement, digitization of IoT platforms, and P2P trading and distributed energy supply.
	L
	M
	M
	L
	L
	(Andoni, et al, 2019)
	Provides a comprehensive overview of blockchain applications for AMI, the distributed energy trading market, monitoring, control, and metering, electric vehicle and charging station metering, and microgrid operations. 
	L
	M
	M
	L
	L
	(Mollah, et al., 2020)
	Reviews research progresses of blockchain technology for the energy sector, particularly on distributed energy systems, optimization of energy trading, electric vehicles, smart device connection, intelligent control, and supporting environmental challenges.
	L
	L
	L
	L
	L
	(Wang & Su, 2020)
	Provides an overview of blockchain applications for P2P energy trading infrastructure, electric vehicle energy trading, asset maintenance security, energy generation and distribution, and privacy and security techniques.
	H
	M
	M
	L
	L
	(Alladi, et al., 2019)
	Reviews various aspects, advantages, and disadvantages of using blockchain for energy trading, microgrid operations, EV, and cyber-physical security.
	M
	M
	L
	L
	L
	Musleh et al., (2019)
	Provides an overview of blockchain applications for energy trading, infrastructure management, and smart grid operations.
	L
	H
	L
	L
	L
	Samy, et al., (2021)
	Provides current improvements in blockchain applications for smart grids, and identifies opportunities, challenges, and potential solutions in various areas of the smart grid.
	M
	H
	L
	L
	L
	Hasankhani, et al., 2021)
	Analyzes the applicability of blockchain for Smart Grid 2.0 to facilitate grid decentralization.
	M
	M
	M
	L
	M
	Yapa, et al., (2021)
	Provides an overview of blockchain applications for various areas of smart cities, including smart grids for energy trading, improving data security, renewable energy financing, and Thing-to-Thing energy trading. 
	M
	L
	L
	L
	L
	Xie, et al., (2019)
	Reviewed recent developments in energy trading, taxonomies, challenges, and potential solutions.
	L
	L
	L
	L
	L
	Aggarwal, et al., (2021)
	Provides a bibliometric analysis and review of blockchain implementations for energy marketing, data exchange and security, energy management and scalable systems, information transfer, P2P energy sharing, and trading in microgrids among others.
	M
	M
	M
	L
	L
	Ante, et al., (2021)
	Presents blockchain applications for China's energy sector. The article focuses in particular on energy financing, trading, consumption, and Energy Internet.
	L
	L
	L
	L
	L
	Zhu, et al., (2020)
	Provides a comprehensive overview of blockchain technology solutions for smart grid transformation from the perspective of technological advances in its industrial applications, challenges, and opportunities.
	H
	L
	L
	L
	L
	Lui, et al., (2021)
	Presents the latest blockchain ideas, architectures, and technologies for cybersecurity in the smart grid.
	M
	L
	L
	L
	L
	Zhuang, et al., (2020)
	Comprehensively present existing blockchain applications for P2P trading of Electric Vehicles, carbon emission trading, etc.
	M
	M
	L
	L
	L
	Bao, et al., (2020)
	Provides a systematic overview of blockchain in the smart grid for stakeholder collaboration, data analytics and management, grid imbalance control, decentralization of grid management and operations, and security and privacy.
	H
	H
	H
	H
	H
	This report
	I: Collaboration among stakeholders, II: data analysis and management, III: control of grid imbalances, IV: decentralization of grid management and operations, and V: security and privacy;  H: High coverage, M: Medium Coverage, L: Low coverage
	Smart grid management and control is an important issue due to the diversity and number of DG units. Demand-driven control and optimization of network management are the focus of research. Feasibility and use case studies have been conducted on using blockchain for smart grid management, control, and operation (Foti  & Vavalis, 2021). A systematic review of blockchain applications for the energy sector at the national and institutional levels is presented (Wang & Su, 2020). In addition, (Suciu, et al.,  2019a) and a related paper by (Suciu, et al.,  2019b) explored how blockchain can be used in smart power management in the SealGrid platform which allows users to monitor power consumption in real-time without compromising security. The authors (Mollah, et al., 2020) emphasize that the future of the smart grid must provide some level of security by 1) ensuring that unauthorized people cannot access information; 2) preventing unauthorized people from modifying the data; 3) cryptographic solutions provide adequate data protection; 4) denying authorized permission and granting access to those with the proper privileges; 5) authentication that ensures entities performing a specific task cannot deny their action; 6) developing a fault-tolerant network that is resistant to various attacks; 7) more efficient monitoring; 8) Using advanced privacy technologies to protect information disclosure; and 9) Promoting thrust, transparency, and democracy among all stakeholders. This subsection summarizes blockchain-based applications for smart grid management, control, and operation based on the challenges discussed in Chapter 2.
	The consortium blockchain supports the virtual power plant (VPP) control system, improves operational activities, optimal scheduling, and efficient trading, and solves the lack of real-time performance, high transaction costs, and information security (Li, et al., 2019b). Exploiting the similarities between VPP and blockchain in terms of data injection and information communication between different nodes within the system, the authors developed a VPP control system model based on blockchain. The model integrates discrete power supply, load, and other smart devices to share data with two Blockchain systems, one technical and one commercial. The technical blockchain controls the process by connecting to the SCADA system via Ethernet to support power transmission, balancing, voltage, and frequency control, and to provide stable transmission and scheduling for the VPP. The commercial blockchain supports the process of energy quantity, price, transaction contracts, etc. Galici, et al., (2021) proposed a Blockchain-based data ledger to store and track public buildings' energy generation and consumption. The proposed platform facilitates transparency among stakeholders by making raw data available to the public to provide citizens with sustainable, affordable, reliable, and modern energy services. This raw data's availability facilitates data analysis for research and development, production and distribution controls, and resource management.
	Blockchain provides a mechanism to synchronize data from a variety of sources. These can help grid operators monitor different energy resources simultaneously, control voltage and frequency, and coordinate communication between different energy stakeholders. Blockchain can also help regulate voltage and frequency on the smart grid. Voltage and frequency fluctuations can lead to power outages. This can be solved by continuous monitoring of power generation and consumption. But the increasing number and variation of energy sources make the control system unstable. With blockchain technology, we can accurately and continuously determine the amount of energy produced and consumed, so that the grid is resilient to unexpected frequency or voltage overloads. Blockchain-based production control for distributed generation systems to avoid grid congestion is proposed by (Danzi, et al., 2017). In addition, (Madhu, et al., 2019) have proposed a framework for using blockchain to monitor PV-based electric vehicle charging stations to regulate load frequency. The author's proposal integrates blockchain with a smart energy controller to optimally manage grid capacity considering load frequency and PV availability. The proposed framework improves user privacy, immutability and transparency of energy data, energy tracking and availability, and user sharing.
	Blockchain as a distributed database system creates decentralized tamper-proof, but traceable networked copies of the data under a certain consensus verification. Blockchain can support smart grid data analysis and management, data protection, and aggregation (Dong, et al., 2018). Along with the diversity of distributed generation (DG), the smart grid is also changing its data aggregation and analysis mechanisms. Aggregators such as Demand Response (DR) and Virtual Power Plant (VPP) provide grid services to a wide range of energy resources. However, these aggregation mechanisms pose challenges to operators due to their large-scale and complex deployment, requiring management and control. Establishing trust and transparency between DG entities and aggregators is also important to maintain short- and long-term interaction. To address these challenges, some blockchain-based solutions have already been proposed. In (Liang, et al., 2020), a blockchain-based power grid data management architecture is proposed to realize binding data recording and business collaboration among multiple nodes. The proposed framework promotes collaboration among data aggregation and analysis processes, provides real-time awareness of data sharing to various stakeholders, simplifies the process of data access, coordinates data application, and facilitates technical support for smart grid data management and operation. The authors (Mnatsakanyan, et al., 2020) propose a blockchain-based decentralized aggregation mechanism that handles all transactions between decentralized energy owners, demand response, and virtual power plants. Blockchain can also be used for decentralized data collection, analysis, and management to minimize data communication and storage costs (Aderibole, et al., 2020). In (Fan & Zhang, 2019), a consortial blockchain-based multidimensional data aggregation and control mechanism is proposed to ensure the security of stream data during communication. The proposed architecture creates a dynamic stream data control and operation architecture by simplifying the low data aggregation efficiency, computational complexity, feedback accuracy, and key management and data repair. Integrating blockchain with advanced metering systems could help utility operators predict future consumption needs by monitoring the continuous and accurate immutable data provided by blockchain technology.
	A distributed data aggregation and storage mechanism using blockchain to secure grid sensor data was proposed by (Liang, et al., 2018). The authors (Aderibole, et al., 2020) identified three Blockchain-related characteristics (decentralization, thrust, and incentives) to analyze the smart grid-related literature and identify requirements for NIST conceptual models. According to the authors, blockchain enables decentralized collection and verification of metering applications at multiple levels. It solves the problem of centralized data collection that could affect smart grid performance. The authors also describe that using blockchain for smart grids facilitates decentralized energy trading mechanisms, improves the operational efficiency of VPPs, enables demand-side management systems in microgrids and consumer cities, renewable energy tracking, and edge computing for decentralized P2P interactions, among others. In (Luo, et al., 2021), decentralized data aggregation for microgrids using Pallier and PBFT homomorphic encryption is proposed to protect user privacy and data integrity in public storage and sharing. The authors have also proposed an automatic and distributed solution for energy distribution in a microgrid using Ethereum Smart Contract. In (Nurgaliev, et al., 2019), the authors propose a decentralized energy regulation and exchange application based on Ethereum smart contracts. Their framework minimizes reliance on a central authority, improves the efficiency of renewable energy resources, and addresses privacy and security issues. Smart contracts are used by (Cioara, et al., 2020) to propose a blockchain-based platform for peer-to-peer energy trading, decentralized energy management, energy flexibility aggregation, and community-based VPP operation. In (Zhang, et al., 2019), a blockchain-based keyless decentralized authentication architecture between service providers and end-users in the smart grid is proposed to improve certification reliability and non-repudiation. In this approach, smart meters send a request and then receive the response through a consortium-based blockchain network that does not require a trusted agent. Ethereum smart contract with blockchain is used (DeCusatis & Lotay, 2018) for interaction between energy generation and consumption between different smart meters in different buildings. The framework automatically monitors the availability of energy reserves and smart meters and initiates transaction requests. The authors also proposed a digital identity management algorithm that authenticates smart meters and blockchain ledgers to mitigate port scans and port-based attacks on the Ethereum blockchain. In (Li, et al., 2019a), the authors investigated the feasibility of using blockchain for transactive distributed grid management and operation of interconnected microgrids to optimize the financial and physical operation of power grid systems.
	It has been shown that these Blockchain-based systems can support the physical layer of the smart grid. Aggregation, analysis, and management of grid data can improve the missions of transmission system operators (DSOs) by providing accurate data on electricity generation, distribution, and consumption. Blockchain, along with various underlying technologies, can facilitate decision-making at different levels of grid operations. However, maintaining data security, integrity, and privacy in the grid environment for data aggregation and analysis is a complex issue that requires thorough investigation.
	Traditional smart grids have been subjected to several malicious cyberattacks over the years, using various methods such as Denial of Service (DoS) to gain unauthorized control over the grid, resulting in partial or complete power outages. Studies have shown that blockchain, whose main characteristic is the immutability of data, can provide a solution to this problem.  There are several known attacks on smart power grids. One of them is the jabbing attack, in which the attacker installs a malicious smart electricity meter that sends false data, causing desynchronization and power interruption. The puppet attack sends a signal to the node. The attacker then controls the node and sends more signals into the network, causing the smart meter network to become unstable.
	Another example is the stack smashing attack, which compromises the application layer of the network and leads to the disclosure of sensitive data. An experimental attack, on the other hand, makes the smart grid layer vulnerable to DoS attacks (Kumar, et al., 2019). A comprehensive review of blockchain in smart grid for cybersecurity from application and technology perspectives was conducted by (Zhuang, et al., 2020).
	Several promising blockchain-based techniques have been proposed to address the smart grid's privacy and user security challenges. Privacy-Preserving Energy Transactions (PETra) is described in (Laszka, et al., 2017) as a secure distributed ledger-based energy trading solution that provides anonymity for communication, bidding, and trading. The framework enables secure and verifiable trading of energy futures, preserves prosumers' privacy, and allows distribution system operators to regulate trading and enforce security rules. The proposed framework was later extended by (Bergquist, et al., 2017) to illustrate communication and transaction anonymity.  The authors (Guan, et al., 2018) presented a scheme for efficient data aggregation and privacy protection based on blockchain. In addition, (Kamal & Tariq, 2019) proposed Blockchain-based lightweight security solutions for advanced metering infrastructures to prevent man-in-the-middle attacks and data tampering through timely adversarial node detection, localization, and provenance through Blockchain. A permission-based blockchain edge model for smart grid networks to ensure data privacy and energy security is proposed by (Gai, et al., 2019). The proposed model aims to ensure traceability of energy consumption while protecting end-user privacy, enabling optimal energy management, and enabling controllers to assess the identity of the edge device in smart grid networks.
	A novel cybersecurity architecture for smart grids based on blockchain to improve data security is proposed by (Olivares-Rojas, et al., 2019).  The algorithm leverages advanced metric infrastructures such as smart meters and virtual power plants and uses an edge-fog cloud computing architecture. In (Casado-Vara, et al., 2018), the authors show how the immutability of the blockchain can be used to detect non-technical frauds such as energy theft, metering errors, billing process errors, etc. This helps utilities control and monitor the power distribution network. In (Liang, et al., 2018), a blockchain-based smart grid protection framework against cyberattacks is presented to improve the power grid's self-defense capabilities, robustness, and security. In addition, (Gao, et al., 2018) proposed a blockchain-based solution backed by a smart contract to create a temperature-proof system to protect consumer data collected and transmitted in the smart grid system. The proposed system provides transparency, auditability, and immutability
	Blockchain has also been used for access control systems in the smart grid. In (Zhou, et al., 2019), the application of Blockchain for identity-based combined encryption, signature encryption, and signature encryption scheme for the smart grid is proposed, which solves the pressing problem of a private key generator, ensures secure key management, and involves more users in the daily management of the smart grid.
	Table 6 summarizes the various blockchain applications that have been proposed in recent years for the management, control, and operation of smart grids.  Blockchain technology could solve these challenges by providing a decentralized platform where all participants can share information equally. The technology could enable all participants to collaboratively create a platform without having to trust each other (Mattila, 2016).  The adoption of blockchain in the energy sector has several benefits: Energy blockchain technology promotes decentralized production and distribution of low-voltage energy systems (Li, et al., 2019b). It also supports simplified multi-level systems (Wang & Su, 2020), in which energy producers, distribution system operators, transmission system operators, and consumers can communicate directly with each other to ensure the operation process. In addition, blockchain, in combination with smart contracts, enables efficient smart grid management (Mylrea, 2019). Using predefined consensus rules, smart contracts send signals to all nodes to ensure legitimate transactions. In this way, all energy storage flows can be controlled automatically, which contributes to the accuracy of the balance between supply and demand (Brilliantova & Thurner, 2019). Blockchain can also record, store, and distribute all energy transaction data, ensuring decentralized security of all energy flows and business activities (Wang & Su, 2020).
	Table 6. Blockchain-based solutions to address challenges in smart grid management, control, and operations
	Ref.
	Blockchain Application areas
	- Blockchain-based solutions to address the challenges
	(Li, et al., (2019b); Galici, et al., (2021))
	- Facilitates trust and transparency between stakeholders and the public
	Collaboration between Stakeholders
	- Automatic monitoring and maintenance of the smart grid
	- Enables resource allocation, tracking of environmental indicators
	- Improves efficiency of renewable energy sources
	- Improves the digitalization of the grid and enables new applications for the power system
	- Facilitate the role/influence of microgrid prosumers in the management and operation of the smart grid
	(Danzi, et al., (2017); Madhu, et al., (2019)
	Controlling Grid Imbalance
	- Regulation of voltage and fair distribution of production between distributed generation units
	- Enables a temperature-safe system to protect customer data collected and transmitted to the smart grid
	(Mnatsakanyan, et al., (2020); Aderibole, et al., (2020); Fan & Zhang (2019); Liang, et al., (2020))
	- Protection of authenticity and correctness of aggregated data
	Data analysis and management
	- Creation of immutable data structures that cannot be modified.
	-  Highly scalable and supports for micro transactions
	-  Enhancement of the architecture for the power management system to monitor power consumption in real-time
	-  A secure data aggregation based on encryption
	-  Enabling a multi-dimensional data aggregation control mechanism for the smart grid
	- Decentralized aggregation mechanism to handle all transactions between different smart meters
	(Aderibole, et al., (2020); Dong, et al., (2018); Liang, et al., (2018); Luo, et al., (2021); Nurgaliev, et al., (2019); Cioara, et al., (2020); Zhang, et al., (2019); DeCusatis & Lotay, (2018); Li, et al., (2019b))
	Decentralizing grid management and operations
	- Improve authentication and non-repudiation
	- Support the power management process without a trusted party.
	- Participation in distributed computing to reduce the VPP's computational load
	- Promotion of decentralization
	-  Improve transparency, digitize the grid, and enable new applications for the power system
	- Support advanced metering infrastructure control systems to improve operational activities, optimal planning, and efficient trading
	- Enables traceable energy management on the smart grid
	(Liang, et al., (2018); Kumar, et al., (2019); Zhuang, et al., (2020); Laszka, et al., (2017); Bergquist, et al., (2017); Guan, et al., (2018); Kamal & Tariq (2019); Gai, et al., (2019); Olivares-Rojas, et al., (2019); Casado-Vara, et al., (2018); Gao, et al., (2018), Zhou, et al., (2019))
	Security and privacy
	- Create immutable data structures that cannot be modified
	-  Improving cybersecurity and privacy for smart grids
	- Improving security and privacy, information security, access control
	- Localization and provenance 
	- Solves the problem of lack of real-time performance, high transaction costs, and information security
	-  Timely identification of adversarial nodes
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	A blockchain-based smart grid requires systematic work from design to implementation. It needs support from both technical and non-technical aspects. Localized standalone solutions cannot make the Blockchain system fully functional. A lot of fundamental work is needed to ensure efficient management, control, and operation of Blockchain-based smart grids. Further discussion and research directions are addressed below.
	The introduction of blockchain technology into the smart grid, a widely accepted and well-functioning system, is always a challenge to harmonize the collaboration between all stakeholders.        
	1) A Better understanding of the needs and the future.  All smart grid stakeholders (energy producers, transmitters, distributors, consumers, regulators, coordinators, etc.) need to understand and evaluate current challenges and future trends in energy management and their environmental, social, economic, and regulatory implications to accept and implement them. Some of the resulting issues need to be addressed.
	2) Effective coordination and consensus mechanism. Energy stakeholders will be participants, contributors, and beneficiaries of the blockchain system whose interests and responsibilities do not fully align but must collaborate and participate in a blockchain-based smart grid system. This requires all stakeholders to be able to achieve an effective coordination and consensus mechanism with the technical support of the Blockchain, and also to thoroughly engage with this decentralized, entirely new system, technical means, and business model.
	3) Advanced technical tools and newer administrative systems. Increased collaboration among regulatory, administrative, technical, and commercial stakeholders is needed to develop coherent blockchain systems that can improve existing systems. This collaboration must be based on more modern technical tools and newer administrative systems. Relevant technology development outcomes need to be tested, validated, and improved in real-world smart grid systems.
	4) Seamless integration. Blockchain-based system technology must address and improve upon the shortcomings of current systems and provide scalability, speed, accuracy, and security, as well as seamless integration with existing advanced metering infrastructure.
	With the development of smart grids, the need for applications and integration of various renewable energy sources, including managing multiple imbalances in the blockchain system, is increasing. 
	1) Synchronization. Blockchain-based smart grids require mechanisms to synchronize data from multiple sources to balance the associated imbalances resulting from 1) voltage and frequency shifts in the grid system itself, 2) continuous dynamic changes in energy generation, transmission, distribution, and demand, 3) changing energy consumption patterns and quantities, and 4) flexible and variable energy exchange and trading.
	2) Integration and interaction. Deep integration and interactive control technology between blockchain and different parts of the grid is an urgent problem to solve. The sharing characteristics, timely data updates, and stability of the architecture possessed by blockchain technology provide a good technical basis for solving these imbalance problems.
	3) Automation control. Further research is needed to investigate the scope of blockchain design and implementation, the associated interfaces to each control system, and blockchain-based automation control and coordination technologies.
	4) Information exchange. The main mission of Blockchain-based decentralized grid management and operations is to ensure secure information exchange among relevant stakeholders, improve the supply and demand chain, facilitate the participation of professional renewable energy consumers in energy markets, control congestion with automated frequency and voltage monitoring systems, and protect critical grid resources with real-world implementations are all areas for future research.
	Blockchain-based smart networks greatly extend the digitization of existing power grids. So data analysis and management is a big issue in the context. 
	1) Big Data. Each electronic and digital component of the grid continuously generates various types of data to control and maintain the grid system and support its commercial operations. The complex and large-scale decentralized system implies that the complex and volatile distributed data needs to be accumulated, fused, analyzed and rationalized for use.
	2) Data fusion. Advanced data processing and management technologies need to be combined with blockchain systems to address the challenges of the 3Vs (volume, velocity, and variety) of data in the smart grid, high scalability and scalability, diversity and heterogeneity of data types, and timeliness of data processing.
	3) Off-chain data processing. Blockchain itself does not have the rationalization design and processing ability to handle big data. Still, the combination of smart contract and off-chain data processing can allow the refined core data to enter the main chain of the Blockchain. Most of the lengthy and trivial local data analysis and processing are processed outside the localized chain and controlled by the smart contract for relevant data analysis, which will significantly improve the capacity and efficiency of smart grid based on blockchain. This will greatly improve the capability and efficiency of data analysis and processing blockchain-based smart grids.
	4) Data techniques. Advanced data techniques such as machine learning, deep learning, etc. need to be introduced to help analyze all kinds of big data related to smart grids.            
	Blockchain-based decentralized management and operation of the smart grid are very different from the traditional centralized management and operation model.
	1) Extensive decentralization. Traditional centralized management has centralized managers and controllers coordinating the global management of all types of grid issues and operations. The Blockchain-based smart grid brings the concept of decentralization to the grid system in terms of technology, data, business, and its management and operations. It also implies a complete change in business logic and technical systems, as well as a change in the management model.
	2) Evolution from decentralization. Decentralization not only avoids the risk of a single point of failure in a complex smart grid, but also brings an evolution of the system, including 1) autonomy of individual nodes, 2) automation of the system's business execution (code execution based on smart contracts), and 3) resilience of the system with high fault tolerance and system robustness.
	3) Deep centralization. Decentralized management and operation can facilitate and accelerate network operation decisions at various levels, making frequent and tedious day-to-day business and operations extremely efficient.
	4) Updating of management model. The redesign and implementation of fully decentralized grid management and operation require further research on the technical implementation of the system at all levels and the adaptation of the management rules and concepts of the existing system.
	5) Mitigating the risks associated with decentralization. Attention must also be paid to how to avoid the risk of system chaos and disorder that may arise after decentralization. 
	Blockchain is a distributed ledger database system, and also poses some threats to data security.
	1) Cyberattacks on the blockchain. Large-scale cyberattacks cannot disrupt the online services of the blockchain and even cause data loss.
	a) Enlarged attack surface. As with any IT system, the same cyberattacks are on the rise and remain a threat to the smart grid. The performance of a blockchain-based smart grid relies heavily on the autonomous management and automated operation of the technical system due to its decentralized and efficient architecture and operation. However, due to the ever-growing attack surface of the smart grid system, the blockchain-based system needs to maintain the security of the grid business, the security of the grid system, the security of the grid data, and the privacy of all participants. In addition, the blockchain itself may also be exposed to new cyberattacks or data-oriented intelligent attacks. These issues need to be properly monitored and researched.
	b) Off-chain attacks. Since the blockchain system is supported by and serves other parts of the smart grid, any potential attacks outside the chain may eventually affect the performance of the blockchain system, e.g., injecting manipulated data into the blockchain, reading data from the blockchain through malicious manipulation, etc.
	c) Local vulnerability vs. global security. The security vulnerability of each component and the protection of the operation process of each functional area must be considered in the development of the future blockchain system.
	d) Hierarchical protection. The hierarchical structure of the blockchain (including the functional hierarchy, data hierarchy, business hierarchy, etc.) and the cooperation between multi-branch chains also help to avoid security risks and increase the security and resilience of the system and data.
	2) Verification of legal blocks. New blocks are constantly being added to the blockchain. The big issue is ensuring the legal blocks are reasonably selected and verified. Consensus protocols mainly perform this task. Potential vulnerability or incomplete design of the consensus algorithms can jeopardize this.
	3) Forks of blockchain. Blockchain protocol or version update can lead to a hard fork. The creation of new blocks in the blockchain can lead to a natural soft fork. Whether a hard fork or a soft fork, the structure of the blockchain may change, thereby affecting the performance of the blockchain system.
	4) Protection of smart contracts. Smart contracts contain important application logic and services. Any improper modification of smart contracts can lead to the disruption of blockchain services. Therefore, it is important to ensure the security and integrity of smart contracts. Of course, hash technology can adequately ensure the security of smart contract data. But for contracts with large granularity outside the chain, maintaining the security of the contract is still a challenge.
	5) Data privacy and ID management in blockchain are challenging. The data entering the blockchain is transparent to all users. If the ID management is not in place, a large amount of private data can leak out. Generally, the user ID, data ID, and privacy-related data have been translated and stored off-chain before entering the blockchain. If this process fails, privacy cannot be protected. While blockchain technology cannot guarantee privacy directly, advanced cryptographic measures can be incorporated to protect data. The following are some approaches to safeguard the privacy of the devices concerned: Zero-Knowledge Proof (ZKP), the Elliptic Curve Digital Signature Algorithm (ECDSA), and the linkable signature ring.
	The regulatory agencies promote active user involvement in the energy market and the development of community energy infrastructure. When it comes to drastic modifications in the main grid framework, the grid system doesn't facilitate energy exchange between producers and consumers, nor does it support the adoption in that framework of the distributed leader (Mollah et al., 2021). In particular, for the P2P trading system, new types of contracts must be devised, and energy pricing modifications must be made to promote such services. In the existing grid system, such issues are highly regulated. For these circumstances, although blockchain technology has shown value in informing a microgrid, it is very difficult to incorporate the technology into the power system framework without modifying the power systems. The ideal future for a solid renewable energy business is based on a good understanding of technology, operations, strategy, policy, and regulation.
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	The renewable energy blockchain system is an integrated technical system that includes renewable energy systems, communication network systems, blockchain systems, and blockchain-based application systems. The systems are interconnected and communicate through various data streams. See Figure 5.
	In a blockchain-based renewable energy system, electricity generation and consumption data are transmitted through smart meters. Each stakeholder is a node in the blockchain. All relevant transactions are transmitted to the grid. The transmitted data, including electricity statistics and transaction data, is then confirmed in the blockchain ledger according to the consensus protocol. The consensus protocol can be switched between PoW and other consensus algorithms in the simulation. The blockchain ledger manages transactions, balances, and historical information.
	/
	Figure 5. Blockchain System Architecture
	The community committee can set up the blockchain system as an alliance blockchain. All participants register in the system and receive authorization and authentication information.
	The Blockchain system is a system for storing and managing data. Once the data enters the Blockchain system, it is recorded in history. The history of the Blockchain cannot be changed. Therefore, the data feed is directly related to the data quality of the Blockchain and the quality of the system services. Data injection involves several important aspects:
	1) What data needs to be injected into the blockchain system? This involves the actual business requirements of the application, i.e., what data will be used in the future.
	2) How will the data be entered? Manual input and automated input are the common methods. To ensure data accuracy and avoid human error, automated input is the ideal way. This places requirements on existing renewable energy systems; these systems can provide automated interfaces for data output that feeds directly into the blockchain system. Automated data input from smart meters and VPP (virtual power plan) to blockchain will speed up data processing and its accuracy (Cioara et al., 2021) (Yang et al., 2021).
	3) How can the correctness of the data be ensured? This requires appropriate operations such as screening, inspection, cleaning, and validation of the data entered. In the early days of data entry into the blockchain, blocks may be revoked for technical reasons, so it is also important to ensure security before and after data entry. Relevant data protection technologies will help protect the security of the data.
	The famous blockchain deployment frameworks used in recent studies of blockchain-enabled systems, namely Ethereum, Hyperledger Fabric, FISCO BCOS, Corda, and EOS are discussed in this section. Different blockchain frameworks have distinguished properties. For instance, the Public blockchain offers consistent performance, the private blockchain offers robust security, and consortium blockchain offers more customization options. From the thorough investigation of the literature, in table 7, blockchain frameworks are elaborated with key characteristics, including blockchain category, smart contract enabled with applied language, consensus algorithms, etc.
	Ethereum is a decentralized, open-source blockchain framework that allows users to create smart contracts. Ethereum is a permissionless blockchain platform, launched in 2015, deployed the Proof-of-Work (PoW) consensus algorithm, and has a native cryptocurrency known as Ethereum (Buterin, 2013). Furthermore, Ethereum allows smart contract implementation written in Solidity language. 
	Hyperledger Fabric is a permissioned blockchain, hosted by Linux Foundation. It is used to accomplish distributed applications written in languages such as Go and Java. The smart contracts in Hyperledger Fabric are known as chain codes to execute the application logic automatically. Furthermore, consensus protocols, including Practical Byzantine Fault Tolerance (PBFT) and Raft are used and it has no fundamental cryptocurrency (Androulaki, et al., 2018).
	Enterprise Operating System (EOS) blockchain is designed to compete with the Ethereum blockchain framework. EOS is the first leading system that provides high throughput by Delegated Proof of Stake (DPoS) algorithm and uses in decentralized applications. The smart contract in EOSIO is written in C++ later on which complied through WebAssembly also known as Wasm (Huang, et al., 2020).
	Financial Blockchain Shenzhen Consortium (FISCO), a leading consortium blockchain, was founded by WeBank with the membership of Tencent and Huawei companies. FISCO is not a single blockchain. However, it is a unique blockchain application that is planned to benefit the general public. Additionally, it is a secure, portable blockchain and supports PBFT and Raft consensus algorithms (FISCO, 2020)
	The R3 consortium created Corda as an open-source and permissioned blockchain framework in 2014. Corda underlines data privacy and follows the “Know Your Customer” term to share the transactions in the network. The smart contracts are written in Java and Kotlin language to support decentralized applications (Brown, 2018).
	Table 7. Comparative analysis of blockchain deployment frameworks
	Cryptocurrency
	Hosted By
	Smart contract Language
	Consensus algorithm
	Category
	Blockchain Framework
	Ether (ETH) and Bitcoin (BTC)
	Ethereum developers
	Solidity
	PoW
	Public
	Ethereum
	None
	Linux Foundation
	GoLang, Java
	PBFT
	Private
	Hyperlegdger fabric
	EOS
	Block.One
	C, C++
	DPoS
	Public and consortium
	EOS.IO
	None
	Webank
	Solidity, C++
	PBFT, Raft
	Consortium
	FISCO BCOS
	None
	R3 Consortium
	Kotlin, Java
	PBFT, Raft
	Consortium
	Corda
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	1) Increasing electricity production and consumption: 
	Electricity use in Sweden is expected to increase sharply until 2045, mainly due to the electrification of transport and industry. In several recently developed scenarios, electricity use will double by 2045 (Milton, et al., 2021). Renewable energy is increasing very quickly. Figure 6 shows the trend of installed electricity generation capacity in Sweden.
	/
	Figure 6. Installed electricity generation capacity by type of power 1996–2020, MW (Source: Swedenergy – Energiföretagen Sverige.)
	2) Layered architecture:
	Sweden's current electricity grid is usually divided into three levels; backbone network (transmission network), regional network, and local area network (distribution network).
	3) Lots of energy sectors:
	Approximately 170 electricity grid operators of different sizes are active in Sweden. There is only one electricity grid operator within each geographical area and the electricity consumer has no possibility of changing company. There are a few million stakeholders (electricity producers, distributors, electricity traders, electricity consumers, individual actors, and government agencies) in the energy business (including renewable energy).
	4) Free trading:
	In Sweden, trade in electricity is deregulated. You can decide who you want to purchase your electricity from as the client. However, electricity distribution via the electricity network takes place in a monopoly. Electricity network operations in Sweden are therefore regulated by the Swedish Energy Markets Inspectorate (Ei). 
	5) High digitalization:
	The existing power system is highly digitalized, and many data readings are notified to the electronic system for direct processing, which is very conducive to the blockchain system to read the relevant data automatically. And the accuracy of data reading is relatively high.
	6) Separated energy sectors:
	Lack of close collaboration between the energy sectors, in particular the collaboration between the renewable energy producers, and other energy producers. 
	1) Imbalances at different levels:
	a) Energy production, consumption, and storage under the dynamic scenarios. There is a need to maximize energy efficiency and minimize grid congestion.
	b) Dynamic frequency and voltage with renewable energy. 
	c) Electricity quality is affected by the mixture of clean energy and dirty energy
	d) Different energy prices in different regions. Fair and easy trade is needed.
	e) Differences between the needs of individual energy producers and the global needs of the energy market.
	f) Imbalance at global and local levels and in between.
	2) Business collaboration is limited between those renewable energy actors and various energy stakeholders. Data is not shared, and there are many silos of information. The integration should include planning, collaboration, and coordination.
	3) A new legal proposal requires data on energy production and consumption to be available every 15 minutes. However, the existing system does not handle the analysis frequently enough, and some statistical frequencies are calculated on a longer period (hour, day, week, or annual basis). 
	4) Real-time monitoring is needed for both grid control and data report.
	5) Energy storage (by a battery or a hydrogen gas) is needed to store unused renewable energy. 
	6) Since there is no competition in the electricity network market, the market must be regulated.
	7) Consumers have a designation for the type of energy they consume.
	8) Monitor and control the energy consumption of charging stations for electric vehicles.
	9) Electricity quality control should extend to renewable energy producers; poisoned electricity should be controlled and regulated from the beginning. 
	10) Easier local trade and consumption of renewable energy. For example, the direct energy exchange between neighbors will improve energy efficiency.
	11) Distinguish the boundary between technology and management. Such as data sharing should be controlled by related contracts, under uncertain situations. 
	12) Comply with and update laws and regulations to support new renewable energy development. To regulate renewable energy production with the grid capacity and ensure that the national/international regulations are intact.
	13) Decentralization of power production is the future. However, it is also important to have plannable power to not lose competitiveness. The ideal is "A balanced, fossil-free power system with ⅓ base power, ⅓ control power, and ⅓ weather-dependent power evenly distributed geographically and with a high degree of utilization of the electricity grid (Milton, et al., 2021).
	14) Good electricity, lots of electricity and electricity at the right time (Dagens Samhälle, 2021).
	The Blockchain system is a software infrastructure built on top of the physical energy system (renewables and traditional power systems) that can enable various new applications.
	The stakeholders of the Blockchain-based energy system can include energy producers, consumers, aggregators, grid owners, energy authorities, etc. While each stakeholder has their own interest and roles in the smart grid's production, distribution and control, blockchain technology can facilitate the data exchange between participants. Each stakeholder can contribute to the system by sharing data (information) to the Blockchain system while maintaining privacy and security. They can use the services (data, information, and applications) that the Blockchain can provide. The information provided via blockchain can help stakeholders improve their businesses accordingly. 
	Participation in the Blockchain is not mandatory. The Blockchain can only serve the participants who join and maintain it. Each participant has both responsibility for the Blockchain system and a benefit from it. For an idea model, if we hope that energy integration can cover as much as possible, the more stakeholders can participate, the better. 
	Some example scenarios:
	1) Energy integration
	Each blockchain actor updates its generation, distribution, consumption and other figures in the blockchain. As a reward, each actor gets a global picture of the grid, e.g. how much energy is generated in a given period, how much is consumed in that period, etc. All actors can timely regulate their business, e.g., increase or decrease generation or consumption, change their business models, etc. Based on the available information and knowledge in the blockchain, the grid owners and operators can configure the infrastructure to adapt to the dynamic changes in electricity transmission and distribution. In the long run, all the available data and knowledge will help them update or redesign the infrastructure appropriately. Customers could be able to adapt their energy consumption for their different utilities that is based on their needs and market. Blockchain can, furthermore, support aggregators to identify inhouse consumption for different utilities, enabling automatic and up-to-date data to grid owners and producers. The energy authority can adapt regulations or issue new ones to manage and support flexible energy marketing on a large scale. 
	2) Electric vehicle charging stations 
	When electric vehicle (EV) charging stations are integrated into a blockchain-based renewable energy system, as a stakeholder (consumer), each EV charging station automatically reports energy consumption to the blockchain so that the overall picture of the grid is shared to all participants, e.g., which charging station can available at a nearby location. The renewable energy sector can dynamically supply nearby charging stations based on real-time needs. This will not only benefit stakeholders (the renewable energy producers, grid owners, and aggregators), but also help drivers of electric vehicles to localize the suitable charging stations and optimize transportation locally and globally. Finally, it will improve energy efficiency. 
	3) Free energy trading
	Some channels can be freely built on the blockchain as subnets, and the members of the subgroups can directly exchange information and freely conduct business, such as energy trading, among themselves. This will allow these participants to create various new business models for energy marketing and enable fair and transparent marketing of energy trading. This model can be global (across the entire blockchain) or local (within a subnetwork of the blockchain). All players on the Blockchain will benefit from the integrated and free marketing model to optimize their business. 
	Since the Blockchain provides a flexible, secure, reliable and robust software infrastructure, many potential applications and business models can be developed based on the Blockchain system. Of course, electrical engineering and appropriate technologies should support direct integration between the physical power system.
	The energy blockchain system may provide potential new application scenarios for future energy applications, as well as new solutions for energy conservation and optimization. However, the development of large-scale blockchain real-world applications is still subject to the coupling challenge of technology and real-world systems. Therefore, the regional small-scale pilot implementation scenario experiment system will be very helpful to study the core technology and implementation scheme of the integration of the blockchain system and the energy system. As a continuation of this project, we plan to study the implementation of blockchain in the field of renewable energy. The goal here is to develop and test blockchain technology for the production, distribution and control of the renewable energy sector in southern Sweden. We hope to develop follow-up research projects in cooperation with Energiforsk and Energimyndigheten.
	8 Conclusions
	Blockchain-based smart grid systems can be executed independently and automatically according to certain predefined consensus mechanisms without human intervention, brokers, or central authorization, and enable efficient data aggregation techniques to solve privacy and security problems in the grid. This paper systematically explores blockchain-based applications for the management, control, and operation of smart grid systems. The paper focuses on non-financial applications of blockchain in the energy sector and divides the challenges into five main categories: Stakeholder Collaboration, Grid Imbalance, Data Management and Operations, Decentralization of Grid Operations, and Security and Privacy. Based on the review, analysis, and comparison with existing reviews the paper identifies additional challenges and highlights future research directions in the five categories.
	Although the concept of blockchain is still most often associated with cryptocurrencies such as Bitcoin, it has been highlighted in theoretical and practical experiments in many contexts and sectors. One of the most important aspects of implementing a blockchain system is in the energy sector. Blockchain and related technologies are needed to handle the demand for decentralized applications and services in global renewable energy innovation. Blockchain can effectively deal with some of the key issues facing the renewable energy landscape, such as the contradiction between a large number of decentralized energy producers and drastically changing energy demand, coping with complex cross-system energy flows, balancing and transaction security, minimizing the environmental risks caused by energy use, and dealing with the demand for sustainable structures and the demand for greater flexibility.
	Due to data encryption, accountability, and adaptability, there are also some system drawbacks and technical disadvantages. The relative novelty of the concept manifests itself in technical challenges, many of which have been solved, at least in principle. In general, the concept of blockchain for energy sectors is very attractive for the future. Still, the solution to the system challenges largely depends on key social and technological trends, the current and future power driving factors, and overall trends and constraints in the operation of the system. To influence these journeys, the academic and practical supporters of blockchain energy must combine further research and development with practical and real-life applications to demonstrate the real benefits and performance of the concept to relevant stakeholders and policymakers. Especially consider the concept of "design security" from a technology and IT perspective. In applying blockchain to energy sectors, cybersecurity cannot be ignored. 
	Existing technologies leverage different blockchain architectures for different application scenarios and demonstrate that the technology can be used to support smart grid infrastructure management and operations. However, actual implementations of the technology for grid management, control, and operations presented in the literature are still sporadic and localized. There is a lack of systematic technologies for smart grid management, control, and operation. This requires deconstruction of the existing grid management, control and operation, and systematic planning, design, and development of the corresponding blockchain application system by combining the technical advantages of blockchain. Since it is difficult to update the architecture of the blockchain system and the online storage of data is very long-lived, it is necessary to have a very clear understanding of the structure, business, and technical management of the existing power grid. Detailed prior knowledge of the future business and commercial expansion of the smart grid and a relatively clear prediction of the system technology and business trends are essential factors to design and develop a highly reliable, scalable, long-lived, and open blockchain system.
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	Blockchain for smart grid operations, control, and management
	A comprehensive overview of blockchain-based smart grid management, control, and operation solutions. The report compares with related reviews and highlights the challenges in management, control, and operation for a blockchain-based smart grid, as well as future research directions in five categories: collaboration between actors, data analytics and management, control of network imbalances, decentralization of network management and operation, security and privacy.
	The report reviews how blockchain technology can potentially solve the challenges of decentralized solutions for future renewable energy systems. As a result, several applications of blockchain for renewable energy are discussed, such as electric vehicles, decentralized P2P energy transactions, carbon certification and trading, physical information security, energy transfer, Energy-to-X, and the Internet of Energy.
	A guideline for the implementation of blockchain to corresponding applications for future renewable energy is also presented in this report. This includes the different blockchain system architectures, the data flow from the power grid processed and recorded, the choice of the appropriate consensus, and the different blockchain frameworks.
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