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Microsoft Cyberspace

o Region

() Region coming soon

70+ 250K+ 85T+ 10K+

regions

. Network PoPs

" miles of fiber
nd subsea cable

Security Signals Per ity Partners


https://infrastructuremap.microsoft.com/

Cybercrime today equals the 3rd largest
economy in the world and growing fast

Annual GDP

$27T

$17.8T

$8T

. $4.4T $4.2T

GDP annual growth rate

15%

USA China Cybercrime Germany Japan

Source: Statistica

6.3%
(o)
51% 499

Cybercrime India China USA

Source: Statistica
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Digitalization is not a choice

It is a necessity



More efficient
technology-enabled
operations

Al-managed smart
grids enable the
intelligent flow of
energy and data

Improved operational
predictability as well
as assist in meeting
emissions targets

More accurate
forecasting and
prediction,
harmonizing fossil fuel
and renewable energy
provision




... but the risks can be high

DYLAN FUGETT BERNARD PARKER

Prior Offense Prior Offense

1attempted burglary 1resisting arrest
without violence

Subsequent Offenses

3 drug possessions Subsequent Offenses
None

LOW RISK 3 HeHrsk 10

Allegheny Family
Screening Tool

Sources:
Angwin, Larson, Mattu, and Kirchner (2016). ProPublica. https://www.propub org
Ho and Burke (2022). PBS News Hour. hitps://www.pbs o
Gonzalez (2018). Inc Magazine. hitps:



https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing
https://www.pbs.org/newshour/nation/how-an-algorithm-that-screens-for-child-neglect-could-harden-racial-disparities
https://www.inc.com/guadalupe-gonzalez/amazon-artificial-intelligence-ai-hiring-tool-hr.html

Adversaries will use GenAl in creative ways

Malware Customizing Phishing and Command and
generation exploits social engineering control communication

a2

Automated Password Disguising Deepfakes:
vulnerability discovery cracking malicious code data, email, voice



How can we protect against|99% of attacks?

~
-
-
-
-

A

How effective is MFA at deterring
cyberattacks? A recent study based on
real-world attack data from Microsoft
Entra found that MFA reduces the risk
of compromise by 99.2 percent

Fundamentals

. - Enable multifactor
of Cyber hyglene authentication (MFA)

_ Apply Zero
9 9 ()/ Trust principles

Use extended detection and
response (XDR) and antimalware

Basic security hygiene
still protects against
99% of attacks.

Protect

data

- <« Outlier attacks on the bell curve makeup just1% — 5



Digitalization vs.
electrification

SRy W T IR TV Ve niae v s ey

direct current (DC) generator

|

1876 - Alexander Graham Bell
invents the telephone, which uses
electricity 1o transmit speach

1878 — British scientist, Joseph Swan,
patents the first electric lamp

1881 - First public electricity

supply is generated in Godalming,

Surrey, using a waterwheel at a
nearby mill

1883 - Magnus Volks builds the first
electric railway in Brighton




Digitalization complicating security operations

- IT Security - Digital security
- Protecting information technology - Protecting against digital threats
- Focusing on technical security - Focusing on securing digital information

and processes

@ Malware @ Network intrusion

Cybercrime/
fraud

|dentity theft Privacy breach
Cyb.er Disinformation
espionage

Data breach

Unauthorized _
system access Phishing

XN
sy DoS/DDoS &




The risk management matrix, shared responsibility

On-Prem laaS PaaS SaaS

© 0 0 0
Users

] Data classification
Client protection
@ |dentity & access protection

®

Application controls

Network protection

Server security ‘

) Physical security




We should also expect adversaries to target GenAl

GenAl prompts
and responses

New GenAl

attack surfaces Al Data and Plug-ins and

Orchestration functions

RAG and web data Al Models

Traditional
threat vectors



We have to protect it all comprehensively

GenAl prompts
and responses

New GenAl

attack surfaces Al Data and Plug-ins and

Orchestration functions

RAG and web data Al Models

Traditional
threat vectors



Security for Al shared responsibility model

Al usage

User training, identity & access, data security
& governance

Al application

Plugins, design, infrastructure, safety systems

Al platform
Model safety, accountability, tuning, design,
training data governance

laaS (BYO model) PaaS (Azure Open Al)

@D oOrganization

@D Microsoft

SaaS (Copilot)




Microsoft Responsible Al Standard, v2

Secure by Design Secure by Default Secure Operations

f 3 % o e

Accountability Transparency Fairness Reliability & Safety Privacy & Security Inclusiveness
* Impact assessment + System intelligibility for * Quality of service * Reliability and safety ~ + Privacy Standard » Accessibility
decision making guidance compliance Standards
+ Oversight of significant * Allocation of resources compliance
adverse impacts + Communication to and opportunities * Failures and * Security Policy compliance
stakeholders remediations
+ Fit for purpose * Minimization of
» Disclosure of Al interaction stereotyping, demeaning, ¢ Ongoing monitoring,
» Data governance and and erasing outputs feedback, and
management evaluation

* Human oversight and

.......> ................... Paved path > ...................................... Standards — prrreeeeeeeeeeeseseseesens V} .................



Thank you!

N sandra.elvin@microsoft.com

g @sandrabarouta
m linkedin.com/in/sandrabaroutaelvi
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