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* The anti-money laundering (AML) problem
* Our holistic pipeline to attacking the AML problem
* Synthetic data

* Federated Learning

* Requirements
* Challenges
* Opportunities

* Preliminary results
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UN estimates €1.87 trillion laundered annually

Significant resources are spent on AML

High false-positive rate, estimated at ~98%

In 2019, 58 cases of AML penalties
total fines: $8.14 billion.
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The Global Transactional Network

Banks are blind to what happens outside the local transaction network!
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We ask ourselves:

Can federated learning be used to collaborate between banks to detect money laundering?
How can we collaborate without sharing sensitive data?

How to federate the learning in practice?

How to create realistic synthetic transaction data?

What impact does unreliable data have?

Does performance improve by exploiting the inherent graph-structure in the data?

Can we use explainable Al to leverage deep learning?
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A Holistic Pipeline

Create synthetic data Introduce noise Srallfineli

in the data ) :
Feature engineering

Automatic optimization of _ D
hyperparameters Visualization Central/Federated/Isolated

Model Training

https://github.com/aidotse/flib



Synthetic Data



Synthetic Data: Engine?'®
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Transaction Graph
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Transaction Simulator

Iterate Simulation Steps
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Synthetic data
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Transaction Network Explorer

Informaton

total number of accounts: 10000

total number of legitimate transactions: 241557
total number of laundering transactions: 75
steps: 1 - 170

Edge homophily: 0.9893

Node homophily: 0.9914

Class homophily: 0.0297

Steps

1..170

Banks

nordea
lénsfraskringar
ica
sparbanken
swedbank
skandia
svea
handeisbanken
merginalen
danske
seb

Alandsbanken

Legitimate models

single

fan-out
fan-in

fonward
mutal

periodical

Laundering models

fan-out
fanin
cycle
bipartits
stacked
random
scatter-gather

gather-scatter

SWEDEN




Synthetic Data: Boosting Fidelity
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Federated Learning



Federated Learning

Local training
x dataset may be small

Vdataset remain confidential

Federated training

V Larger pool of data

V dataset remain confidential

central training

local training
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Central training

V Larger pool of data

x Data privacy violated



Federated Learning

step 1: agree_on architecture

/ step 4: broadcast the aggregated model to banks and repeat

step 2: local training

BANK
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step 3: collect and aggregate local models

local model
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Federated Learning
In practice
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A _ * Infrastructure

11 « Central server
: e Clients with computational power

Scaleout

* Alignment on data structure

P —
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 People
* Domain knowledge
* Machine learning




Al

SWEDEN

Challenges Opportunities

 Heterogenous data * Exposing the model to more data
distributions * Better performance
* Privacy concerns * Better generalization
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Preliminary experiments AI
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